no 3awume uHgopmayuu

Wckyccreennbni ~ «PycKpunto»
Wurennexr Tesla 2019

Crp. 52

Crp. 46

TanHa packpsbiTa! VToru KOH(pepeHIn



CopeprxkaHue

MPEANCNOBUE

3 Ot pepakTopa

MPOAYKTbI

4  Arista npeacraBnset OTKpbiTylo O6nau-
Hyto Mnatdpopmy
Cuctema High-radix 12.8 Tbps ynpouwaet ceTb 100 /400G
Arista Networks aHoOHCHpoOBana cepuio KOMMYTaTOpPOB
Arista 7360X. 3T0 pagMKanbHO HOBas U YHWMKanbHas nnat-
dopMa, KoTopas NO3BONSET YABOUTb MJIOTHOCTb NOPTOB
W YMEHbLIKUTb NOTPebeHne SHEPTUM.

6 Poccuiickas kKoMnaHuga 3anycTuna cepmin-
HO€ Npou3BoAcCTBO HGﬁpOHpOU.ECCOpOB
Poccuiickmii HayuyHO-TeXHMYECKUI LLeHTp «Moaynb»
pa3paboTtan HOBbIM Heliponpoueccop NM6408, npuyém
co3faHue uuna obownock B 480 mMaH pyoneit. Celivac
OH 3anyLieH B CepuinHOe Npon3BOACTBO. «Heckonbko
TbICSY MPOLLECCOPOB YXKE Y HAaC Ha CKNaZe, rOTOBbI
K OTrpy3Ke, NaHWpyeM [03aKa3biBaTb €LLE No Mepe
HEeobXoaAUMOCTU», — COODOLWMAN B KOMMNAHUMU.

8 BbicokockopocTHble wudpaTtopsl Ethernet
Mo Mepe Toro Kak BHeApsATCA TpeboBaTesibHble K NPOnyCK-
HOWM CNOCoBHOCTU U CETEBOM 3a4epXKKe TEXHONOrMn, Takmue
KaK obsiayHble BbIYNCNEHUA, LEHTPDI 06pa6OTKM AaHHbIX
(LLOL), 06beanHEHHBIE KOMMYHMKALMK, PACcTET M CNpoC
Ha BbICOKOCKOPOCTHbIE ropoackue u rnobanbHble ceTH.

18 DneKkTpOHHbIE KNHYHULbI = CUCTEMDI
ynpasneHus Kaw4amm
Ha npoMmbIWwieHHbIX NpeanpuaTUaX, B roCyupexaeHuax
1 6aHKax, y4ebHbIX 3aBeeHNAX U peabUNNTALMOHHbIX
LEHTpax — Be34e OCTPO CTOMT BOMPOC KOHTPOSIS 3a KIto-
yamu. MNepepn ynpasnsowmMMm HEM3MEHHO BO3HMKAET
33[,a4a: Kak TOYHO 3HATb CUTYaLMIO, HE OrpaHMUYnBas
LOCTYN K K/toYaM anis nepcoHana? CnpaBuTbCs C 3TOW
3apaveit nomMoryT CUCTEMbI yNpaBaeHUs KaYamu!

PEWEHUA

20 WMcnonb3oBaHue blockchain-texHonorum
B KayeCTBe MHCTPYMEHTa Ans paboTbl
€ KOHpUMAaeHUManbHOM UHOopMaLmen
B cTaTbe packpbiBalOTCS METOAbI OpraHu3aLmm noa-
TBEPXAEHMS NpaB f0CTyNa K MHPOPMALUOHHOMY
pecypcy 1 oONTUMMU3aLUK LEHTPOB 06paboTKM faHHbIX,
KOTOpble A0NIXKHbI ObITb BBEAEHbI B UHDPACTPYKTYPY
TexHonoruu blockchain gns paboTbl ¢ KOHPUAEHUMANb-
HOM MHPOpMaLMeNn.

24 IT Ha cnyx6e y 6usHeca: 3 pelueHus
Ans BHeapeHus B 2019 roay
Kak anekTpoHHbI AOKYMEHTOO60pPOT, MHTPaHeT
n CRM-cuctembl nomoratoT C3KOHOMWUTb, NOBbLICUTb NPO-
LYKTUBHOCTb M YCTPaHWUTbL OWwnbKM B BU3HEC-npoLeccax.

27 AHanus coBpeMeHHbIX MeToA0B
SOL-uHBbEeKuMM
Ha cerogHsWHMM AeHb WKMPOKO MCNOMb3YHTCA UHDOP-
MaLMOHHbIe CUCTEMBI U UX TeXHoNorMu. Mudopmaums
0 cybbekTe MOXEeT CTaTb B TOM UM MHOM Mepe OTKPbl-
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TOM 3/10YMbILLNEHHUKY M MPUBECTU K YLLEM/IEHUIO NPaB
M 3aKOHHbIX MHTEpeCcOoB CybbeKkTa, MPUYUHUTL EMY MO-
panbHblii Bpea v (Mn) MaTepuanbHbli ywepb. B ctaTbe
6yayT paccMOTpeHbl Npo6ieMbl 3aLLUMUTbl NEPCOHANbHbIX
DaHHbIX B ceTi MHTepHeT (MHTepHeT pecypcsl, Beb-pe-
CYPCbl) M NpefNoXeHbl METOAbI U CPEACTBA UX 3aLMUTHI.
30 [MMpoTokonbl BCTpauBaHua obLieit namMaTu
B CMMMeTpMHHbIﬁ KaHan CEKpETHOﬁ CBA3u
06 ogHoM crniocobe npoTtuBoaencTeus MITM - atakam
Ha OCHOBE NPOTOKO/I0B, UCMONb3YIOLLMX OBLLYHO NaMATb
OTnpasutens u MonyyaTtens B Mofenn CEKPETHOM CBA3M.
36 [MMpuspaTHUK
AyTenTndukaums 8 VMWare Citrix ¢ nomoubto NOCTo-
BbIX CepTUdUKaTOB
42 3awmTa NpUBMNETUPOBAHHbIX AKKAYHTOB
3awumTa NpUBMAETMPOBAHHbIX aKKAYHTOB KPUTUYECKM BaX-
Ha ona obecneveHuns 6esonacHOCTM GU3HeC-pecypCoB.

onbIT

Pasnuua B ETAUC u gpyrux cucteMax yuéta
EFAMC MOXHO cYnTaTh NEpPBOM NOMbITKONM, C HEAABHErO

BPEMEHMU Y3Ke YAAYHOW 1 AopaboTaHHON, No LMdpoBM3aLmm
3KOHOMMKKU. OrpOMHbBIM LIAroM K KOHTPOJI0 332 060poTOM
NpoAyKTa: OT Npou3BoauTens Ao notpebutens. A 31o 60/b-
LIOM NyTb, AAXe eC/IM TaK He KAXKeTCs Ha NepBbli B3rns.

44

46 TaiHa UckyccTtBeHHoro UHTennekTa Tesla
packpbiTa!

He Tak naBHO, a ecniv 6bITb TOuHee, 14 mapTa 2019 roga
B JlToc-AHpyxenece komnaHuen Tesla 6bina npepcrasne-
Ha HOBas MoJenb 1 HOBbIV kKpoccosep Tesla Model Y.
50 Ton-10 npoekToB no 3awute uHpopma-

LMK, 3ann1aHUpoBaHHbIX Ha 2019 rop,

MEPOMPUATUA

52 Wroru koHdepeHuuun «PycKpunto’2019»,
cocTosaBelica B MogmockoBbe
19 mapTa cTapToBana yetbipéxaHeBHas XX| koHpepeHr-
uns «PycKpunto'2019». XXypHan CIS «CoBpeMeHHble
MHbocncTeMbl» NPpUHUMAnN B HEW aKTUBHOE yyacTue,
BbICTYNas OAHOBPEMEHHO B POJIM NapTHEPA M CNOHCOopa.

KYJNIbTYPA

55 BbicTtaBka «Post 3 D»
B ranepee «3nektpomy3seit B PoctoknHo» O6veau-
HeHus «BbicTaBoYHbIe 3a1bl MOCKBbI» OTKpbIBAETCS
BblcTaBka «Post 3 D».

®OTOOTYET

56 ®ortootuét UT-MeponpusaTui

KAJIEHAOAPD

60 Kanenpapb meponpusitui
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[naeHbIM pepakTop: MoHapuH CTaHUcnaB.

KoppekTop: OkcaHa MakapeHko.
? Tbl ANA GU3HEC OTaen peknaMbl U pacnpoctpaHenus: info@sovinfosystems.ru.
I_CKP""TO» : | CaiT: www.cismag.ru, MHTepHep-610r: www.cismag.news.
Peruncrpauus xypHana: pepepanbHas cnyxba no Hagsopy B chepe
CBA3U, MHOOPMALIMOHHbIX TEXHONOTUIA M MacCOBbIX KOMMYHMUKALMIA.
Homep cBupetennctea: M N2 OC 77-69584.
[ata pernctpauuu: 02.05.2017.
HanmeHnoBaHne CMU: CoBpeMeHHble UHDOpMaLmnoHHble CUCTEMBI.
®opmMa pacnpocTpaHeHus: neyatHoe CMU, xxypHan.
TeppuTtopus pacnpoctpaHenus: Poccuitckas Depepaums.

Anpec peaakumu: 22-im kM Kuesckoro w., (n. MOCKOBCKWIA), AOMOB-
napexue 4, ctp. 1, kop. b, oduc 04, 6nok 904b, r. Mocksa, 108811.

nekta Tesla, koTopasa 06 Diak S3bIK: PYCCKMIA.
M MPUHOCUT NpU6LLIb 61 '_" 3 MepuoanuHocTb: 4 pasa B rog (1 pas B kapTan).
30 3a copepxaHue peknaMHOro 06bsiBNEHNUS OTBETCTBEHHOCTb HECET pe-

Bo BTOpOM 610Ke no, n | 3 opag KnamopaTtensb. lepeneyaTtka, UCMONb30BAHME MM NEpPeBOA Ha ApY-
ctana 'e;.ﬂ._l'lﬁ Hawero 0 . 3BUTUSA roi s13bIK, @ TaK Xe MHOe MCMO/b30BaHWE MPOU3BEAEHMI, PaBHO Kak

i MX BK/IKOYEHME B COCTAB ApYyroro npoussefeHns (C60pHuMK, Kak 4acTb
Lpyroro npousBefeHus, UCNONb30BaHNUE B KaKOM-NMBO Gpopme B nek-
TPOHHOM Nybnukauum) 6e3 cornacms n3patens 3anpeLieHsol.

- yyacTe B opraHusa 1) Oro KpynHoro
M 3HAaKOBOFO MeponpusaTua '

. EeR Ao MpepocTaBnas (6ecnnaTHble) TEKCTOBbIE M UNMKOCTPATUBHbIE MaTe-
XypHan noaAepXan CTYAEHTO } wnx Ha «Pyc- puanbl Ans X Ny6AMKALMW B AaHHOM M3A4aHMM 06LIeCTBa C Orpa-
KerITO» B paMKax cekuuu" «A By3_OB y U nyGnMKyeT HUYEHHOW OTBETCTBEHHOCTb0 «CoBpeEMEHHblE MHDOCUCTEMBI®
UX AOKAaAbl B 3TOM HOMepe. oTnpaBuTeNb AAET CBOE cCOrnacue Ha MCMOb30BaHME MPUCNAHHbIX
UM MaTepuanoB MyTEM WX pacnpocTpaHeHus uyepe3 nobble BUAbI
371eKTPOHHbIX (LMGPOBBIX) KAHANOB, BK/OYAs MHTEPHET, MOBUNbHbIE
NPUNOXEHUS, CMapTHOHbI U T. .

Mo utoram meponpusatTMa peaakuus xypHana CIS «Cospe-
MeHHble UHdocucTeMbl» Gbila OTMEYEHA AUMJIOMOM, KaK OT-
BETCTBEHHbIN M HAAEXHDbIW NapTHEP, rOTOBbIM NpeasioN
M peanusoBaTb MHTEpECHble peweHus Ana oduu
M HeodHLUManbHOW YacTel MeponpuaTUs.

MoHapuH CtaHuch
rNaBHbIA pefakTop ‘

Tupax 5000 3K3. (0OTneyaTaHHbIA TUPAX).
XypHan npefHasHaveH ans nuu ctapwe 16 net.

© 2019, CIS (CoBpeMeHHble MHpoOpMaLMoHHble CUcTEMbI).



Arista npencraBJiisieT
OTKpbITYI0 O0JIaUHYIO
ITlnmatdopmy

Cucrema High-radix 12.8 Tbps ynpowaet cetb 100 / 400G

CaH-Xoce, KanudopHus. — Mapr 14, 2019 — OCP Global Summit — Arista Networks (NYSE: ANET) aHoHcpo-
Ba/a (eput0 KoMMYTATopoB Arista 7360X. 310 pasukanbHo HOBad 1 YHUKaNbHadA naathopma, Kotopast no3so-
NI9€T YABOWTb MAOTHOCTb MOPTOB 1 YMEHbLUIUTL NOTPEOAEHME 3HEPTUN.
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MoBbiWas MAOTHOCTb MOPTOB, K/JWEHTbI MOTyT
nonyuntb 60Nee BbICOKYH MNPOMYCKHYK CMo-
COBGHOCTb, YMEHblas NpuM 3TOM KOAMYECTBO
YCTPOWCTB B CETU. DTO NMO3BONSET CHU3UTb Kanu-
TaNbHbIE M 3KCMAyaTaLMOHHbIE 3aTpaThl.

Tenepb LeHTpbl 06paboTKM JaHHbIX MOryT ne-
penTn Ha ceTeByto nnatpopmy 100G nam 400G,
ucrnonb3ya Arista EOS™ (pacwupsiemas onepa-
LMOHHAs CMCTEMA) KaK eAMHYH OMepaLUOHHYH
cuctemy. Arista 7368X4 saBnseTcs nMoHepoM
KOHLLeNLMM OTKPbITOW NnatdopMbl, KoTopas obe-
CneynBaeT MacluTabupoBaHue, YNpoLLEHUE Ha-
CTPOMKM M NoBbiweHne 3GPEKTUBHOCTM CETEBOM

MHDPACTPYKTYPbI.

Mpu co3paHum nnat@opMbl KOMaHAbl MHXEHe-
poB Arista u Facebook pabotanu B TeCHOM B3a-
UMOLENCTBUM, 4YTO 06ecneynno MHTerpauuto
¢ FBOSS (oTkpbiToe nporpaMMHoe obecneyeHune
ans kommyTtauumn Facebook), ¢ mnoMoLbio KOTO-
POl MOXHO YyNpaBnsaTb MOLLHOCTbIO W TEMI0BOM
3P bEKTUBHOCTbIO.

HoBas nnatdopma - 3TO KOMMaKTHas YeTbIpEX
IOHUTOBAs MOAY/NbHAas KOHCTPYKUMS, 6naroaaps
yeMy Ha 50% noBbiwaeTcs NAOTHOCTb MOPTOB
B CpaBHEHUU C TpaaUUMOHHbIMM MOAYNbHbIMU
cucteMamu, Ha 60% cHuxkaeTca noTpebneHue
nutaHusa MeHee 10 Bt Ha 100G nopr. MNocTpo-
€HHasi Ha OTKPbITbIX CTaHAApTaX, AaHHas Cu-
ctema nocrtasnsgetcs ¢ 100G QSFP n 400G OSFP
unn QSFP-DD ontuyecknmn noptamu. Arista EOS
npenocTaBnsieT paclupeHHble QYHKUUKM ynpas-
NneHus TpaduKoM, aBTOMaTM3auuMuM U Teneme-
TpuUW, HEObX0AMMbIE ANS CO34aHWUS U 06CYXM-
BAHMS COBPEMEHHbIX 06/1a4HbIX CEPBEPOB.

«Cepusa Arista 7368X4 aBnsetca nepBbiM B CBO-
€M BMAe pelleHneM B ceTeBomn nHayctpmm. Mpo-
[YKT BKJIlOYaeT B cebs TeCHoe COTPYLHMYECTBO
[BYX TaNnaHTAMBbIX WHXEHEPHbIX KOMaHA, 4To
npueeno Kk 6Gonee nydywemy pesynbTaTy, YeMm
ecnm B6bl Kaxpas M3 3TUX KOMMAHWWA, MPOEeKTU-

Common Hardware
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<]

MpoaykTbl

x86 CPU

Packet Processor
System Control
128 x 100G QSFP

\

Arista EOS

J

pyloLLAs CXOXMI NPOEKT, CAenana no oTAeNbHO-
cTu», — ckasan AHwyn CapaHa, rnaBHbIM onepa-
LMOHHbIN aupekTop Arista Networks.

Cepus Arista 7368X4 pocTynHa B cliefytolen
KOHbUrypauum:

MogaynbHag 8-cnotoBas cuctemMa C BbI6opoM Mo-
nyneii 100G u 400G, NnoCTPOEHHas Ha UHAYCTPU-
aNbHbIX CTaHAapTax nog ynpasnexnuem EOS.

[ocTynHOCTb NpoAyKTa

HoBbii mpoayKT C BbicOKOW mnoTHocTbio 100G
MOpTOB YyXe JOCTyneH K 3aka3sy. LleHa 3a 100G
nopT coctaensaeT meHee 600$, koMMyTaTOp Noa-
nepxusaet kak 100G, Tak u 400G nopTbl.

YuTaliTe MOCT FNaBHOFO MCMOAHWUTENIbHOrO Au-
pektopa u CEO Jayshree Ullal B 6nore Arista
B 0671aKe KOMMNAHWUW C OTKPbITbIM LOCTYMOM.

O komnaHum Arista Networks

Arista Networks cTana nepBOOTKpbIBaTeNEM
NpOrpaMMHO-yNpPaBASEMbIX KOTHUTUBHbLIX 06-
NAYHbIX CETeN ANS LEHTPOB 06paboTKM AAHHbIX
M KamnycoB. OTMeYeHHble Harpagamu npoayk-
Tbl Arista mo3BongT obecneynTb AOCTYMNHOCTb,
rMbKOCTb, aBTOMATMU3aALMIO, AHANUTUKY U Oe3-
onacHocTb. Arista moctaBuna 6onee aBagLla-
T MU/IMOHOB CETEBbIX MOPTOB MO BCEMY MUPY
nogn ynpasneHuem CloudVision n EOS - nepepno-
BOM CETeBOWM OMepaLMOHHONW CUCTEMOM.

ARISTA

www.arista.com



Heliponpoyeccop HTL|
«Mooyne»

Poccuickast KoMIIaHM S
3aI1yCTUJIa CepUIMHOEe ITPOMN3BOACTBO
HEepoIpoIeCCoOpoB

POCCMCKIA HAYUHO-TEXHUYECKII
LieHTp «Mogynb» paspaboran
HoBb I HeiiponpoLieccop NM6408,
MPUYEM CO34aHMe Ymna 060W0Ch
B 480 MH pybneit. Ceitvac oH 3a-
MYLLEH B CepitHOE NPOWU3BOACTBO.
«HeCKonbKO ThICAY NPOLeCCopoB
JXe Yy HaC Ha CKnage, roToBbI K OT-
rpy3Ke, nnaH1pyem A03akasbisarb

elE N0 Mepe HeobXoauMoCTH»,
— COOBLLMAV B KOMNAHWK.

21-9p€epHblii YMn CNPOEKTUPOBAH
no 28 HM Tononoruu, o 4Yém coobula-
et Cnews. Co3paBancs OH KakK BblYMC-
NUTENbHBIA yCKOpUTENb NS CepBepoB
C MMKOBOM MPOU3BOAUTENBHOCTbIO B 512
[bnonc. OH npegHasHayveH ang 06pabot-
K1 6OMbLUMX MOTOKOB AAHHbIX B peasib-
HOM BpEMEHM, NO3BO/ISAS, MO 3aBEPEHMIO

pa3paboTyMKOB, pewwaTb He TOJIbKO Hel-
poceTeBble, HO U CaMble pa3Hble 334a4u.

Hanbonee nepcnekTuBHag chepa npu-
MEHEeHMs HOBOro uuna - obpaboTka
HelpoceTeBbIMU MPUNOXKEHUSIMU BOb-
WKMX MACcCUMBOB BWUAEOLAHHbIX, HaMpu-
Mep C KaMep C BbICOKMM pa3peLleHu-
eM. lMoTeHUMaNbHble 3aKa34yuMKM uuna
- rOCYyAapCTBEHHbIE U KOMMepYeckue
TPAHCMOPTHbIE KOMMAHUM, OpraHu3a-
unMn un3 chepbl KnbepbesonacHoCTH,
3HepreTMYeckMe KOMNaHuu 1 T.1.

«lockonbKy Hawu yunbl 0bnapaoT pac-
LWUMPEHHBIMU TEXHUYECKUMU XapaKTepu-
CTMKaMKu (HampuMmep, LWWPOKMIA Temne-
paTypHbIA PeEXUM), TO MOXHO FOBOPUTb
06 ycTpoicTBax, paboTalwmnx B THA-
XENbIX MNOroAHbIX YCNOBMAX, Hanpu-
mMep Ha KpaiiHem CeBepe», — 3asBuau
pa3paboTunkm.

M3rotaBnuBaroTCs npoLeccopsl Ha Tan-
BaHe. [fpobnema B TOM, 4To B Poccum

HeT MpOW3BOACTB, KOTOpble MO3BONS-
10T CO34aBaTb Npoueccopbl Mo 28 HM
Texnpoueccy. Pa3paboTumkm obewwa-
l0T, YTO MPU NOSBIAEHUN HEOBXOAUMBIX
TexHonorui B P®, nponssoacteo bynet
nepeHeceHo B Poccuto.

B «Mopyne» cumTatot, 4yto ceiyac B Poc-
CUM HET NpPSAMbIX KOHKYPEHTOB Y HOBOTO
4una, NOCKOMbKY HU OAMH ApPYroi oT-
€4YeCTBEHHbIM pa3paboTuMk He pacrno-
NaraeT MoOJIHOCTbIO TFOTOBbIMM HeMpo-
npoLeccopamu. «3To Helponpoueccop
C CaMOM BbICOKOW NPOWM3BOAUTENBbHO-
CTbHO Ha POCCMICKOM pbIHKE (BCE OCTaSb-
Hble MPOLECCOPbl TOXE Y HAc, OHU Me-
Hee MpoW3BOAMTENbHBIE) U MO CBOMM
XapakTepUCTMKaM MOXET COPEBHOBATb-
€ C MUPOBbIMU NUAEpamMu», — coobua-
0T B KOMMaHUM.

MupoBble aHanoru, KOHEYHO, ecCTb,
HO 3[ecb y npoaykuuu «Mogaynsa» ecTb
NpeuMMyLLecTBO — LeHa MpOAyKTa, KO-
Topas cocrtaenset okono $70 npotus




$100 3a conocTtaBuMMble Mo napame-
TpaMm 3apybexkHble Ymnnbl. N3 4yunos-KoH-
KYpeHTOB npeacTasutenu «Mogaynsa»
ynomuHatoT Nvidia Jetson Xavier.

«Mbl NpubnunxaemMcs K HAM N0 xapak-
TepMCTUMKaM NpounsBoauTenbHocTu. bo-
nee TOro, Npu MCNbITAHUAX BbISICHU-
NoCb, YTO Hawu npoueccopbl b6onee
3O PEKTUBHbI UMEHHO ANs paboTbl Helt-
poceTei, TO eCTb OHW AOCTUraloT 60/b-
WKMX pe3ynbTaToB MEHbLUMMM annapar-
HbiIMK 3aTpaTamu; Kl pasnuuyaetcs
B pa3bl», — 3a9BMUAN B KOMMAHUMN.

Ha ocHoBe HoBOro npouecca «Mogynb»
pa3paboTan BbICOKOMPOW3BOAMTENbHbIN
BblUMCAUTENBHBLIA KoMmnnekc MC127.04.
OH npefHa3HayeH ans paboTebl B cOCTaBe
BCTPaMBAEMOMN BbIYUCIUTENIBHOW TEXHU-
KM, @ TaKxXe Crneuuann3npoBaHHbIX Bbl-
COKOMpPOU3BOAMTENbHBbIX cucTeM. [lntoc
KO BCEMY YMM MOXET ObITb MCMONb30BaH
AN CO34aHMsi cucTeM LMdpoBoi obpa-
60TKM CUrHANOB M MALIMHHOTO 3pEHUS.

Kak yxe ynomMuHanocb Bbiwe, paspa-
60Tka Moayns obownacb oTe4yecTBeH-
HoMy npowussoguTento B 480 MnH py-
6nei. Bce paboTbl Benncb B pamkax
WCMONHEHWUS TOCYAAPCTBEHHOIO KOH-
Tpakta ¢ MuHnpomToprom. [lorosop
6bln1 MmoAnMCcaH CTOpOHaMM B MapTe
2014 ropa, CpOK UCMONHEHNS KOHTPaK-
Ta 3aKoHuunCs 26 nekabps 2017 ropa.

«OKP 6bin caaH BoBpeMms, — yTBepXAaa-
0T pa3paboTunku. — B TeuyeHne 2018 r.
W10 OCBOEHME CEPUIHOro MpOM3BOA-
cTBa: paspabaTtbiBanacb WMHCTPYMEH-
TanbHas nnaTta, NPOBOAMAOCH TECTUPO-
BaHWe, MMCaNcs COOTBETCTBYHOWMI COPT
Lns paboTbl HA MpoOLLeCCOpe U T.4.».

Takxxe KOMMEHTUpPYLT pa3paboTuun-
KM M TexHoformyeckme noapobHocTu:
«’Mopynb” paspabaTbiBaeT NMHelKy npo-
LeccopoB Ha 6ase cobcTBeHHOro aapa
NMC - NeuroMatrix Core, yHWKanbHOW
MMUKPOMOLLECCOPHOM apXMTEKTYpbI». Ho-
Bbli1 UMM NPUHALNEXUT K YeTBEPTOMY

MpoaykTbl

MOKONIEHUIO Pa3BMTMA WAEN, KOoTopble
NepBYyto CBOK PeasM3aLmio MoAy4muImn ewwe
B 1990-x ropax. lNepBbIit unn, Kak yBe-
pstoT paspaboTunku, «nponssén dypop
Ha BbicTaBke Cebit B HemMeLkoM [aHHOBepe
B 1998 r. 1 6b1n IMuEeH3npoBaH Fiujitsuy.

Mpoueccop BKAOYAET 0AMH 32-pa3paj-
HbI  YHUBEPCabHbIA YNpaBASOLKIA
RISC-npoueccop € COKpALLEHHbIM Ha-
6opom koMmaHg ARM Cortex-A5, natoc
yeTblpe KnacTepa, KaXAbld M3 KOTO-
pbiX codepxuT no ogHomy RISC-npo-
ueccopy ARM Cortex-A5 u no ueTbipe
npoueccopHbix aapa NMC4. Yun umeet
NATb UHTEP(ENCOB C BHELIHEW NAMATLIO
Tuna DDR?3, untepdeiicol PCle.0, SPI,
Ethernet IEEE Std 802.3-2012, GPIO,
JTAG 1 BbICOKOCKOPOCTHblE MHTepdein-
Cbl ANS MeXnpoLeccopHoro obmeHa.
Tunosas notpebnsemas MOLWHOCTb Yu-
na - 20 BT, MakcuManbHag - 35 BT.

Asmop: Makcum AzadmaHos.
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[opoackue cetn Ethernet

Mo Mepe Toro Kak BHeApATCA Tpe6GoBaTeNbHble
K NPONYCKHOI CNOCOBHOCTU U CETEBON 3aAepKKe
TEXHOJIOrMU, TaKMe KakK o6auHble BblYMCAEHUS,
ueHTpbl 06paboTkn AaHHbIX (LLOA), 06beAnHEH-
Hble KOMMYHMKaLMM, PaCTET M CNPOC HA BbICOKO-
CKOpPOCTHbIe ropoAcKue 1 rnobanbHble ceTu. Tpa-
LUUMOHHbIE TEXHOMOTUKU MOCTPOEHUS TOPOACKUX
ceTei yXe He MOAXOAST HW MO MPOU3BOAMTEb-
HOCTM, HM NO 3KOHOMMYECKOM 3D EKTUBHOCTM.
BoT noueMy Ha cLeHy BbIXOAST HOBblE CTaHAAPTI.

Celiuac BCE uvawe ANS pasBEpTbiBaHUSA HOBbIX
ropoACKMX CeTei AU NPU MUTPaLUKN Ha eAUHYI0
KOHBEpreHTHyw ceTb npumeHsietca Ethernet.
Xota Ethernet nossuncsa u pasBmBancs Kak Tex-
HONOMUA NOKaNbHbIX (KAMMYCHbIX) CETEN, ceryac
OH TaKXXe MCMOoMb3yeTCca ANS NOCTPOEHUS rOPOL-
CKUX ¥ rnobanbHbIX ceTei, NPUYEM KaK YaCTHbIX,
TaK M OnepaTopckux, U A8 €ro UChnosib30Ba-
HWS B 3TOM KayecTse Bbiiv NPUHSATbI CTaHAAPTDI
Metro u Carrier Ethernet.

MUcnonb3osaHue Ethernet B ropoackux
ceTax obecneumBaeT psaa NPeUMyLLECTB:

DKOHOMMS NpU NOKYMKEe U 3KCnayaTauuu

Tak Kkak yctpovictBa ona ceten Ethernet npows-
BOAATCS MUIZIMOHHBIMU TUPAXXaMKU U UX BbINyCKa-
I0T MHOTME KOMMaHuM, LeHbl 33 CYET 3ddekTa
MacwTaba M KOHKYPEHLMU LEpXKATCs HAa HWU3KOM
ypoBHe. TexHonorusmu Ethernet BnageeTt MHoOro
WUT-cneunanncToB, NO3TOMyY 3aTpaThl HAa NOAAEPX-
Ky Takxe ymepeHHble. bnaropaps Carrier Ethernet
OpraHM3auMn MOryT MCMONb30BaTh TY Xe Camylo
XOPOLLO 3HAKOMYIO TexHonoruto Ethernet ans ceo-
MX NOKaNIbHbIX, FTOPOACKUX U TNoBanbHbIX CeTen.
IJTO yMeHblUaeT KanuTasbHble 3aTpaTbl Ha 06opy-
[OBaHWe ANS MOOKIIUYEHNS K CETEBBIM yCayraMm.

MacwrtabupyemocTb N0 CKOPOCTH

M N0 KONUYECTBY Y3/10B B CETH

Carrier Ethernet ycTpaHseT orpaHuyeHus npw-
BbIYHbIX TEXHOMOIUIA, NPEAOCTABNAS BO3SMOXHOCTb
NJAaBHOMO HapalMBaHMa MPONYCKHOM CNoco6-
HocTU. Kak TONbKO opraHu3auus NOAK/IKYMUIaCh
K onepaTopckoit ceTu Ha 6ase Ethernet, gocTyn-

Has NponyckHas CnocobHOCTb MOXeT BbiTb A06aB-
JIEHa NMOCTENEeHHO BM/IOTb 40 CKOPOCTM NopTa. OTO
Mo3BOJISIeT OnepaTopy NpoAaBaTb, a OpraHM3aLmm
onnaymBaTb Ty CKOPOCTb CETH, KOTOpas peanbHO
HY>KHa Mo/b30BaTeNsIM, HE 3acTaBngs abOHEHTOB
CeTM NoKynaTb BCK MOJIOCY MPOMNYCKaHUs, KoTopast
LMKTYETCs YHACNe,OBaHHON TEXHONOTUEN.

Yn06cTBO MOHUTOPUHTA, yNPaBAEHUS], AUAarHOCTUKN
HeT Heo6xoAMMOCTM nOCbINATb CEPBUCHOTO
MHXEeHepa Ha NNOWAAKY 3akasyuka, 4to obe-
CneyuMBaeT AANbHENMIIY 3KOHOMMUIO HA 3KC-
NAyaTaLuMOHHbIX Pacxofax No CPaBHEHUIO C Tpa-
LMUMOHHBIMU TEXHONOTUSMMU.

KauecTtBo ycnyr

Carrier Ethernet no3BonseT ynpaBnsTb Kaye-
CTBOM YCNyT, B TOM YKMCNe 3a4aBaTb rapaHTUMpO-
BaHHbIE CKOPOCTb M 0OBEM [aHHbIX M onpene-
NATb, KAK MOCTYNATb C AAHHbIMU NPU NPEBbLILLEHUN
3TUX NOPOros. 3TO NO3BONSET B MOAHOM Mepe
peanu3oBaTb NOAXOA «CETb KaK yCayras.

MM6KocTb B TOMONOrUAX

Ethernet ncnonb3syet npuMHLUMN KOMMYTauuun na-
KeTOB, YTO AAET BO3MOXHOCTb CTPOUTb CIIOXKHbIE
cet ¢ 6ONbLIMM KONNYECTBOM NPOMEXYTOUHbIX
y3/10B M pa3Hoobpa3HbiMKu Tononoruamu: E-Line
(«Touka-Touka»), E-Tree («TOYka-MHOroTouKa»),
E-LAN («MHOroTtouka-MHOroTouyka»). 370 no3Bo-
naet ucnonb3osatb Carrier Ethernet gns 6onb-
WMHCTBA CLLEHApUEB.

CoBMeCTUMOCTb

Carrier Ethernet - 3T0 JONONHEHME K TEXHONIOTU-
am Ethernet ons nokanbHbIX ceTei, NO3TOMY OH
COBMECTUM C HONbLUIMHCTBOM NPOAYKTOB Ha PbIH-
ke. Carrier Ethernet xopowo cTaHaapTM30BaH.

YHuBepcanbHOCTb

TexHonorus Carrier Ethernet xopowo noaxoaut
Ans 60nblMHCTBA TMNOB Tpaduka M ang 60nb-
LWUMHCTBA MNPUNIOXKEHWUWA KAK COBPEMEHHbIX, Tak
W yHacnenoBaHHbIX. [103TOMY €€ MOXXHO UCMONb-
30BaTb B KayecTBe NNat@opMbl ANg NOCTPOEHUS
KOHBEPreHTHOM, YHUBEPCaNbHOM CeTU.

Yrpo3sbl nepexBaTa AaHHbIX B CETAX

BbicTpoe pacnpocTpaHeHue BUpTYanu3aLumum, LeH-
TpoB 06paboTKM AaHHbIX, 06/1a4YHbIX BbluMCae-
HUi1 n bonbwux [aHHbIX NPUBOAUT K TOMY, UTO
Mbl BCE GosbLUe 3aBMCUM OT BbICOKOCKOPOCTHbBIX
ceTeil nepepayn AaHHbIX. HUKTO aaxe He 3aay-
MbIBAETCS O TOM, YTO MpPU CaMbIX 3NEMEHTAPHbIX
LeACTBUSAX, BYKBANBbHO MO OAHOMY LLEYKY MbILLM,
rurabantol MHbOPMALMK NepenaroTcs C OrpoM-
HOM CKOPOCTbIO Ha OFPOMHbIE PACCTOSHUS.

Ho npu 3TOM Mbl 4acCTo yaensaem HepocrtaTtou-
HO BHMMaHUA TOMY, 4epe3 YbU PYKU nNpoxoadaTt

HallK JaHHble, Yepe3 Kakue KaHasbl OHM nepe-
AAlOTCA U TAe COXPaHATCS, MpeXxae YyeM nos-
BUTbCA Ha HawMX 3KpaHax. Kak TONbKO AaHHble
BbIXOANAT 32 Npeaenbl NI0KanbHOM CETU OpraHu-
3auuun, 3a e€ 3alMTHLIN nepuMeTp, Bbl Gonblue
He MoXeTe 6biTb yBepeHbl B TOM, YTO OHM OCTa-
HYTCS NOA, 3aLWNUTOM M HE NONAAYT B YyXKME PYKM.
YTeukn nepepasaeMbix N0 CETU AAHHbIX BCNea-
CTBME LeNeHanpaBNeHHbIX aTak, HernpefHame-
peHHbIX OWMBOK UK TexHn4yecknx cboes cTanu
NoBCeLHEBHbIMU, @ UX MOCIEACTBUS YAaCTO BECh-
Ma CepbésHble.

MpoaykTbl
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Benb y nobor opraHusaumm ecTb YTO CKpbIBaTb,
M eCTb OT KOr0 CKpbIBaTb. ITO, NPEXAe BCEro, KOM-
Mepueckas TaiHa, BK/IHOYasl WMHTENNEKTyaslbHYH
COBCTBEHHOCTb, TO €CTb MHGOPMALMS, PACKpbITUE
KOTOPOW MOXET A,aTb KOHKYPEHTaM NpenMyLLecTBO
MU MHBIM 06pa3oM 0CNabuTb NO3ULMM KOMNAHWK
Ha pblHKE, MOBUATb HAa AOXOAbI U NPUBDLIb.

310 ¢uHaHcoBasA MHoOpMauusa, Ta, KOTOPYiO
MOXHO MCMOJIb30BaTb A/ He3aKoHHOro obora-
WeHns, NpUYEM Kak C MOMOLLbIO BbiBOAA (Npu-
CBOEHMS) YbUX-TO CPEACTB, TaK U AN NPUHATUS
peleHnin No caenkam.

310 cnyxebHaa TalHa OpPraHoOB rOCYAAPCTBEH-
HOM BNIAaCTM M MECTHOro camMoynpasieHus, dak-
TUYECKU BCA KOHPUAEHUManbHaa MHPopMaLms
(KpoMe rocynapCTBEHHOM TalHbl), KOTOpas CO3-
[aéTcsa M NnoAAepXKMBAETCS 3TUMM OpraHamu.

3T0 nepcoHanbHble AaHHble, a B Poccum umMu cun-
TaeTcs NpakTUYeCcky BCS MHDOPMALLUS O HYACTHBbIX
auax (B TOM yucnie BMOMETPUYECKME OaHHbIE,
HoMep MobunbHoro tenedoHa, doTorpadun).

I

Puc. 1 HapyweHHoe nosiHoe
8HympeHHee ompaxiceHue

U B TO BpeMs, KaK 60/IbLUIMHCTBO PeLLeHu ANS UH-
¢opmaumnoHHO 6e30NacHOCTU HaLe/ieHo Ha 3a-
WMTY XPaHUMbIX AaHHbIX, UMEHHO KOMMNbIOTEpP-
Hble CeTH BCE yalie CTAaHOBATCA 06bEKTOM aTak.
Mouemy?

Bo-nepBbiX, HE HYXHO MPOHMKATb BHYTPb 3a-
WMTHOrO NepuMeTpa, B3NaMbiBaTb CUCTEMbI, UC-
KaTb B HUX [OaHHble: AOCTAaTOYHO MOAOXAATb,
KOr[a 3TW AaHHble CaMM NPOMAYT N0 CeTeBbIM Ka-
Hanam. BHeppeHve HOBbIX KOHBEPreHTHbIX Tex-
HONMOMMIM M HOBbIX AapXUTEKTYp (06/auHble Bbl-
uyncnenus u LLObl) BEAET K TOMY, UTO Yepes ceTb
NpOXOAMT MpOCTO BCE: ayAMo- U BUAEOMOTOKM,
[laHHble CeTel XpaHeHWs [aHHbIX, obpalieHus
K 6a3aM AaHHbIX, pe3epBHble KOMUU U apXMBbl,
He roBops yxe 00 3/1eKTPOHHOM nouyTe.

Bo-BTOpbIX, haKT yTeuku uHbopmaumu yepes
CeTb C/IOXKHO 0BHAPYXUTb, U BbIBANK CyYau, 4To
MHdOPMaLMIO MepexBaTbiBaAu rogamu.

B-TpeTbux, Tak Kak CKOpPOCTM CeTel MOCTOSHHO
pacTyT, TO 32 KOpPOTKOe BpPeMS MOXHO cobpaTb
M NPpOaHaNM3MpoBaTb OFPOMHbIE MACCUBbI AaH-
HbIX U METafaHHbIX.

HakoHeu, He Hy>KHO 3abbIBaTb NP0 ONACHOCTb BMe-
LwaTeNbCTBa B paboTy ceTel: MOXHO HapyLWmWTb pa-
60Ty CeTH, MOXHO 3anyCcTUTb B CeTb Cchanbcubu-
LIMPOBaHHbIE AaHHbIE U C UX NMOMOLLbI0 aTaKoBaTb
CEepBUCHI UK AAHHbIE B 3TOW CETH.
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Puc. 2 Omeemesumess-npuwjenka

K coxaneHuio, cetu Ha 6ase TexHonorui
Ethernet mpu Bcex CBOMX MHOFOUYMCIEHHBIX
[OCTOMHCTBAX He sBnstOTCA 6e30macHbIMU
no ceoew npupoge: Ethernet npuaymanu
[N NOKasbHbIX CETeW, Aa U B TO BPeMS Ku-
6epnpecTyrnHOCTM Kak TAakOBOM eLLé He Bbiso.
3HauuT, ceTn Ethernet, ocobeHHo ropoackue
UK rnobanbHble, HYXXHO 3alMLaTb A0MNO0N-
HWUTeNbHO. HO MOnHbLIA KOHTPOMb Hapn BCe-
MU KaHanamu 1 BCEMM Y3/1aMu B FOPOACKMX
1 rNo6asbHbIX CETAX HEBO3MOXEH: 3TU JIMHUK
W y3/1bl YACTO HAXOAATCS HA YYXKOM 3emne.

M Henb3s paccumTbiBaTb Ha TO, YTO, €C/IM Bbl
noJsib3yeTech yc/lyramu onepatopa, npobnema
ncyesHet. OnepaTopbl CaMM B TaKOM Xe Mo-
JIOXXEHMM: pa3MeLLaoT 060pynoBaHMe U Npo-
KN1a[LbIBALOT JIMHWMM Ha YY>KOM COBCTBEHHOCTY,
WAX MONb3YKTCA YC/Iyramum Apyrux onepa-
TOpOB. B nyywem cnyyae oHM MOryT nuib
M30/1MPOBaThb TPAaPMK CBOMX 3aKa34MKOB, Ha-
npaB/ss ero no onpefenéHHbIM MapLLpyTaMm.
To ecTb npobnema He McYesaeT, a ULLb YCu-
NIMBAeTCs, NOTOMY YTO B MPOLECC nepeaayu
[LlaHHbIX BOB/JIEYEHO C/IMLIKOM MHOTO CTOPOH,
M CNOXHO pa3rpaHMuMTb OTBETCTBEHHOCTb
3a 6€30MacHOCTb NepeaaBaeMbIX AaHHbIX.

[lonroe BpeMsi CYUMTaNOCh, 4TO K ONTOBONO-
KOHHbIM JIMHUSM (@ UMEHHO OHW, Kak mpa-
BWJIO, UCMOMb3YIOTCS B KaHanax rOpOACKMX
ceTe) NMOAKOYUTBCS MPAKTUYECKU HEBO3-
MOXHO. YBbl, 3TO He Tak. XOpOoLwo M3BeCTeH
®OU3MYECKMI NPUHLUMN CYUTBIBAHUS UHDOP-
MaLMM C ONTOBOJIOKOHHbIX NIMHUIA (Hapy-
LIeHHOe MNONHOEe BHYTPEHHEE OTPaXEHUE),
B CBOGOAHOM [0CTYyrMe eCTb TEXHONOMMU, pe-
anusyioLme 3T0T NPUHLMM U NO3BONSOLME
nepexBaTblBaTb AAHHbIE, HE Pa3pbiBas CBSA3b
M 0CTaBasCb He3aMeyeHHbIM. HakoHel,
B MPOJaXe ecTb HefoporMe 1 NpocTble B UC-
Nonb30BaHWM YCTPOMCTBA ANF Nepexsara.

OTBETBUTENb-MPULLENKA — C €ro MOMOLLbIO
MOXHO BbICTPO M HE3aMETHO MOAK/YMTHCS
K ONTOBOIOKOHHOM NWMHUKU. X0Ta 060pyaoBa-
HWMEe NWHUI CBSI3M MHOrAA CMOCOBHO 3aceyb
(baKT NOAKIIIOYEHUS, HO HEe BE3JE eCTb Takas
(DYHKLUMOHANBbHOCTb, HE BCErAa et peasnbHo
NONb3YHTCS U HE BCeraa cpasy scHoO, YTO 3TO
HECaHKLMOHMPOBAHHOE MOAK/YEHME.
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CeTeBoe WKUPpoBaHMe

TakuM o6pasoM, Npu CylLECTBYHOLLEM NOOXe-
HUK BeLei HaAEXHOM 3aLMUTbl OT HECAHKLIUOHMU-
POBaHHOr0 NOAKIOYEHUS K ceTaM HeT. MoaTomy
CaMbIM paLMOHa/bHBIM pelieHueM npeacTaBns-
eTca ceTesoe WHdpoOBaHue.

Celiyac 3TOMy ymensieTcss HefoCTaTOYHO BHMU-
MaHus: 0ObIYHO WKDPYIOT AAHHbIE, KOr4a OHU
roe-HMbyab XxpaHaTcs. Ho Tonbko noBceMecTHOe
wundpoBaHMe OAET CTOMKYIO 3aLLMUTY.

[aHHble HYXHO 3awKnpoBbIBaTb KAK MOXHO
paHblue U pacwudpoBbIBaTb KaK MOXHO MO3Xe.
WU 310 noHumatoT MHorune. Bo BcéM Mupe npuopm-
TETOM ANS roCyAapCTBEHHbIX U KOMMEpYECKUX
OopraHv3aumii cTana 3awmuTa nepefaBaeMbiX ye-
pe3 ceTb AaHHbIX HAAEXHBIM WKNdPOBAHMEM.

Perynstopbl TpebyloT AW peKOMEHAYHT BHe-
ApsTb wudpoBaHMe Kak crnocob obecneyunTb
KOHOMAEHLMANBHOCTb AaHHbIX. Monb3oBartenu
ceTe, NOMMUMO HeEOOXOAMMOCTU cobnaeHUs
3TUX HOPMATMBOB, BBOASAT CBOM NOJIUTUKM, KOTO-
pble TpebytoT wrdposaTh AaHHbIe. [poBaiaepbl,
oneparopbl, 4To6bl 06ecrneunTb cebe KOHKYpEeHT-
HOe npeuMylLecTBO, npeanaratT wudpoBaHue
ceTel CBOMM KJIMEHTAM.

Tonbko wudpoBaHne AAET yBEPEHHOCTb, YTO Ba-
WM AaHHbIe OCTAlOTCA NOJA 3aLMTOM, KOraa OHMU
nepepawTca no cetu. [py 3TOM MOXHO WKPpO-
BaTb MO0 KAaKOM-TO OTAENbHbIN BUA TpaduKa, Ha-
npuMep BMAEOMNOTOK C Kamep HabnwaeHus, du-
HaHCOBblE TPaH3aKUMK U CBOAKM, Parbl AAHHbIX,
B TOM uuc/ie ODUCHbIE JOKYMEHTbI, KOMMYHMUKA-
UMM Mexay noabMu (noyTa, ronoc, MrHOBEHHbIe
coobueHus), Tpadumk MHTepHeTa Belen n cucteM
yNpaBAeHUs Um e BeCb TpaduK, eCnu B HEM MO-
ryT BCTpEYaTbCAa NepevYnCcieHHble TUNbl AAaHHbIX.

LindppoBaTh AaHHbIe B CeTU HYXHO Be3ae, rae
KaHasNbl BbIXOAAT 3a TEPPUTOPUIO OpraHU3aLuu,
eé Kamnyca.

JTO TpaHCNOpTHble CeTU, TO eCTb KaHalbl,
KOTOpble (CBfA3bIBAOT GuUAManbl opraHusa-
UMM C eé LeHTpaNbHOW nnowapkon (Hanpu-
Mep, wTab-kBapTMpoi unu rnasHbiM LLO[omM)
Unu C Apyrumun Gunmanamu. 3To onopHble CeTu
mexay UOdamu (B TOM umcne KoMMepuyeckux
npoBaiAepoB), BKIKOYAsA KaHan MeXAay OCHOB-
HbIM 1 pe3epBHbIM LLO[amu. D10 KaHanbl, yepes
KOoTOopble opraHusaumu nonyyatoT goctyn K LLO-
[laM KOMMepuyeckMX MpoOBakAepoOB XOCTUHra
1 obnauHbIx cnyxo.

Ona Toro, 4ytobbl peanusoBaTtb WudpoBaHue
B rOpoACKMX M rnobanbHbiX ceTax, cywecTsyeT
HECKO/bKO NOAX0A0B.

Tpe6oBaHua K peleHnsam
ANns cetesBoro wuppoBaHUs

¢ LlindpoeaHue fomKHO BbITb CTOMKMM NPOTUB
M3BECTHbIX Ceiyac cnocobos B3noma

* OHO AO/MKHO OTBEYaTb TpEGOBaHMﬂM HOpMa-
TUBHbIX LOKYMEHTOB

¢ OHO JO/MKHO BbITb NPOU3BOAUTENBHBIM,
M Nyylle BCEro, ec/iM OHO CnocobHo pabo-
TaTb HA CKOPOCTM IMHUM, [laHHbIE B KOTOPOM
wudpytoTcs

* OHO He [O/MKHO Ype3MepHO PacxoaoBaTh Npo-
MYCKHY CNOCOBHOCTb CETU U BHOCUTD CyLle-
CTBEHHbIE 33J1€PXKKMU B €€ paboTy

¢ OHO fLONIKHO BbITb MacwTabupyembiM, pabo-
TaTb B CeTAX 10OOro pasmMepa Ha KaHanax
pa3HOM CKOPOCTH

¢ OHO BO/MKHO BbITb TMBKKMM, paboTaTb B ceTAX
NobbIX TONONOMMI

* HakoHel, OHO JOMXHO BbITb MPOCTbLIM,
yOo006HbIM M 6e30MacHbIM B HacTpowke
W ynpaBneHuu (@ 3HaYUT, MUHUMU3UPOBATb
PUCK HapylweHns 6e30MacHOCTM U3-3a CNy-
YaHOM oWMBKM MM 3N0HAMEPEHHbIX
LenicTBUn)

[loBepeHHOe wnppoBaHme

Ecnm BbI pewunu 3alUMTUTbL Balln AaHHble C No-
MOLbIO mud)posauun, TO Bbl A0/KHbI NMOHU-
MaTb, YTO He BCe pelweHua anga I.IJM(‘prBaHMSI
PaBHOLLE€HHbI.

[ns Toro uyTo6bl peweHne AN CETEBOro Wudpo-
BaHMA OblN0 OEWCTBUTENbHO HAAEXHLIM U 0be-
CneynBano LOAroCPOYHYIO (TO eCTb Ha TO BpeMS,
MoKa yTeuyka AaHHbIX CNOCOBHA HAaHECTU XOTb Ka-
KOW-TO ywep6 nx BNagenbly) 3awuTy, OHO JOMXK-
HO 6bITb JOBEPEHHbIM.

DoBepeHHoe wudpoBaHue MoxeT 6biTb 0b6e-
CnevyeHo TOMbKO C MOMOLLbI Cneuuanusmpo-

BaHHbIX BblAEJIEHHbIX YCTPOMCTB-WKUGPATOPOB.
JTH ycTpoiicTBa 06pa3yoT OTAENbHbLINA CNol ce-
TW, HE 3aHMMAKTCA APYrMMU 33a[avyaMu, He Co-
BMELWAnT APYrUX QYHKLUMK, YTO CHUXKAET Ha-
rpy3Ky Ha NnepcoHan v yMeHbluaeT pUcK owmnbok
npu HacTpoOMKe.

LUncdpaTopbl A0AKHBI 6bITb 3aLLULLEHb] OT B310-
Ma yepe3 nosyvyeHue ¢U3MUECKOro A0CTYNa
- OT CYUTbIBAHMS MM NOAMEHbI KJIl0Uel U napo-
new, OT HeLOBEPEHHOI 3arpysku.

KOHCTpyKUMS YCTPOMCTBA LOJKHA NPensaTCcTBO-
BaTb TakMM [JeWCTBUAM, a B C/yyae BCKpbI-

MpoaykTbl
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™M Koprnyca wudpatop [O/MKEH CUFHANWU3M-
poBaTb 06 3TOM M CTUpaTb BCH CEKPETHYIO
UHpopMaLmio.

B 3TOM MX nMpeuMylLecTBO nepep TaK HasbiBa-
€MbIMM MHTErpupOBaHHbIMM TMOPUAHBIMU pe-
WEHUAMM, re OLHO U TO Xe YCTPOWCTBO MOXET
BbINOMHATL QYHKLMIO MapLipyTU3aTopa, Mexce-
TEBOro 3KpaHa, lWA3a focTyna, 6anaHcMpos-
LWMKA Harpy3Kku Kak C TOYKM 3peHust 6esonacHo-
CTW, TaK U C TOYKM 3PEHUS NPOU3BOLUTENBHOCTH
1 yno6CTBa ynpasieHus.

PeweHuns ¢ posepeHHbIM wudpoBaHuem obe-
CMeyYynBaloT CKBO3HYKH KPWUNTO3alMTy, TO ecTb
pacwMdpoOBKM HA MNPOMEXYTOUHbIX Yy3/1ax
HE MPOUCXOAMUT.

3TUM OHM BLIFOAHO OT/IMYAKTCHA, Hanpumep
OT KOMMYTaTOpOB C MOAAEPXKOW CTaHAapTa
MACSEC, koTopble 3awudpoBbIBalOT AaHHbIE
TONbKO MEeXAY NopTaMM, a Ha CaMMX YCTpOii-
CTBax JAaHHble pacwudpoBLIBATCA U OKasbl-
BalOTCA YA3BMMbIMU Nepep, TeM, KTO 3aXBaTUT
ynpaBneHue 3TUMU KOMMYTaTOpaMH.

[loBepeHHoe wWuWdpoBaHWE UCMONb3YeT CTaH-
LapTHble anropuMTMbl Kpunto3awuTtel (B Poc-
cum 3to cemenicteo [OCT), uto rapaHTupyet
MX CTOMKOCTb.

Ceituac ans 3awuTbl NepepaBaeMbiX MO CETH
AaHHbIX MOBCEMECTHO MCMNONb3yeTca CUMMe-
TpuuHoe WwudpoBaHue.

CoBpeMeHHble anropuTMbl CUMMETPUYHOIO Wnd-
pPOBAHMS OTIMYAIOTCS YMEPEHHbIMKU TpeboBaHMS-
MW K BbIUUCIUTENIbHBIM pecypcaM, 4To no3sonseT
MCNONb30BaTbh UX ANSA BbICOKOCKOPOCTHOrO WwWudg-
poBaHus - 1 I'6uT/C U Bbiwe.
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HakoHeu, KpUTUYECKU BaXKHbI KOMMOHEHT Jio-
60ro pelieHus € AOBEpPEHHbIM WUPpPOBaHMEM
- 3TO LLEeHTpa/nM30BaHHAs aBTOMaTU4YeCKas Cu-
cTeMa ynpaB/ieH1s Kl4YaMu WMdpoBaHuUS.

Ba)kHO He TOMbKO TO, HAaCKONbKO 3aLiMLIEHbI
OT B3/IOMA M C/y4YaiHbIX OWMBOK YCTPOWCTBA
wudpoBaHuUs, a Takxke ceTeBoe 060pyfoBaHUE
M KaHasbl MEX Y HUMM, HACKOIbKO CTOEK K B3/10-
My anroput™M WudhpoBaHUA: MMEHHO CpeacTBa
yMNpaBAEHUA K/OUaMU B KOHEYHOM CYéTe onpe-
nensoT 6e30NacHOCTb AaHHbIX.

CpencTtBa ynpaBNeHWs KAKYAMW FEHEepUpyioT
W pacnpepensioT Mexay wudpaTopamu UHGop-
Mauuto, Heobxoaumy Ang 3awndpoBKK U pac-
WwndpoBKM Tpaduka.

PasymeeTcs, NPUHLMNMANBHO BaXHO OTPaHUYUTD
[OCTYM K CAMUM KJ1t04aM WNPOBaHUs, Beab bes-
0MnacHoOCTb WKdpPoBaHUA 3aBUCUT OT HesonacHo-
CTM K/IK0YEW Ha BCcex aTanax paboTbl C HUMMW.

Tak Kak Bo BpeMs 3awmdpoBKK U pacunppos-
KM KNIIOYU HAXOAATCA B OTKPbITOM BUAE, UX HYXK-
HO JAepXaTb B 3aLMILEHHOM XPaHUIULLE, TAKOM,
4TO no6as HeaBTOPM30BAHHAsA NMOMbITKA CYMTATb
KJI04M HEU36eXHO NPUBEAET K ero 06HYIeHHI0.

Kpome Toro, Heo6xoaumo obecneunts nepepavy
Ktoua WwudpoBaHUa uepes Ty e ceTb, N0 KOTOPOii
noiayT 3awndpoBaHHbIE 3TUM K/IIOYOM AaHHbIE.

[Ons Toro 4ytobbl He nepepaBaTb KAK4Y NO ce-
TM B He3awudpoBaHHOM BuAe, NpeAHasHauve-
Hbl CreunanbHble MPOTOKO/bI 0OMEHA KIlOYaMy,
MCNONb3yKoLWMe acCMMMETPUYHOE WNPPOBaHME.
[lns B3auMHOW NpoBepKM NOAAMHHOCTHU Npu 06-
MeHe K/to4aMu LO/IKHA UCMOMb30BaThCs UHPa-
CTPYKTYpa OTKPbITbIX KNOYEHN.

Bpems B3noma 256-6MTHOro K/it04a C NOMOLLBIO M3BECTHBIX CEMYac aJiropMTMOB
' AewndpOoBKU U COBPEMEHHOTO BbIYMCIMTENbHOIO 060pyAOBaHMA cocTaBaseT
hd AECATKMN NeT, YTo obecneynBaeT npmemMieMblii YpoBeHb 3alLMUThbl.

LLIndbpoBaHune Ha 2-M ypoBHE CeTH

CeTn nepepayn faHHbIX 2-r0 YpOBHS, TO eCTb
C KoMMyTauueir kagpoe no MAC-agpecam
(Media Access Control, ynpaBneHue gocTynom
K cpepne) obecneynBaloT MPOMNYCKHYH CNoco6-
HOCTb M BpEMS OTK/IMKA, KOTOpble He MOryT obe-
cneynTb ceTu 3-ro ypoBHA. OHKM Takxe No3BO-
NAT UCNONb30BaThb WMPOKMIA HAabop ceTeBbIX
TOMONOrMUiA, HeJOCTUXMMBIN Ha 1-M ypoBHe. BoT
noyeMy KpyrnHble KOMMNaHUMW U rocymapCcTBEH-
Hble OpraHu3auuu NpeanoyYnTaT ceTeBble Tex-
HONMOrMKU 2-ro0 YPOBHA ANS CBOUX KPUTMYECKMU
BaXHbIX BbICOKOCKOPOCTHbIX FOPOACKUX WU TNo-
6anbHbiX ceTelt. Mpole rosops, ceTu 2-ro ypos-
HSl OT/IMYAIOTCSA NPOCTOTO, CyLLeCTBEHHO bonee

HU3KUM BpeMeHeM OTKJ/IUKa, yAOGCTBOM ynpas-
NleHus, rubKocTbio U paclumMpaemMocTbio.

OpHako Toraa, Koraa Heo6xoaAUMMO BHeAPUTD ce-
TeBoe wWKndpoOBaHUE, IKOHOMUYECKME Npeumy-
WecTBa ceTei 2-ro YpoBHS CTAHOBATCA OCOGEH-
HO 3aMeTHbIMU. Beflb B HUX MOXHO peanu3oBaTtb
WwndpoBaHME HA ITOM Xe, TO eCTb 2-M YpOBHe
ceTeBoi Moaenu. MiIMeHHo 3TOT noaxon obecne-
YnBaeT oNTMMasbHbIM BanaHc Mexay 3dpdeKkTmB-
HOCTbIO LUMPPOBAHUSA U TUOKOCTbO B MNOCTPO-
€HWUM CceTel, YTO [AET IKOHOMMIO U CHUXKEHUe
COBOKYMHOM CTOMMOCTM BfIaflEHWUs pELIEHUEM
ANg wudpoBaHus.



CIS /Ne 2 (8) /2019 / www.cismag.ru

MAC-aapec nonyyarena

MpoaykTbl

Puc. 3 lLlugpposaHue

8 MPAHCNOPMHOM
MAC-agpec otnpasuTtens pexcume.
802.1 Q
MeTtKka VLAN
MpoTokon 3-ro ypoBHsA
LI,aHHble KOHTpOJ‘Ib

NcxogHbin kKagp
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/
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SHIM

3alwndpoBaHHbIA Kagp

BcTaBka npoTokona wrdpoBaHus

8 banT

OnTMManbHbIN BbIGOp Ans ceTen 2-ro
YPOBHS (C KOMMYTaLMen Kaapos)

banaHc Mexay 3 heKTUBHOCTbIO
WndpoBaHUS U TMOKOCTLIO B TONONOTUSX

YcTpoiicTBa, peanusywowime AoBepeHHoe wud-
poBaHuWe B FOPOACKUX M ONEpaToOpCKMX CeTaAx
Ethernet, 06pa3yloT oTAeNbHbIN KNAacC BbICOKO-
CKOpPOCTHbIX Wwugpatopos. OHKM oTIMYalOTCA Clie-
AYIOWNMU 0COBEHHOCTAMMU:

* OHM UCNONb3YIOT AN peanusaummn GyHKLUM
wudpoBaHMa NporpaMMupyeMmble noruye-
cKkue uHTerpanbHble cxembl (MJIUC), koTo-
pble o6ecne4ynBaldT ONTUManbHbIM 6anaHc
Mex Ay Npou3BOAUTENbHOCTbIO U TMGKOCTBIO,
o6ecneuynBaloT cTabunbHylo paboTty nopa Ha-
rpysKoi M Nno3BoNAIOT u3bexarb NoTepb MH-
dopmaumn. Cuctembl, NOCTPOEHHbIe Ha Hase
yHuBepcanbHbix LLM naun, HaoboporT, cneym-
aNM3MPOBAHHBIX 3aKa3HbIX MUKPOCXEM,
NpOWrpbIBatOT.

s llinpposaHue kappoe Ethernet B TpaHc-
NOPTHOM peXUMe rapaHTMpyeT HM3KHue Ha-
K/lagHble pacxoAbl NPONYCKHOM CNoco6-
HOCTU CETH Ha nepepavy AONOAHUTENbHOM
nHdpopmaumun. PacnpoctpaHéHHble peweHuns
Ha 6a3e npoTokonoB IPsec MCNONb3yOT TYH-
HenupoBaHue u fob6aBngIOT MHOTO AONON-
HUTeNbHOW MHbOpMauuun. NoaTomy pacxop
NponNycKHOM CcNocobHOCTK CeTH BO3pacTaerT,
ocobeHHO npu Tpaduke, COCTOSLWEM U3 Ma-
NeHbKUX MakeToB (Hanpumep, UHTEPAKTUB-
HOM roN0COBOM CBA3M UMM 3aNPOCOB K Ba-
3aM JaHHbIX).

* BHOoCMMaZg 3aaepKKa MMHUMaNbHA, TaK Kak
ycTpoiicTBa paboTaloT B CKBO3HOM pexuMme
KOMMYTaL MK, TO eCTb HAUMHAKT WKUdpoBaTb
KaAp ewé [0 Toro, Kak OH NONHOCTbIO NpK-

Hu3kue HaknagHble pacxoapl
NpOMNYCKHOW CnocobHOoCTH

MuHMManbHas BHOCMMaAN
ceTeBad 3agepxka

HAT. OTO OYEeHb BAaXXHO N1 pa3HblX KNaccoB
npunoxeHunin. Hanpumep, onsa ceTeBblX apxu-
TeKkTyp ¢ ucnonbzosaHuem LLOLoB 3aaepxka
SBNSETCS KNKYEBbIM NapameTpoM. Kpuntow-
JI03bl, WKPpYOLWME AaHHbIE HA 3-M uan 60-
Nnee BbICOKMX YPOBHSAX, BHOCAT CYLLECTBEH-
HYI0 3a[.epXKy.

Takue ycTpoicTBa O4EHb NPOCTO BCTpPau-
BaTb B ceTb. OHU O6bIYHO YCTAaHABAMBAIOTCSA
Ha CTbiKe MEXAY OKOHeYHbIM 060pyAoBa-
HUEM ropoACKON CeTU M KaMNYCHOM ce-
Tblo, UMeloT 2 pusmuueckux noprta Ethernet
M YCTaHaB/MBAKOTCA NO NPUHLMUNY «Bpe3-

KU B JIMHUIO», TO €CTb NPOCTO NPONYyCKawT
Tpaduk yepes ce69 B 060MX HaNnpaBneHUAX
(nnu He nponyckatoT, uan wngpyloT), Npo-
3payHbl ANA CNYXeOHbIX NPOTOKONOB 2-ro
1 6onee BbICOKUX YPOBHEMH. TeM CaMbIM CHU-
XaeTcs puck ownbku nepcoHana, ocobeHHO
ecnu onepatop wudpaTtopa He 3aHUMaeTcs
aAMUHUCTPUPOBAHMEM BCEW CETU HA exe-
[HEBHOW OCHOBe. MI3MeHeHUs B afpecauuu
(nobaBneHue y3noB 1 NoaceTel, U3IMeHe-
HUS) HUKAK He CKa3blBalTCsA Ha ux paboTe
M He TpebylT HUKAKOro nepekoHbUrypu-
poBaHus (B OTAMYME OT pelleHuit Ha 6ase
IPsec, roe B Takmx cnyyasax MoxeT noTpebo-
BaTbCs 06HOBNEHUS B NnonuTUKax 6esonac-
HocTu IPsec).

MoxeT nonyunTbca Tak, YTO CETb UCMONb3Y-
€T Ha CBOEM NPOTXKEHUU He TOJIbKO Knaccu-
yecKkylo kommyTaumio Ethernet, Ho u apyrue
paclmupsioume e€ TEXHOI0TUMU, HanpuMep
MPLS (MultiProtocol Label Switching, MHO-
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ronpoToKo/ibHas KOMMyTaLMUs N0 METKaM).
Ho 1 B 3TOM cnyyae ecTb peweHune: wndpa-
TOp 2-r0 YPOBHSA OCTaBASAET CAYXEOHYH UH-
dopmMaumio, HeobxoAUMYIO AN NPOMEXYTOY-
HbIX CETeBbIX YCTPOMCTB, He3awndpoBaHHON
C TeM, 4TO6bl OHM MOTIM pacno3HaBaTb M 06-
HOBNATb €€.

* Ucnonb3oBaHue TexHonoruii Carrier Ethernet
obecneunBaeT rub6KoCTb B Tononoruax. Takue

CIS /N2 2 (8) /2019 / www.cismag.ru

YyCTPOWCTBA MOryT paboTaTb He TONbKO B KOH-
durypaummn «Touka-Touka» (To ectb napamm),
HO M B APYrMX TOMNONOTUAX (KTOYKA-MHOFOTOY-
Ka», OHa Xe «KOPEeHb U IUCTbA» C OOHUM LeH-
TPaibHbIM Y3/10M U HECKONbKUMYK nepude-
PUAHBIMU WU XK€ KMHOFOTOYKA-MHOMOTOUKAY).
Takue Tononoruu TpebyoTca ANg NoALEPXKKM
pacnpoCcTpaHEHHbIX CLLEHAPUEB NOAKIOYEHUS.
LUndppatopsl 1-ro ypoBHs ceT He obnapatoT
TaKoM xe rmbKoCTbH.

LLindposaHme L2 B cpaBHeHuu c IPsec
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BbicokockopocTHble WwndpaTopsl «ManMHapoms

B cerogHsiwHeM mMupe, rae HEBO3MOXHO (U-
3M4EeCKM KOHTPONMPOBATb BCE CBOMU [aHHblE,
a M3-32 UX OFPOMHbIX 06BLEMOB MOCAEACTBUS
yTeyek MOryT ObITb KaTacTpodUUYECKUMMU,
«CUC Kpunto» no3BonuT ybepeubcsa oT Kpaxu
KoHbUuaeHUManbHOM uHPopMaumn Hnaropa-
ps NpoCTbIM B WMCNOMb30BaHMKM pa3paboTaH-
HbIM ANl MECTHOTO PbIHKA NPOAYKTaM MUPO-
BOrO ypPOBHS.

B wactHocTn, «CUC Kpunto» nponssoaut B Poc-
CMM ¥ npepnaraeT Ha POCCUIACKOM pblHKe Bbl-
COKOCKOpOCTHble wndpatopbl cemerictea BCLU
«Manunppom». OHM nNpefHa3HauveHbl Ans Wwud-
pOBaHUS BbICOKOCKOPOCTHbIX KAaHANoB B ropoj-
CKMX ceTax Ha 6ase Ethernet.

BbicokockopocTHble wudpaTopbl Ethernet kom-
naHum «CUC Kpunto» peanusyioT fOBepeHHOe
WKndpOBaHME HA 2-M YpPOBHE CETMH.

OHu cpenanbl B Poccum Ha 6a3e nnatdopmbl
wndpoBaHMS MUPOBOTO KJ1acca U KpPUNTOMOAY-
N 0TeYeCTBEHHOW pa3paboTku. B HMX ucnonb3y-
etca anroput™ wudposanusa NMOCT P 34.12-2015
C BAMHOM Bnoka 128 6uT. YcTpoicTBa OTAMYa-
I0TCS OMNTUMManbHbIM COYEeTAaHWMEM MPOU3BOAM-
TENbHOCTW, CTabunbHOCTM paboTbl U FMBKOCTU
6narogaps MCNonb30BaHWIO Mporpammupye-
MOW Nnorumyeckoi uHTerpanbHoi cxemsbl (MINC).
Tak Kak OHM NpeaHasHavyeHbl UCKNHYUTENbHO
Ans wndpoBaHUs, PpUCK OLIMOBOK NpU UX pa3BEp-
TbIBAHUM U CONPOBOXAEHUU MUHUMANEH.
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[puHumn paboTel BCLU «lManuHapoms»

3awmndposaHHble
[LlaHHble

3aronosok

Mopt
ropoAacKo

cetn
3awndposaHHbie

AaHHbIe

3aronosok

> PacwundposbiBaHne

3awndposbiBaHve cemm . PacwudposaHHble

YnpasneHue

PacwudposarHbie
[aHHble

3aronosok

v

Mopt
NoKanbHow

< 3aronosok

AaHHbIe

BbICOKOCKOPOCTHbIE WudpaTopbl
«ManuHppom» 0612 AAI0T BCEMM Kaye-
CTBaMM AOBEPEHHOrO0 LWN(POBaHUSA:

* LleHTpann3oBaHHas aBToMaTU4eckas cuctema
yNpaBieHns KNoYaMu WndpoBaHus

» Creumanv3npoBaHHoe 3alMLWEHHOEe OT GU3n-
yeckoro B3noma obopynoBaHue

¢ CkBO3HOE WKdpoBaHue
e KpuntosawmwTa Ha 6a3e anroputmos FOCT

e [lpocToTa, rbKOCTb, pa3aeneHme pone
NpW HaCTPOMKe M COMPOBOXAEHMM

Cewmelicteo BCLI «ManuHapom» o6ecneumsaeT Mak-
CMMYM 3aLUUTbI AaHHbIX 6e3 yuwep6a ans nponsso-
BUTENbHOCTU NpunoxeHuit. OHO NpeAcTaBAseT Co-
60i1 HapawMBaeMoe peLueHue, NPUroaHoe ANs BCex
NPOTOKOJIOB U TOMOJIOTUI 2-r0 YPOBHS CETH.

CpaBHeHWe Moaenemn

¢ PaboTa Ha CKOPOCTU NIMHUMU

o npaKTl/ILIECKVI Hynesbleé BHOCUMbIE 3a-
OEPXKKU N HAaKNagHble pacxXodbl HA NOa0CYy
nponycKaHusa

* HapalmBaeMocCTb, KOTOpas No3BonseT ya0B-
NeTBOPUTL pacTylimMe TpeboBaHUs K NPONyCK-
HOM cnocobHoCTH

e «HacTpoun 1 3abbin» — NpocToTa HayanbHOM
HaCTPOMKM U ynpaBnieHus

¢ [loNIHas COBMECTMMOCTb Mexay WwudpaTopamm
pa3HbIX Mopenen

e Boipatowmniics ypoBeHb rotoBHocTH 99,999 %

e «Y3en Ha npoBoAe» — YCTAHOBKA M HacTpoMKa
6e3 BMelaTenbCcTBa B paboTy Apyrux ceTeBbIX
YCTPOWCTB

BCLU «ManuHapom» _

6000-1 cepum

e LlindpaTtopbl KOpnopaTMBHOroO Knacca

e CkopocTb wudpoBaHus go 10 éut/c npu BHO-
cuMoi 3apepxkke < 10 Mkc

e [1ns onopHbix cetein mexay LLOOamu u gpy-
TUX MPUMEHEHWI C BbICOKUMU TpebOBaHUAMM
K NPOMYCKHOM CNOCOBHOCTH

BCLU «ManuHapom»
4000-# cepun

¢ llindpaTtopbl ypoBHA NnoapasseneHms

e CkopocTb wudpoBaHus Ao 1 Féut/c npu BHo-
cuMoi 3apepxkke < 10 Mkc

e [lna nogkntoueHns GuanManos u Apyrux npu-
MeHEHUIH C yMepeHHbIMU TpeOOBaHUAMM
K MPOMYCKHOM CnocobHOCTH

e [laHenb ynpasneHus

e [ly6nupoBaHHble 6/10KU NUTAHUS
U BEHTUNSTOPBI

* KOMNaKTHbIM HAaCTOMbHbIM KOPMNYC C BO3MOX-
HOCTbI YCTAHOBKM B CTOWKY

e CoBMecTUMbI ¢ WwndpaTtopammu cepumn 6000

15



16

MNpoaykTsl

MPOM3BOOMNTE/IBHOCTb

ApXuTeKTypa co CKBO3HOM KOM-
MyTauui Ha 6ase MJINC

MakcuManbHas CKopoCTb

MonHopynnekcHoe wudpoBaHue
Ha CKOPOCTU IMHUMU C MUHUMaNb-
HbIMM HaK/NaLHbIMU PacXoAamMu
NPOMNYCKHOM CMNOCOBHOCTH

TunuyHag BHOCMMas 3a4epxkKa,
MKC

LINDOPOBAHUE

o

1 réeut/c

o

<10 Ha 1 I6uT/C

<50 Ha 100 MéuT/c
<650 Ha 1 MbuTt/c

CIS /N2 2 (8) /2019 / www.cismag.ru

CpaBHUTENbHbIE XapakTepucTukm moaenei BCLU «ManuHapoms

MOZLEJb

o

1 reut/c

o

<10 Ha 1 Teut/C

<50 Ha 100 MéuT/c
<650 Ha 1 MbuT/c

o

10 Iéut/c

o

<5 Ha 10 lout/c

<10 Ha 1 TeuT/c
<50 Ha 100 M6uT/c
<650 Ha 1 MbuT/c

Anroputm 6n04HOrO
WwndpoBaHma

Anroput™m hopMMpOBaHKS OT-
KPbITbIX / 3aKPbITbIX KAOYen

OnuHa kntoya

Pexxum anroputma wuhpoBaHus

BbibopoyHoe wudpoBaHue

CkBO3HOE WNdpoBaHue

3awmra oT BOCNPOM3BEAEHMS
Kaapos

CETEBbIE BO3MOXHOCTU

rOCT P 34.12-2015 TOCT P 34.12-2015

«Ky3Heumnk»

«Ky3Heumnk»

roCT P 34.12-2015
«Ky3Heumnk»

rOCT P 34.10-2012 TOCT P 34.10-2012 TOCT P 34.10-2012

256 6ut

CTR
(ramMupoBaHue)

no VLAN ID B coue-
TaHuu ¢ EtherType

M TMNoMm Tpadmka

o
o

256 6uT

CTR
(rammupoBaHue)

no VLAN ID B coue-
TaHuu ¢ EtherType

“ TMNom Tpacdumka

M)
M)

256 6ut

CTR
(rammunpoBaHue)

no VLAN ID B cove-

TaHuu ¢ EtherType
“ TMnom Tpaduka

M)
o

Mopmartbl kKanpos Ethernet

Moppepxka Jumbo Frames

Pexxumbl coegnHeHns mexay
wudpatopamm

ABTOMaTUYECKMI NOUCK U YCTa-
HOBKa COEAMHEHMA MeX Ay
lwndpatopamm

Ethernet Il 802.3

LLC, SNAP VLAN,

Q-in-Q MPLS SPB
(MAC-in-MAC)

NIMHENHbIN
MHOIOTOY€EYHbIN

Ethernet Il 802.3

LLC, SNAP VLAN,

Q-in-Q MPLS SPB
(MAC-in-MAC)

(M)

NIUHENHbIN
MHOTOTOY€EYHbIN

(M)

Ethernet Il 802.3

LLC, SNAP VLAN,

Q-in-Q MPLS SPB
(MAC-in-MAC)

o

NIMHENHBIN
MHOIOTOYEYHbIN

o
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CpaBHuTENbHbIE XapakTepucTuku moaenei BCLU «ManuHapom»

MOAEJ1b

YMNPABJIEHME

KaHansl ynpaeneHus

Hactpovika

MoHUTOpUHT

LleHTpanu3oBaHHOE aBTOMaTHye-
CKOe ynpaBfieHne KJlo4YaMm

Mopaep)ka BHELWHUX yoocToBe-
PAOLWMUX LEHTPOB

PASBEMbI

BHyTpeHHss ceTb
BHewHss ceTb
Ynpasnenue out-of-band
KoHconb

3arpyska MMKpoKoAa

Ethernet in-band
Ethernet out-of-
band
KOHCO/b

SNMPvV3 unu
KOHCO/b

SNMPv1/2/3 unu
KOHCO/b

M)
o

1 x RJ45
1 x RJ45
1 xRJ45
1 x RJ45 RS-232

1 x USB

PASMEPbI, MACCA, YCJTOBMA SKCIITYATALMNA

Pasmepsr (W /B /T), MM
Macca, kr

Tun kopnyca

bnok nutaHusa

MoLWHOCTb NPU NONHOM Harpys-
ke, Bt

BeHTungatop

180/32/126

0,5

BHELLUHWUI

Ethernet in-band
Ethernet out-of-
band
KOHCO/b

SNMPV3 unu
KOHCO/b

SNMPv1/2/3 unu
KOHCO/b

M)
M)

1 x SFP unu SFP+

1 x SFP unu SFP+

1 xRJ45

1 x RJ45 RS-232

1 x USB

180/32/126

0,5

HacToNbHbIM MK 1U HacTonbHbIM nan 1U

BHELLHWUI

Ethernet in-band
Ethernet out-of-
band
KOHCO/b

SNMPvV3 nnu
KOHCO/b

SNMPv1/2/3 unu
KOHCO/b

o
o

1 x SFP unu SFP+

1 x SFP unu SFP+

2 x RJ45
1 x RJ45 RS-232

2 x USB

435 /43 /329
8,5
1

BCTPOEHHbIM
[y6nMpoBaHHbIM

50

Ay6AMPOBaAHHbIN

({{’ CIS Crypto

«CUC Kpunmo» npednazaem Ha pocculickom puiHKe

www.ciscrypto.ru

8bICOKOCKOPOCMHbIE WuUdpamopsl cemelicmea
«[ManuHdpom» dnsa Kpunmo3zaujumesl 20p0OCKUX
cemeli Ha 6aze mexHonozauli Metro u Carrier Ethernet.

MpoaykTbl
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Ha npombIwAeHHbIX NpeanpuaTy-
X, B TOCYUPEXAEHIAX 11 baHKaX,
yUebHbIX 3aBeeHNIX 11 peabun-
TALMOHHBIX LEHTPaX — BE3Le 0CTpo
CTOUT BOMPOC KOHTPO/ 33 KHoYa-
Mu. Tepes yrpaBnAtoLMMI Hew3-
MEHHO BO3HYKAeT 33/a4a; Kak TOYHO
3HaTh CATYaLIWIO, HE OrpaHInYMBas
LOCTYN K K/to4aM g nepcoHana?’
(NpaBuTLC C 3T0M 3a4a4ell nomo-
ryt CUcTembl ynpasnexnd knoyamm!

MNpeumywecrtsa ycTpoicTea

ABTOMaTMYeckas cucTema XpaHeHUa
ONS KAYern U OPYrux LEeHHbIX npea-
METOB AAET BO3MOXHOCTb HaCTpauBaTb
npaBa A0CTyNa OTAENbHO ANa KaXaoro
COTpyAHUKaA. MeTannuyeckasi KaH4YHMU-
ua obopynoBaHa Npo3payHoi ABepLen
M3 OprcTekna, Ha KOTOpoM HagEéXHo 3a-
KpennéH 3neKTpoMexaHU4YeCckmit 3aMok.

Kaxabii ka4 (Mnmn cea3Ka) 3aKpenneHbl
Ha CTanbHOM KonbLie BMecTe ¢ 6penokom,
C MOMOLLBI0 KOTOPOro M 3aKpennsercs
B OTBELEHHOM eMy cnoTe. Kaxapli cnoT
OCHALLEH MEXaHW3MOM AN 6NOKMPOBKM.
COTpyAHWK [OMKEH MPOUTU UAEHTUDH-
Kauumio, nmocne 4ero OTKpoeTcs ABepua,
M cMcTeMa NoACBETUT KIKOUM, AOCTYMHbIE
LS NONyYeHUs LaHHOMY MOJb30BaATEN!O.

MNpeumywectsa paspaboTku:

1. CHuXKeHue pacxoaoB Ha KOHTPOJib
3a KNK4YaMun 1 AoCTynom.

2. VckntovaeTcs HeCaHKLMOHMPOBaH-
HbIM [OCTYN.

3. CHMXKaAeTCs pUCK BbIHOCA KtoYeii
3a npepenbl 06beKTa.

4. ABTOHOMHas paboTa B pexume 24/7.

5. OHU Nerko coeamnHaATCa ¢ N106bIMK
CyLecTBYHLWMMU cucTeMamm 6e30-
NacHoCTuM (BKOYas BuaeoHabnwoae-
HWe, KaMepbl XpPaHEHUS U APYroe).

6.Mpu nuterpaunn B CKY[, paét Bo3-
MOXHOCTb YNpaBAdTb APYrMMU
YyCTPOWCTBaMM Yepes TepMUHan.

7. K ogHOMY CNOTY MOXHO MOAKH0-
YWUTb rpynny COTPYAHMKOB, @ K OAHO-
MYy COTPYLHMKY — Fpynny Ki4vein.

8.3aHnMaeT MMHMMYM MecTa U uMeeT
pasiMyHble BapMaHTbl MOHTaXa.

9. Bce pencteus 3anucbiBatoTCa
B CNeLMaNbHbII XYypHan.

10. JononHUTENIbHO CUCTEMA OAET
BO3MOXHOCTb BECTH Y4YET pabouye-
ro BpEMEHW COTPYAHUKOB.

11. Bo3aMoXHOCTb paboTaTtb B aBTo-
HOMHOM pexuMe B TeYeHue yaca.

12. MOXHO NOAKNOYUTb AONONHUTEND-
Hble MOAYNMU ANS YBENUYEHUS KO-
IMYyecTBa MecCT.

13. MOXHO HaCcTpOWUTb AOCTYN MO OT-
neyaTtky nanbua, nMH-koay, RFID
KapTe, a TakXXe Mo KOHKPETHOMY
OTpe3Ky BpeMEeHMU.

KomnakTHoe u ynobHoe yCTpoWCTBO
He TpebyeT yxoAa nan 06cnyxmBaHus,
OHO NpOBOAMT BCE AEiCTBMS aBTOMa-
TMYeCKM, ynpoLwas npouecc KOHTPO-
N4 3a coTpyaHuKamu. bruomeTtpuueckui
TepMUHAN [aéT LUMPOKME BO3MOXHO-
CTW AN HACTPOWKKM aBTOpM3aUMK. AHa-
nn3 paboTbl CUCTEMbI XPAaHEHUS MOX-
HO nposecTu B n0boK MOMEHT, paxe
C YAaNEéHHbIX KOMMNbIOTEPOB.

MouyeMy MMEHHO MbI?

Komnauua «CoBuHTerpa» npepnaraet
roTOBOE peweHne ona XpaHeHUa Kito-
yen n OpraHunsaunun KOHTponA. Cucrtema
ynpaBneHna Knw4aMun maeanbHO noa-
XoAMT Onga Bcex BUAOOB OpI'aHVI3aLLVIl7|,
YaCTHbIX U TOCyAapCTBEHHbIX, B KOTO-
pbIX pa60TaeT 6onblwoe KOAMYeCcTBO
COTPYOHMKOB.

Mbl npepnaraeM yHuKanbHbIM Npo-
LYKT C TakKMMM KOHKYPEHTHbIMU
npeuMyLLecTBaMu:

1. HMKTO He npepnaraeT aHaAOMUYHbINA
YpPOBEHb CEPBUCA U FapaHTUM.

2.J1akOHWMYHOCTb YHKLMOHANA cove-
TAeTCcs C NOSHbIM OXBATOM BCEX He-
06X04MMbIX OMLUUNA.

3.BHeppeHWe MHHOBALMOHHbBIX pas-
paboToOK NO3BOMMUNO CHU3UTb CTOU-
MOCTb 060pyAOBaHuS.

4. Mbl rapaHTUpPYEM MUHUMASbHbIE
CPOKM A5 MOCTaBKM M MOHTaxa
obopynoBaHus.

5.Bbl nhatnTe 3a NONHLINA KOM-
NNEKT, 3HaYUT, HET HeobxoanuMo-
CTU OTAENbHO MNOKYNaTb ULEH3NIO
Ha 0.

CucTeMBI yNpaBieHUS KIYaMu SBASIIOT-
€Sl TEXHUYECKM CNOXKHbIMU YCTPOMCTBA-
MU, MO3TOMY YPOBEHb CEPBMCA OYEHD Ba-
XEH N5 3KCMTyaTaumm CUCTEMBI.

Kak sbirnagut ga60'ra
C KNIYHULAMU?
ﬂ,}'lﬂ 3adKa3yuka nopanok mcnonbsosa-
HU4 CIACTeMbI ynpaB/eHUa Kak4amMu
6yneT BbIrnaneTb Tak:

1.06cyxapeHne Bcex getanen, Ko-
TOpble MOTYT UMETb OTHOLLEHME
K aBTOMATUM3UPOBAHHOM CUCTEME
XPaHEHUS, U COCTABNEHME TEXHU-
YeCcKoro 3agaHusa. 3To Heobxoau-
MO ANS AOCTUXKEHUS MaKCUMabHOM
3pdeKTUBHOCTH.

MpoaykTbl

2.poeKkTnpoBaHUE CUCTEMbI U Npe-
[OCTaBNeHMe 3aKa3ynKy NpoToTu-
na gns obcyxaeHns u ogobpenuns
(B TOM uyncne an3aHa KOHCTPYKLUK).

3.Pa3paboTka 06opynoBaHus u Npo-
rpaMMHOro obecreyeHuns nog, KoH-
KpeTHble 3anpochl.

4.YTBEpPXKAEHME M CBOLKA MPOEK-
Ta «Nof, KNoU» C YUETOM BCEX HIO-
aHCOB, KOTOPbIE MOTYT BO3HWUKHYTb
B MpOLeCcce 3KCnayaTaumm.

vl

.TECTVIPOBaHMe CUCTEMBbI, NOoCNE KO-
TOPOro cneunanncTbl rapaHTUpy-
0T MONHYIO 6e30MacHOCTb BaLIero
MO 1 nonHoe cooTBETCTBME COCTAB-
NIEHHOMY TEXHUYECKOMY 3aAaHUI0.

6.MoHTax CucTeMbl ynpasneHus
KNYamu.

7. ABMUHUCTpATOp CO34a€ET Hasy co-
TPYAHMWKOB, BbibupaeT GopMy naeH-
Tudukauum (kapTa, NMH-KOA, oTne-
YaToK Nanbua).

8.HacTpavBaeTcs cucTeMa AOCTYNOB
NS KaXA0ro COTpyAHMKa.

9. Cobupatotca buomMeTpuyeckme aaH-
Hbl€ MW Pa3AaloTCs Naponu/KapTbl.

10. CoTpyaHUKM UMET JOCTYN K no-
NIY4YEHUI0 KNtoYen.

CuctemMa ynpaBneHus KauvaMu Nierko
UHTerpupyeTtcsa B 06Lwyto cuctemy bes-
OMNAaCHOCTU NPeanpuUsTUS, YTO YYUTbI-
BaeTcs npu paspabotke MMO.

Kak 310 6yner BbirnsaeTb
ANS COTPYAHUKOB?

Mpouenypa 6yneT BbirNsaeTb Caenyt-
wnm 06pasom:

1. CoTpyaHMK NOAXOAUT K TEPMUHA-
ny U upeHTuduumMpyeT cebsa (npu-
KNa[blBAaeT KapTy, BBOAMT MUH-KOL
WY NpUKNaAbiBaeT nanew,).

2.[Bepua oTKpbIBAETCS, AOCTYMHbIE
K/04M NOACBEYMBALOTCS.

3. COTpYAHMK BEPET HYXXHbIN KoY,
nocne Yyero ABepLa 3akpbiBaeTCs.

4.CucteMa 3anucbiBaeT 3To AencTBUE
(He3aMeTHO ANs COTPYLHMKA).

Ona BO3BpalleHMna KKn4Ya Ha MecCcTo
HY>XHa aHanoryHaa npouenypa.

@ CORHHTErTPA

«COBUHTEIPA» - 3awuma ueHHbIX uHgpopma-
UUOHHbIX AKMUB0OB U NOo/HbIG cnekmp UT-ycye
u peweHud.

+7 (499) 136-27-31
info@sovintegra.ru « www.sovintegra.ru
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AHHOTauMA

B cTatbe packpbiBalTCcs MeTOoAbl Op-
raHu3aumMm noaTBepXKAEHUS Npas Ao-
cTyna K uHGOPMaLMOHHOMY pecypcy
M ONTMMM3ALMU LEeHTpoB 06paboTku
[aHHbIX, KOTOpble A0MKHbl ObiTb BBE-
[eHbl B MHDPACTPYKTypy TeXHOMOruu
blockchain png paboTbl ¢ KOHPUAEHUM-
anbHoM MHbopMaumen. AKTYanbHOCTb
yKasaHHbIX npobnem onpepenseT-
€S TeM, YTO MHPPACTPYKTYypHblE Mpo-
CY€Tbl NpM OpraHU3auun LEHTPOB 06-
paboTkn paHHbiX blockchain-cucrtem,
a TakXXe NoTeHLManbHas BO3MOXHOCTb
OpraHuMsauuu  310YMbllUNEHHUKAMMU
QHOHUMHbIX KaHANOB MNOBbLIWAKT pU-
CKM M aKTyanusupyloT HOBble Yyrpo-
3bl ANS HaUuMOHanbHOW 6e3omacHoCcTH
B KOHTEKCTE XMLEHUS MepCOHaNbHbIX
OAHHbIX.

BeeneHue

B cBA3M C dopcupoBaHHbIM pasBu-
TMEM WMH(OPMALMOHHBIX TEXHOMOrUI
MWpPOBOE MpPOCTPaHCTBO MNpeBpalla-
eTcs B rnobanbHyl0 CUCTeMyY, BKIOYa-
IOLLYI0 OTPOMHYH MacCy AaHHbIX KOH-
dupeHumanbHoro xapaktepa. O6béM
3N1eKTPOHHbIX CEPBMCOB, MCMOMb3YlO-
WKUX MepcoHanbHble AaHHble MOoMb30-
BaTenen, 3HauMTeNnbHO BbIPOC B CBS-
31 C BHEAPEHMEM BbIYMCIUTENBHON
TEXHUKU W MHOOPMALMOHHBIX TeX-
HONOMUM NpakTUYecKn BO BCe cdepbl
fesaTtenbHocTU. [IMHaMuyHoe u3MeHe-
HMe MUPOBbLIX NpoLEeccoB B 0b6nactu
uHpopMaTu3laumm 6GpocaeT BbI3OBbI
YCTOWYMBOCTM CUCTEMBI HALMOHANBHOM
6e3onacHocTH.

C kaxObIM oHEM TexHosorusa blockchain
HabupaeT BCE 6OMbLWY MOMNYASPHOCTb
He TO/MIbKO B 3KOHOMMYECKOM cdepe Kak
MHCTPYMEHT AN paboTbl C KpUNTOBaNto-
TOW, HO M B cepax 3aLLMTbl ABTOPCKUX
npas, ayTEHTUPUKALMM, SHEPreTUKH, UH-
TEpHEeT BeLerd M MHOMMX ApYrux 3nek-
TPOHHbIX CepBMCax. Takxe OaHHAs Tex-
HOMOTUS UCMONb3yeTCs AN XPaHEHUS
Pa3/IMYHOrO poAa AAHHbIX, B TOM 4ucne
MO3BONSIOLLMX MAEHTUDULMPOBATL Y-
HOCTb (NepCoHanbHble AaHHbIE). MIHTepHeT
cepsucbl Civic, UniquiD Wallet, Identifi
aKTMBHO Mcnonb3ytoT blockchain ans pa-
60Tbl C KoHbUAeHUMaNbHOM MHGOPMa-
umei. PaccMOTpUM BO3MOXHble Yrpo3bl
npy UCMONb30BAHUM AAHHOW TEXHONOTUK
W BO3MOXHbI METOA, UX PELLEHMSI.

C 3TOM TOYKM 3peHusa, Haubonee ce-
pbé3HbIMM nNpobneMamMu npencras-
NATCA LABE: BO3MOXHble YS3BUMOCTHU
B MHDPaCTpyKType LeHTpoB obpaboT-
Kn paHHbix (LLOM), noapepxuBaroLwmx
blockchain-texHonoruw, a Takxe cy-
WeCcTBOBaHWE MeTOA0B GOPMUPOBAHMUS
AHOHUMHbIX KaHa/lI0B B eé CTPYKType.

Marepuanbl U MeToAbI

B obwem Bupe blockchain-texHonorus
MMEET TONOJIOrnt0 NMUPUHIOBbIX CETEVI,
KoTopas 0b6nafaeT BbICOKMM YPOBHEM Ha-
AéxHocTu. [pn 3TOM XapakTepHoW Yep-
TOW SIBNSIETCS X3LWMPOBAHME LEnoyek
610K0B. [103TOMY, C TOYKM 3PEHUS KOH-
Tpons onepalui, COBEpLUIEHHO HeobXxo-
[LMMbIM NpeacTaBnseTcs BBeAeHUe B pac-
CMaTpMBAEMYH TEXHOJMOIMI0 LIEHTPOB
ynpaeneHus Ha ocHoBe LIOJM, kotopble
B CBO 04epeflb MOTYyT Tak)e OpraHu3o-
BbIBaTbCS B BMAE NMUPUHIOBbLIX CETEW.

Mpy 3TOM BO3HMKAIOT 33[4a4M OpraHu-
3auMu M ONTUMM3ALMM PECYPCOB TAKO-
ro LOM Ang MUHUMM3AUMM KOAMYECTBA
BO3MOXHbIX YS3BUMOCTEMN, KOTOpble
MOTYT ObITb peLleHbl, B TOM YuC/ie Me-
ToLaMu ajanTaumu.

ApanTtaums npoLeccopHbIX y310B. AHa-
nv3upysa cutyaumio 3anpocos k LOM,
MOXHO NpPeAnoN0oXnTb, YTO XOCTbl NU-
PUHIOBOM CeTH BbipabaTbiBalOT NOTOK
339BOK, BPeMS BbIMOJIHEHUS 3a9BKM B-
NAeTcs CAyyvarHbIM, a MpOLECcCOpHble
y3nel LOMO, obcnyxuBawlwme nocTy-
narmouwune 3asBKM, BbICTYNalT B Kaye-
CcTBe y310B 06CnyxuBaHus. MNpun 3TOM
MOXHO OnpeaennTb KONMYeCcTBO Tpe-
6yembix y3nos LLOL, npuMeHssa Teoputo
MaccoBoro 06cnyXuBaHus.

OnucbiBaemMas cuctTemMa aBNIeTCs MHO-
rokaHanbHOW CMCTEMOM MaccoBOro 06-
CNYXMBAHUS C OTKa3zaMW. XOCTbl CETU
BbipabaTbiBaKOT C/ly4aliHOE KONUYECTBO
3a9BOK, NpOrpaMMHo-annapaTtHoe obe-
cneyeHue, peanusyemoe LOJM, ume-
€T HeKOTOpOe KOJIMYeCTBO NOACUCTEM,
KOTOpble O0OCNYXMBAKT 3aSBKM, KaX-
[Oblii y3en BbINONHSAET Heobxoaumyto
(GYHKLUMIO B HEKOTOPOM CNYYalHOM UH-
TepBane BPEMEHMU.

lMoTokn, nepeknyawWwme cucte-
My M3 OAHOro0 COCTOSIHMS B [ApYroe,
- npocTeilumne (CTaLMOHApHble nyac-
coHoBckue). lNpu 3TomM npouecc bynet
MapKOBCKMM.

B ToM cnyuae, ecnun npouecc, KOTOpbIn
npoTekaeT B cucTeme 06CayXMBaHUA,
MapKOBCKMMI, TO CUCTEMA MOXET UMEeTb
cnepytowme coctosHus: S . S,,....,S,
roe Sk — COCTOSAHME CUCTEeMbl, NpU KO-
TOpPOM 3anylieHo K-3Kk3eMnAspoB Npo-
LLeccoB (3aHATo k-KaHanos).

MoTOK 3as1BOK NepeBOAUT CUCTEMY U3 He-
KOTOPOro IEBOr0 COCTOSIHUS B HEKOTOPOE
npaBoe C MHTEHCMBHOCTLIO A. MMpu 3TOM
BEPOSTHOCTb Nepexofa CUCTEMbl B Mpa-
BOE COCTOsIHWE, UTHOpUPYS CoceaHee, OT-
BEPraeTcs B CBA3M C TEM, YTO MPOrpamMm-
Ho-annapatHoe obecneyenve LOMO

PeweHus

YYUTbIBAET KOMMYECTBO peasim3yembix
npoLeccoB 3asBok. Bce ennHoBpemeH-
Hble MOMbITKM 3anycKa MPUIOXEHUI ne-
pEeBOAATCS B COCTOSIHUE oYepenu. MHTeH-
CMBHOCTb  OMpEeLeNéHHOro  MoToKa
06CNYXMBAHWI, KOTOpblE NEPeBOAST CH-
CTEMY B JIeBOE COCTOSIHUE, PErynspHO Me-
HSETCS B COOTBETCTBUM C COCTOsIHMEM. Ec-
N1 B cucTeme peanmsyetcs kK npoueccos
06CNyXMBaHMS 3asBOK, TO CMCTEMA Cro-
cobHa nepeiiTu B cocTosiHMe S, | B TOM
cnyyae, Koraa No6oii u3 k y3nos ceTv 3a-
BepwuT npouecc. MNpu 3TomM obwas wH-
TEHCUMBHOCTb UX NOTOKOB ByAeT k 1.

OcHoBHOI 3apayen, pewaemMon ¢ nNpu-
MEHEeHMEeM CUCTEMbl MaccoBoro o6-
CNY>XMBAHUS, SIBNSETCS OMNpeaeseHue
TAKOro KO/MMYecTBa OBCNYXMBAKOLWMX
NpoOLEecCOopHbIX Yy370B (3/1eMEHTOB
L04), utobbl MakcMManbHoe Konuue-
CTBO XOCTOB MME/I0 BO3MOXHOCTb aK-
TMBMPOBATb CBOW Npouecc.

HayanbHbIM 3TanoM pelleHus 3ahauu
ABNAETCSH HAXOXAEHNE UHTEHCUMBHOCTHU
noToka 3asBoK A. [1ns 3TOro Hy>HO
ybeanTbca B TOM, YTO 4acToTa 3a8BOK
COOTBETCTBYET MpoCTeileMy nyacco-
HOBCKOMY MOTOKY. HyXHO paccuutatb
HabnaaeMble 4acToOTbl, @ TakXKe onpe-
[enuTb TeopeTuMyeckue  4acToTbl.
lpn 3TOM HeobxoAMMO nNOACYMTATH
CPeLHII YacTOTy Y4YuTbiBas TO, 4TO

3TOT npouecc [yacCoOHOBCKMIA:
m

i,

n = i=0 X

cp m
>
i=0

rae 1M - oblee KOMMYeCTBO 3HAYEHUH,
NpuMHMMaeMbIx HabniogaeMoit nepe-
MeHHoit; f; - uacToTa I-ro 3HaueHus
HabnopaeMon nepeMeHHOoN.

Onpe,u,eneHMe TEOpEeTUYECKMNX YaCToT
ocywectBngaetca no cbopMyne:

P Y i

n!

roe M - obliee KOIMYECTBO 3HAYEHUH,
npuHMMaeMbix Habniopaemol nepe-
mMeHHoi; 7., - cpepHss uacToTa;
f; - yactoTa i-ro 3HaueHus Habnioaa-
€MOl NepemMeHHON; 11 — 3HayeHue ya-
CTOTbI HabNOAAEMON NepeMeHHOW.

3aTeM HaxoAWTC MHTEHCMBHOCTb MO-
TOKa MepeKsIloYeHNs CUCTEMbI M3 He-
KOTOpOro MpaBoro B HEKOTOPOE NIEBOE
cocTosHue. B onucbiBaeMoit cucteme
3Ty NEpeMEHHY BO3MOXHO onpefe-
NNTb B KA4eCTBE CPEAHEro KONMYecTea
OKOHYaHMI1 NPOLLECCOB B Yac (cpefHee
BPEMS BbIMOJIHEHMS MPOLLECCA).
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PeweHus

Mpu pacyéTe OaHHOTO BPEMEHM He-
06X04MMO MpPOBECTU CTAaTUCTUYECKUE
HabnwoaeHnsa. B TeyeHne HabnwoaeHUM
onpepenseTcs BpeMs NpoLecca B paM-
Kax paboyero AHs, nocsie 4Yero Bbi6u-
paloTCs AaHHble B 3arpykeHHble yva-
Cbl ¥ AN HUX ONPeaenseTca CpeaHui
nokasaTeb.

Cnepytowmii 3Tan 3ak4aeTcs B onpe-
[eNleHnn 3aKoHa pacnpeneneHuss Ha-
6ntopaeMoit  BennYMHbl. [lpn 3TOM
npeanonaraeM, 4to UMeeM CUCTEMY
MaccoBOro 06ay>MBaHMSA C OTKasamu
(BXOAHOM NOTOK NOAYMHAETCS nyacco-
HOBCKOMY pacrnpeaeneHuio).

MpvHUMas BO BHMMaHMeE CBOWCTBA CH-
CTeMbl, e€ rnokasaTennm MOXHO pac-
cyuTaTh, UCNONb3Ya GOPMYyNbl IpnaHra
ONa BeposiTHOCTeW (NpefenbHbIX):

2 n

D =+ p+li 2y

2! n!” -

A
npu aTom P = —,

U
roe Do - BeEpoOATHOCTb HE3aHATOCTH
HM OOHOTO KaHana ob6CayXUBaHUS;

P, - BeposTHOCTbL TOrO, 4TO B CMCTEME
HecBo6OAHO N KaHanNoB 06CNYXMBaHWUS;
L — MHTEHCMBHOCTb NOTOKa 0BCNYXMBa-
HMS MOCTYMAKWMX B CUCTEMY 3asBOK;
P - npvBeAEHHAA MHTEHCUBHOCTb aHa-
NM3MpyeMoro noToka 3asBOK onpene-
NAeT cpeliHee YNCNIo 3asBOK, KOTOpble
BXOASAT B CUCTEMY, 33 BPEMEHHOI Npo-
MEXYTOK 06CNY>XMBAHMS OLHOM U3 3a-
ABOK; A — MHTEHCMBHOCTb MOTOKa BXO-
OSLMX 33a9BOK.

Mpu 3TOM BEPOATHOCTb OTKasza cucre-
Mbl MAacCoBOr0O 06C/IyXXMBaHUA ABIAET-
€ NpeaesbHOM BEpOATHOCTbIO TOrO,
yTo BCE N KaHanoB cuCTeMbl 6yayT

3aHATHI:
n

POTK = pn = %Xpo-
Mcxons mM3 3Toro, HaxoAMTCS OTHOCK-
TeNIbHas NPOMyCcKHas CnocobHOCTb, TO
€CTb BEPOATHOCTb TOr0, YTO 3asBKa OY-
neT obcnyxeHa:

n
_ _1_P
Q _I_POTK _1__Xp0'
" n!
Mpn 3TOM abCcontOTHYHO e nponyck-
HYH CNOCOBHOCTL (CpeaHee YMCo 3a-
SIBOK, MOCTYNaKLWMX B CUCTEMY B €[1-
HULY BPEMEHM) BO3MOXHO ONpenennThb
no gopmyne:
pn
A :7\.XQ =}\,(1—;p0)

CpepHee KONMMYeCTBO HeCBOBOAHbIX
KaHanoB paccyuTbiBaeTCs no Gopmyne:

— A n
k===p(1-L-xp,)

1) n!
CnepoBatesibHO, ANS ONpeaesieHus He-
06x01MMOro KonmyecTsa NpoLEecCopHbIX
y3noB LLOJ Hy>HO HalTK Takoe Konuue-
CTBO 06CNYXMBAKLWMX YCTPOWCTB 1,
npy KOTOPOM 3HayeHue nokasaTens ot-
HOCWUTENIbHOM NPOMNYCKHOM CNOCOBHOCTU
paBHsAnCa 6bl onpeaenéHHOMY YPOBHIO
3HAYUMOCTMU.

3HayeHWe MoKaszaTeNns WMHTEHCUBHO-
CTV NOTOKa 06C/yYXMBAHUS NOCTynato-
KX B CUCTEMY 3asBOK onpepensercs
no gopmyne:

l’t ZI/TOG

OnucaHHas MeToAMKa pacyéTa Konuye-
CTBA NPOLIECCOPHBIX Y3/10B MO3BOASET
onpenenuTb HeobxoaMMOe UX Konuye-
CTBO M 3HAUYMUTENIbHO COKPATUTL 3aTpa-
Tbl HA OpraHu3auul MHOPaACTPYKTYpbI
BUPTYasbHbIX BajtoT.

Apantaums BpEeMEeHHbIX XapakTepw-
CcTUK dyHKumMoHuposaHus LOM. Mpo-
rpaMMHO-annapaTtHble CoCTaBAsoLWMme
LOM kak TecTupyeMble 06beKTbl UMEIOT
onpeAenéHHble 0CO6EHHOCTU:

®* OTCYTCTBME 3apaHee 3aAaHHOr0 3Ta-
JIOHa, C KOTOPbIM CONOCTAaBNAKTCA
pe3ynbTaTtbl TECTUPOBAHUA;

® 3Ha4YMUTEJIbHaA CNOXHOCTb NpOrpamm-
HO-annapaTHbIX COCTaBNALWMNX U NO-
3TOMY HEBO3MOXXHOCTb pa3pa60T-
KW ucHepnbiBarwowWwero TeCTMpyruero
aNIropuUTMa;

* C/IOKHOCTb (hOpManM3aLmu nokasare-
Neit KayecTBa npouecca TeCTMPOBaHMA
M KauecTBa TeCTUPYEMbIX 06bEKTOB;

* NPUCYTCTBUE JIOTUYECKUX U BbIYUC-
NUTENbHbIX COCTABASAIOLWMX, KOTOPbIE
XapaKTepu3ylTcs AMHAMUYECKON
CTPYKTYpOM.

B nuTepaTypHbIX MCTOYHMKAX, paccMa-
TpUBaeMbIX [AaHHYyl npobnemy, npwu-
BeJeHbl MaTeMaTuyeckume Mogenu no-
cTpoenuns LO/, koTopble MOryT 6biTb
NMPUHATbI Kak abcTpakTHble 3Tano-
Hbl. OfHAaKO B KOHKPETHbIX YCIO0BU-
X MHOrMe mnokasaTenn HeofHO3Hau-
Hbl NS CMCTEM, peanu3yoLWmx pasHble
byHKUMK.

Anroput™M dyHkumn LIOL, moxeT pac-
CMaTpMBaTbCs Kak NoCnefoBaTeNbHOCTb
3NeMeHTapHbIX onepauuii ¢ onpegene-
HMEeM BpeMeHHbIX MapaMeTpoB MX pea-
nusaumn. Tlpu MMUTALMOHHOM MoAenu-
pOBaHMM C NPUMEHEHMEM CTaHAAPTHBIX
MPOrpaMMHbIX CPeACTB YCTaHOB/EH
bakT TOro, YTO 3aKOH pacnpegeneHus
BCEro BpeMeHW peanusaunm GyHKLUK
SBNSETC HOPMasbHBIM W, CrlefoBaTeNb-
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HO, KOPPEKTHO MPUMEHUTb BEPOSTHOCT-
Hyto dyHKuMio JlTannaca.

[Mpn 3TOM pacyét BeposSTHOCTU OCy-
wecTenseTcs no dopmyne:

T-M,

0 )

PtST:0'5+(D .

rae ®©,(z) - dyHkumsa Jlannaca;

P(t) - BeposTHOCTb peanusaumm QyHkK-
umn LLOL 3a Bpema T;

Mt, Dt - mMaTteMaTuyeckoe OXuaaHue
u aucnepcus.

ApanTaums anroput™a pabotbl LIOJ, me-
TOAOM NOC/NefoBaTeNbHOr0 KOHMUrypu-
poBaHus. OgHUM M3 cnocoboB OLEHKM
kavecTtsa pabotbl IO/l snsetcs onpege-
neHue GyHKumm R(t) M cpenHero BpeMeHu
tcp Mexay BO3HMKAKLLMMU OLUIMOKAMMU.
PacuéTbl ocylecTBOTCS AN 3a4aHHO-
ro onpenenéHHoOro BpeMeH!, B rpaHmL,ax
KOTOpOro peanusyeTcss akTWMBHbIM 3KC-
NepuUMEHT, COCTOALWMI B MOMbITKAX re-
Hepauuu Takux owwmbok. lNokasaTenem
KauecTBa MOXET BbICTYNaTb Bpems CTabu-
NU3aLMU aHaNU3UpyeMon CUCTEMBI B pe-
3ynbTate €& HacTpoMKUM U KOHbUrypu-
pOBaHus, COCTOSLEro B MpuUBAMXKEeHUN
KonnyecTBa 3aMKCMPOBaHHBIX OWIMOOK
K 3afaHHOM KOHCTaHTe. lNpeumyluectso
TaKoro MeToAa 3aK/4YaeTCcs B BO3MOX-
HOCTU oLeHKM 3pdekTnBHOCTM LIO.

OueHka tcp MoxeT 6bITb peanu3oBa-
Ha MeToaoM HabnwpeHus 3a coctos-
Huamu LIO B onpepenéHHOM WHTep-
Bafle BPEMEHW M Ha OTpeske Mexnay
owunbkamu. lNpu 3ToM Bpems Mexay
[IByMs MocJjiefoBaTeNibHbIMKU OWnbKa-
MW MMeeT HanpaBAEHHOCTb K BO3pac-
TaHMWIO NO Mepe TOro, Kak 06HapyxuBa-
I0TCS U KOPPEKTUPYIOTCA HENpaBuabHO
CKOHGbUrypupoBaHHble aneMeHTsb LLOJ.

Mogzenb ownbok MoxeT 6asnpoBaTb-
€S Ha Ha4anbHoOM paboTe, KOTOpas CBS-
3biBaeT R(t) u t, C AaHHbIMK 3KCre-
pumeHTa. KonnyecTso noTeHUManbHbIX
ownboK MopynupyeTcsa crTaTUcTude-
CKM B TEPMUHAX YMCNA YCNELWHbIX Aelt-
CcTBUM, uncna snemenToB LOO m Ha-
YanbHOro 4ymcna owmnbok. Bo3MoxHO
LOMNONMHUTENbHOE [O0MyUleHUe, 4To
TeMn BO3HMKHOBEHMS OWKMBOK nponop-
LMOHAJIEH YMCY OCTAOLLMXCS HE CKOH-
burypupoBaHHbix anemeHTos LOJ.

OueHkolit HapéxHoctn LUOMO asnsoT-
cs dyHkumus R(t) u Bpems, asnswowee-
€ cpefHMM Mexay owmnbkamu t_. 3Tu
nokasaTenu AAT BO3MOXHOCTb oue-
HWTb pecypcbl, KOTOpble 3aTpauyuBa-
I0TCS Ha KOHOWUIypuMpoBaHUE CUCTEMDI,
Takue, Kak BpeMms (TpyLoBble 3aTparthl
Ha OTNaaKy).
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Mpn 3TOM CTaHZAPTHLIMU QYHKLMUAMMU
BEPOATHOCTU ABNAIOTCA:

R(t) = P(t'> 1),

F(t)=1-R(t),
===
dt dt

roe t' aBnseTCca CayvyalHbIM nepemMeH-
HbIM BpeMeHeM OlWWOKK; t — YacTHoe
3HayYeHue CnyyYamHOM NepeMeHHow;
P(t <t") - sepostHocTs, onpenensio-
Was, YTo BpeMs OWMOKM NexuT 3a rpa-
HULLAMW PacCMaTpPMBAEMOro UHTEPBANa;
F(t) - dyHKUMA pacnpeneneHuns (Kymy-
NATUBHAS), KOTOpas NOPOXAAeT 3Haye-
HWe BEpPOSTHOCTM OWMOKM B Ha OTpes-
ke Bpemenun o1 0 po t;

P(t <t') - BepostHocTb, onpenens-
IOWasn, YTO BpeMS OWMOKM NEXUT BHE
paccMaTpMBaEMOro MHTepBana;

R(t) - dyHKUMA HaZEXHOCTM, KOTOpas
nopoXxaaeT BepOSTHOCTb OTCYTCTBUS
ownbku B MHTepBasne BpemMeHn ot 0 oo t.

Mpn 3TOM MOXHO MPUMEHUTb QYHK-
LMo pucka Z(t) (ckopocTb ownbkm). 3Ta
(bYHKLMS oNuCbIBaeTCs B TEPMUHAX Be-
pOATHOCTM COBBITUS, 3aKt0HaloLLEerocs
B TOM, YTO OWMOKa NPOU3ONAET B UH-
TepBane oTt fo t + At.

3HaueHWe BeposSTHOCTM TOrO, YTO CreHe-
pupyeTcs ownbKa B MHTEpBane oTt o t
+ At Mpy TaKOM OrpaHUYeHUU, Npu KoTo-
pOM oLwmnbKa He BO3HMKNA A0 t:

pt<t'<t +%) =Z(t)At.

Pewas auddepeHumanbHoe ypasHe-
HWe Npu HavanbHbIX ycnosuax R(0) = 1,
nony4nMm: t

~[ Z(x)dx
R(t)=e

Mpn 3TOM cpenHee BpeMs MOSIBNIEHUS
owWMBKM MOXET 3adaBaTbCsi Cleayto-
e 3aBUCUMOCTbIO:

t, = OJOR(t)dt.
0

Mpu peanusaumm akTUBHOIO 3KCnepu-
MeHTa umknbl npeactasnsior T, Ty, T
4acoB KOPPEKTHOro (YHKLMOHMPOBA-
Hua LOA. Mpu n obwux uUMKNOB Ka-
xAas (n-r) ownbka ecTb tl’tz""’tn—r
4acoB NPaBU/IbHOM PaboTbl A0 OLWMOKM.
CnepoBaTtenbHO, BCE KOAMYECTBO Ya-
COB MpaBu/ibHOM paboTbl onpepenseT-

Cs cnepylwmMM obpasom:

n—-r
H:ZT+ Zt
i=1 =1

PaccmaTpuBas, 4TO KOAMYECTBO OLWIM-
60K 04MHAKOBO, MOXHO OMpenenuTb
€ro B Ka4ecTBe NpMBEAEHHOrO K OHO-
My yacy paboTbi:

R
H

3HaueHWe cpeHero BpeMeHu B UHTEp-
Bafe Mexay ABYMS OWMOKaMM paccun-
TbIBAeTCS Cneayrowmm obpasom:

1 H

t = .
S A n-r

Mpu 3TOM Ha 6a3e 3aBUCMMOCTEN Au

ts B yuéT BpeMeHM 3KCNepuUMeHTa

MOXHO MNpPOBECTU KONUYECTBEHHYIO

OLEHKY CTerneHW MOoBbIWEHUS Mpa-

BUJIbHOCTU QYyHKUMOHUpOoBaHua LLOJ.

Mpu nNpefnonoXeHUn, YTO YUCNIO OWM-
60K Ha HA4Yano 3KCMEePUMEHTA NOCTOSHHO
M YMEHBLIAETCS NPU KOHOUIYpUPOBAHUK
anemeHToB LIOJl, cTaHOBMUTCS BO3MOX-
HbIM NMPUMEHEHUE CeLyHoLLEN MOLENN:

€. (1)= ? —€, (t)
T

roe T - BPEMS 3KCNEPUMEHTA;

1.- konuuectso anementos LIOJ;

ET — KOJIMYECTBO OLLIMOOK Ha MOMEHT T =0;
sc(r) - KOMM4ecTBO owwnboK, ucnpas-
NEHHbIX K MOMEHTY T, HOPMaNM30BaH-
Hoe OTHOCMTeanol

€ (T) KOJ'IVIHeCTBO owunbok, ocTaBs-
umxcq K MOMEHTY BpeMeHM T, HopMa-
NM30BaHHOE OTHOCUTENbHO | .

Mpu npennonoxeHun, YTO BCE KOMU-
4eCcTBO BO3MOXHbIX OWMBOK aBNsSeTCA
NPONOPLMOHANBHBIM YNCITY BO3HUKLIMX
owunbok, To

Z(t)= Car (7).

rae Z(t) - dyHKumst KonnuecTsa oWwnBoK;
C - KOHCTaHTa MPOMOPLUOHANBHOCTH!.

MpuHMMas 3TO BO BHUMAHWE, MOXHO
3aK/IK0UYUTb, YTO CPELIHEE BPEMS MEXAY
owmnbKaMu ByaeT paccuuTbiBaTHCS CllE-
aylowmnm o6pasom:

E
R(t,7) = e:xp[—C(l—T —e (Ot}
T
1
t(1)= =
¢l T-e,
T

YuutbiBas 10, YTO B KayecTBe npeano-
noxeHus 6epétca U3BECTHbIM Kouye-
ctBo 3neMeHToB LOJ u cTatucTMKa
OWnBOK, TO HEU3BECTHbIMM OCTAKTCS
TO/IbKO KOHCTAHTHI ET n C. 3t1 komn-

PeweHus

CTaHTbl OMPeaenaTCcs B NPOLECCe IKC-
nepuMeHTa B pe3ynbTaTe MomnbiTOK Bbl-
30Ba owubok B ABYX TOYKax
BPEMEHHOrO OTpe3ka 3KCNepUMeHTA
T. < T, BbIOpaHHbIX TakuM 06pa3om,

12
41O SC(‘CI)<SC(T2). Ha cnenyto-

WeM ware nMPOM3BOAMTCSA OLEHKA
BO BpeMeHU T, 1 Ty:
Hl ~ 1
(nl_rl) ET ’
C T—sc(tl)
T
H2 ~ 1
(n,—1,) E
2 2 Tt
C £ (T)

B pesynbrate nmeem

7»
lr A 2 (‘El) € (12)
E =—L1 :
T A
2
kl
A
C= 1
E
1——8 (rl)
T

06¢cyxaeHue 1 3aKo4YeHne
PesynbraTtom npopenaHHom paboTbl 9BNS-
eTcsa MeToa ajanTaumun cTpykTypbl LOMO
C UeNbl0 MUHUMM3ALMU MOTEHLMASBHBIX
ysi3BUMOCTEM 1 yrpo3. Ha ocHoBe paccMmo-
TPEHHOM CUCTEMbI MOXET BbITb peanuso-
BaHa CEeTb, HaMpaB/lIEHHAs Ha XpaHeHwe
[LlaHHbIX KOHbUAEHUMANBHOTO XapakTepa,
OTBeYaloLwas akTyasbHbIM TpeboBaHUAM
no 3awmTe MHPOPMALMKM OT HECaHKLMO-
HUPOBAHHOIO AOCTYyMa.

MpennoxeHHble MeToAbl afantauuu
pewatoT npobnemMy opraHusauuu 3a-
wuwéHHoro UOJMO blockchan-uHdpa-
CTPYKTYpbl TakuM 06pa3oMm, YTO KOM-
NMblOTEPHbIE Pecypcbl M  MOLLHOCTH
WHTErpuUpyTCsS U NpeaocTaBnsaoTCs
KaK eaMHbl cepBuC, Moauduumnpye-
MbIi MOA, peanbHblie TpeboBaHums.

Pocmosckuli 2ocydapcmeeHHsbili 3SKOHOMUYecKul
yHusepcumem (PUHX)

Asmop: benukos Opuli Bnadumuposuy
Asmop-koppecnoHdenm: E. H. TuweHko
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IT Ha coyx6e
y OM3Heca: 3 pelieHus

) IJI1 BHeOpeHU S
B 2019 romy

Mukasn KapamaHsiHu,
npe3naeHT KOMNaHuu

24

Kak 31eKTpOHHbIN oKyMeHT0060poT,
uHTpaHet n CRM-cuctembl nomorator
(9KOHOMMTb, MOBBICUTH MPOAYKTUBHOCTH

U YCTPAHWUTB OLLMOKI B BU3HEC-NPOLECCaX.

DNeKTPOHHbIN AOKYMEHTOO60pOT
Peanusauus peicteytoweit B Poccum nporpamMmel
«Llndposag 3KOHOMMKa» fana CTapT BHELPEHUIO
3N1eKTpOoHHOro pokyMeHtoobopota (3[0). bes-
O6yMaXKHOe 3N1eKTPOHHOE MpaBUTENbLCTBO MNofA-
BuTCcA K 2025 roay. Ho ganbHoOBMAHbIE KOMMNAHWUMK
nepexoaat Ha D0 yxe ceirvac.

Mcnonb3oBaHUe 31eKTPOHHOIO A0KYMeHT0060-
pOTa COKpallaeT pacxonbl Ha ByMmary, XxpaHeHue
M NOTUCTUKY AOKYMeHTOB. [lepcoHan 6bicTpee
paboTaeT ¢ HUMU U 3pdeKkTUBHEEe BeAET aena.
MepenaHHble yepes onepaTtopa 30 3nekTpoH-
Hble AOKYMEHTbl He TPebyloT pacrneyaTKu: OHM
SABNAIOTCS OpPUTMHANaMu U NMPUHMMAIOTCS FoCy-
[apCTBEHHbIMM OpraHamu, B ToM uncne ®HC, yto
obneryaeTt B3aMMOJENCTBUE C HASIOFOBUKAMM.

MpaBuTeNbCTBO MOCKBbI MOMHOCTLID OTKa3anocb
oT ByMaxHbIx gokymeHToB ewé B 2011 ropy. Exe-
[OHEBHO 3T0 3koHOoMMT 200 TbiC. IMCTOB Bymarm,
B [leHEeXHOM 3kBMBaneHte — 40 mMnH pyb. B ropa.

Ho KoMnaHUs CIKOHOMMT M NPU MEHbLIMX 06BEMAX
[OKYMeHT0060poTa. AHaNUTUKM MOACUUTANMU, UTO
3aTpaTbl HAa PaCXOLHble MaTepuasbl YMeHbLIATCS
B TPU pasa, a Ha XpaHeHne AOKYMEeHTOB — Ha 80%.

Mepexoa Ha 300 - pactywwuii TpeHa. Hanbonb-
wuin 3 dekT nonyyawT Te, KTO aganTupyeT pe-
WeHUs noa CBOM NOTPeBHOCTM U MHTerpupyet
UX B cywecTBytouyto I T-uHGpacTpykTypy KOMna-
HWU, @ HE UCMNONb3YyeT TUMNOBbIE MOAY/N.

MpuMep M3 NpaKTUKK: aBTOMODOMNbHAS KOMMAHWS
C CETbI0 U3 MONYCOTHWU AUNEPOB 3KOHOMMUT 8 MIH
py6. B rof, Ha AOCTaBKe JOKYMEHTOB, TEIEKOMMY-
HUKALMOHHAS KOMMaHUs OTNPaBAsieT KAWEeHTaM 3a-
KpbIBalOLLME [JOKYMEHTbI 338 7 CEKYHA, a TPaHCrop-
THO-NOrUCTUYECKas opraHmsaumns Ha40% cokpatuna
BpeMsi paboTbl COTPYAHMKOB C JOKYMEHTaMM.

B KoHUe KOHUOB ucnonb3oBaHve D40 - 3kono-
FMYHO M NOATBEPXAAET BbICOKUIA YPOBEHb COLU-
aNlbHOM OTBETCTBEHHOCTM KoMnaHuu. OduCHbIN
paboTHUK B cpegHeM pacxoayeT 10 TbiC. IMCTOB
6ymaru B rog. OTKas ot 6yMaXKHOro LOKYMEHTOO-
60poTa NO3BOAUT COXPAHUTb AEPEBLS — MPAKTU-
YecKM Mo OJHOMY Ha KaX[oro CoTpyaHMKa (O4-
Ho pepeBo - 12500 nuctoB). OTAKMYHBIN cnocob
6U3Hecy u TeXHoNoruyHee cTaTb, U AEKNApUpo-
BaTb CBO OOLLECTBEHHO 3HAYMMYIO MO3ULMUIO.
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Moppepxka
PYKOBOACTBA

WHTpaHeT U anamuKTan sopknneidc — 2018: onkiT 76 KoMnaHui | intranet.rivelty.ru

CepBuchbi

ANna BHYTPpUKOpNOpPaTUBHOrO
B3aMMOAEeNCTBUA

B 2010-x cnoBo «MHTpaHeT» 3HanuW A[aneko
He BCe, a cerogHs 6e3 BHyTpeHHel ceTn He 06-
XOLWUTCS HM OfHA cepbé3Has KoMnaHus. Boamox-
HOCTM MHTpPaHeTa YynpowawT KOMMYHMKALMUIO
MeXAay COTPYAHUKAMM U CMOCOBCTBYHOT NOBbILLE-
HWIO NPOM3BOAUTENBHOCTMU.

3HaYMMOCTb MHTpPaHeTa BO3pacTaeT No Mepe po-
cTa KoMnauuu. Yem Bonblue COTPYAHMKOB, TeM
CNOXHee npouecc KOMMyHMKauuu. DyHKUMO-
HaNbHbIA BHYTPEHHWIA NopTan pelwaeT 3Ty Npo-
6nemy. MOUCK KOHTAKTOB KOJJIEr, OpraHu3aums
BCTpPeY U 6pPOHb NeperoBOPHbIX KOMHAT AN1S1 HUX,
nojaya 3asiBOK Ha OTNYCK U KOMaHAMPOBKY OCY-
LWeCTBSIOTCA B HECKONbKO K/IMKOB, @ COBMeCT-
Has paboTa HaA AOKYMEeHTaMW CTaHOBUTCS Npo-
we n 3pPekTuBHEE.

Mo pe3synbtaTaM onpoca NOYTM COTHM KOMNa-
Hui (87% - co wTtaTtoM OT 1 ThbiC. COTPYAHUKOB),
npoBeaéHHOro NpoekToM «Pusentn. MHTpaHeT»,
pa3BUTUE MHTpaHeTa noaaepxusatoT 6onee 90%
Ton-MeHepxxepoB. B 39% koMnaHuii BHYTpUKOp-
NMOpaTMBHbIVA NOPTan OTNIMYAETCS BbICOKOM noce-
WaeMOCTblO — eXefHeBHO MM nonb3ytotcs 40%
COTPYAHWKOB.

Heckonbko net Hasap Mbl pa3pabaTtbiBanu WH-
TpaHeT-pelleHue ANg MeXAyHapoaHol 6pokep-
CKOM KOMMaHWMWU. 3aKa3uMK CTPEMUICA peLnTb
npo6semMbl KOMMYHUKALUU U CUHXPOHM3ALUM
[aHHbIX MeXAy PpervoHasbHbIMM MpeacTaBu-
TenbcTBaMU. Yxe 6HeTa-Bepcus mnosBonuna 3a-
OblTb O PAaCCUMHXPOHM3AUMM M MOTepe AaHHbIX;
CneuManucTbl MO MPoAaXaM Hayanu nony4yatb
aKTyaslbHYl MH(OpMaLMI0 AN KA4YeCTBEHHOro
B3aMMOAENCTBUS C KJIMEHTaMM, a (DMHAHCOBbIN
oTaen 3apaboTan B MosHy cuny. Pesynbtatom
nepBoro roga paboTbl MHTpaHeTa CTano yBenu-
yeHne obopoTa komnaHum Ha 40%, a B cneny-
lowem rogy (mocne MoaepHM3aLuMu pecypca) OH
yBenuuuncs ewe Ha 25% no OTHOLWEHMIO K npe-
[blAYLWEMY NOKa3aTento.

CrouMoCTb NOAOEpPXKU WU pa3BUTUS MHTpaHeTa
3aBMCUT OT noTpebHocTeit BusHeca, dyHKLMO-
HanbHOCTM nopTana U paspaboTumka. LleHa Bo-
npoca — ot ycnosHo O py6nei (npu ncnonb3o-
BaHWM PELLEHUS C OTKPbITbIM MCXOAHBIM KOLOM)
no 6onee 5 mnH pybneit B roa. Mbl MOHUTOpUM
PbIHOK, pELIEeHMs, UCCNefOBaHUS aHANUTMKOB.
Hanpumep, kaxaoi BTopoi KomnaHum (49%) sTa
CTaTbsl pacxodoB obxoautca B 1 MnH py6nei.
MockonbKy MHTPaHeT akkymynupyeT 6onbliume
MaccuBbl AaHHbIX, 0c0boe BHUMaHWE yaensoT
nHdopMaunoHHOM Be3onacHoCTH.

Oteetinn 96%
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cpenHei U HU3KOK eXeaHeBHDN

nocewaemocTsio, %

MehHee 30%

I 10-20%

50-60%

60-80%

80-100%

[ocTyn K MHTPaHETY B KOMNaHWK, %

Cuctembl ynpaBneHus
B3aUMOOTHOLUEHUSAMU C KIUEHTaMU
KoMnaHus BbIXXMBAET B YCIOBUAX KECTKON KOH-
KYpeHUMH, TONbKO eciu npepnaraet notpebu-
TeNsM peneBaHTHble TOBapbl U ycayru. Ans 3To-
ro Heobxoguma CRM-cuctema (CRM - customer
relationship management).

CRM-cucreMa xpaHUT UCTOPUIO B3aMMOOTHOLLE-
HUI C KaXAbIM KJIMEHTOM M3 pa3HblX KaHanoB
(TOproBble TOUYKM, 3NEKTPOHHAs NoyTa, TenedoH,
couceTu, YaTbl). AHanu3 3Toi MHbopMaumu no-
MOraeT NMocTpouTb NEPCOHANU3UPOBAHHYIO KOM-
MYHWKaLMIO C y4E€TOM noTpebHocCTel M Monenu
nosegeHus 4venoseka. Kak cnepcrtBue, pactér
NOSIIBHOCTb: MONYYMB MPEAIOXKEHUE, COOTBET-
CTBYHOLLEE €r0 OXWMAAHWAM, KNMEHT ¢ 6onbluoi
[lonelt BEpOATHOCTU B Ceayowmii pas obpatut-
€S K BaM, @ HE K KOHKYpEHTaM.

OfHako BaXHO noHMMaTb, 4yto CRM-cuctema
- He naHaues. Ecav y KoMnaHum nnoxue noka-
3aTenu NpoAax, C eé BHe[peHUEM OHU Maruve-
ckuM 0bpasom He ynyywartca. Ho CRM-cuctema
NMOMOXET BbISIBUTb MPOBAEMY U pelnTb eé.

MOHWUTOPUHI BHeAPEHHbIX pelleHni nokasan:
npu npaeuabHOM paboTe C NOBTOPHbIMKM 06-
paleHnsaIMM nokasaTesnb YAepXaHUs KAUeH-

OteeTtunmn 99%

TOB, HaNnpuMep B cpefHeM OU3Hece, ynydluaeT-
cq Ha 25-30%. Takxe CRM-cuctema nomoraer
oueHUTb 3G dEKTUBHOCTb PaboThbl CNeuuanncToB
no npopaxam. YacTto nocne BHeLpeHus pelle-
HWIt B KOMNaHUK cpenHero 6usHeca 6onee 40%
KNMEHT-MeHeaxepam TpebyeTcs nepekBanuu-
Kauwms. EcTb noBoa 3agyMatbes.

BbonbwuHctBo CRM-peweHuin cerogHs obnau-
Hble, 4TO6bI MX BbIN0 Nerye BCTpouTb B IT-3K0CHK-
CTEMY KOMMNaHWUMU.

M napa cnoB o KOHKypeHTocnocobHocTu. Mo paH-
HbIM MIHCTUTYTa NpobneM npeanpuvHUMaTENbCTBA,
CRM-cuctemMbl Ha CErogHAWHWMI AeHb BHeApw-
nm Bcero 14% poccuMicKMX KOMNaHWM. YuuTbiBas
MX nonb3y Ang 6usHeca (BbICTpauMBaHWe noche-
posatenbHOM U 3OHEKTUBHOW KOMMYHMKALMUK
C K/IMEHTaMM), HaNNUYMe Takoro pelleHus sBnseT-
Csl CepbE3HbIM KOHKYPEHTHbIM MPENMYLLECTBOM.

Mukasn KapamaHsHy,

2eHepaneHelli dupekmop komnaHuu «PawernCogmby,
ex-npedcedamesns 2unbOUU UHPOPMAUUOHHbIX MexHOoM02ull
U yugpossix KommyHukayuti npu Mockosckod TTIl1

mikael.k@rashensoft.com
rashensoft.com
+7 495 268-08-55
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PeweHus

Ha cerogHswHuiA feHb Wnpoko
MCTIONb3YHOTCA MHOOPMALMOHHbIE
CMCTEMbI 11 1AX TexHOMOrMM. VIH-
(GopmaLna o cybbeKTe MOXeT (Tath
B TOW W1 HOIA Mepe OTKPbITON
3/10yMBbILLIEHHIKY U NPUBECTH

K YLLIeMAeHMIO NPaB U 3aKOHHBIX
VHTEPeCoB CybbeKTa, NPUUMHITL
eMy MOPanbHbI BpeA 1 ()
MarepuanbHbIi yilepd. B crarbe
byayT paccmoTpeHs! npobnembl
3aLUWMTBI NEPCOHabHbIX AHHbIX

B ceTin VIHTepHer (MnTepHer pecyp-
Cbl, BeD-PeCYpCbl) 1 NPeIoXeHb!
METOZbI 11 CPEACTBA X 3aLLWTI.

MoctaHoBKa npo6nembl

B ycnoBuax akTMBHOM [eaTENbHOCTU
cybbekT 6bICTPO npuobpeTaeT CBA3b
€ rnobanbHoi ceTblo MIHTEepHeT, u uunc-
N0 TaKuMx CcyObEeKTOB pacTET BbICTPbI-
MW TeMnamu. Ha cerogHslWHWM OeHb
cetTb MIHTepHET - 3TO OAMH M3 CaMbIX
pacnpoCTPaHEHHbIX M MCMONb3YEMbIX
CybbekToM cucTeMbl 06beAMHEHHbBIX
KOMMbIOTEPHbIX CeTeil ANs XpaHeHus
W nepepayn uHGopMaLuu, HO Y AAHHO-
ro npowecca ecTb U NPOTUBOMOOXHAS
CTOpOHa. He kax bl nonb3oBaTesb No-
HUMAET, YTO, NONb3YSACb OOLLECTBEHHOMN,
[OMaLUHeN U UHOM CeTbio UHTEPHET U eé
pecypcamu, OH, BO3MOXHO, CTAHOBUTCS
LiesIbio 3/10YMbILLINEHHMKA.

MpoBenéHHOe BpeMa cybbekTa B He3a-
WHIWEHHON ceTn MHTepHeT (UHTepHeT
pecypcbl, Beb-pecypcCbl) MOXeT CTaTb
Yyrpo30i ero nepcoHanbHbIM AaHHbIM:
NacnopTHbIM AaHHbIM, COLMANbHbIM
CeTsIM, [aHHbIM JIMYHOTFO XapakTepa
W Lpyron nHpopmaunm o cybbekTe, Ko-
TOpas MOXET ero 0XapakTepu3oBaTh.

BbiaeneHne HepelwEHHOM
npo6aembl

Bce HenpaBoMepHble feincTaus, cnocob-
CTBYIOLLME YyTpaTe MNepCoHanbHbIX [AaH-
HbIX, HapyLlLaloT COOTBETCTBYHOWMI (e-
fepanbHblt 3akoH [2]. C6op, xpaHeHwue,
MCnonb3oBaHWe U  pacnpocTpaHeHue
MHPOPMALIMM O YACTHOW XM3HM /Mua
6e3 ero cornacus He gonyckaeTcs. Yrpossbl
6bIBalOT Pa3HOro xapakTepa, U B JaHHOM
cTatbe ByoyT pacCMOTpEHbl KOHKPETHble
ya3BUMOCTU ceTu MHTepHeT (MHTepHeT
pecypcbl, Beb-pecypchl), KOTOpble MOryT
noeneyb 3a cobol NOTepr MepcoHab-
HbIX [aHHbIX Cy6beKTa U UCMONb30BaHME
WX He MO HA3HAYEHWID B JINYHBIX LENsx
3/10yMbILWNEHHUKA. AHaNU3 faHHbIX byaneT

CIS /N2 2 (8) /2019 / www.cismag.ru

root@kali: ~ = iz

@aan MNpaeka Bug Mowck TepMwdan Cnpaska

web application technology: Apache, PHP 5.6.39

ack-end DBMS: MySQL >= 5.0.0

[*] db6BE9
[*] info

Puc. 1 CkaHUposaHuUe Ha Ha/au4ue omkpbi-
meix mabauy catima.

: db680945278

admin
cart

orders

payment cart
payment cart temp
product cat
product type
province

support

support pic

text

Puc. 2 Pe3ynemamel CKAHUPOBAHUS.

NPOBOAMTLCS C MOMOLLbI OLHOIO U3 AUC-
TpnbyTMBOB Linux, koTOpbIi paspaboTaH
ANs  CNeuManucTtoB MHMOPMALLMOHHOM
6e3onacHocTh nof Ha3BaHueM Kali Linux.

Pesynbrathl uccnepoBaHus

C nomowbl uHCcTpyMeHTapua Kali
Linux Ha BO3MOXHble yrpo3bl 6bin Npo-
QHaNU3MPOBAH C/ly4alHO BbIGPaHHbIN
Beb-pecypc cetn MHTepHeT.

HeTtanu paccMaTpuBaeMoro
npouecca:

BbinonHgemoe pencTBuMe  HasbiBaeT-
cs SQL-mHbekums. Ons aHanuza Obliu
MCNONb30BaHbl TaK HasblBaemble [0p-
K. [lopkM — 3TO CMMCOK OnpeaenéHHbIX
3aMpoCcoB B MOMCKOBMK, MCMOJ/b3yeMblit

Mpaeka Bua TMouck Tepmudan Cnpaska

B rpovecce (BbIka4yMBaHUA ¢ cepeepa) 6a3
CalTOB C NOC/NeAYHOLMM MPOLLECCOM AaM-
na. Mop AamMnom noHumaetcs cme 6asbl
[LaHHBbIX C CaifTa, y koToporo umeetcs SQL
ys3BuMocTb (SOL Injection v T.4.).

B TepmuHane Kali Linux BBogutCs
cnepywowas KomMaHga sqlmap -u caut
ANn9 ckaHupoBaHua --dbs. 1o 3aBepue-
HWUIO CKaHMPOBaHUS Habnwopaetcs Tpu
pa3gena, B KOTOPbIX COLEPXMUTCS pas-
NMyHasa nHdopmaumsa 0 AHHOM cauTe.
AHanu3 6yaeT NpouM3BOAMTLCSA MO Ta-
6nvue db680945278 (puc. 1).

Mo 3aBepleHUd CKaHUpOBaHWS Ha-
6nofaeTca cnepywulee Coaepxumoe
Tabnunubl db680945278 (puc. 2).



CIS /Ne 2 (8) /2019 / www.cismag.ru

root@kali: ~

®aan Mpaska Bug [Mouck Tepmunan Crpaska

-t ¢ 0 g 13 retri

Patabase: db680945278
able: admin
1 entry]

*] shutting down at 15:15:44

Puc. 3 MldeHmu@ukayuoHHbIe OaHHbIE
adMmuHucmpamopa eeb-pecypca.

e 0 ¢

e - e

®ain  Mpaeka

Database: db680945278
Table: customers

[96 entries]

+ RN S IO

group id | customer id | fax zip
| | country |

hamidkhecha@gmail.com
| Maria416 | NULL
| 565 | <blan |
willgharbi@yahoo.ca |
| hardman¢ | NULL
| 564
telecomobile.ca@gmail.com
| Tmag+216 | <blank=>

Puc. 4 ldeHmu@ukayuoHHbIe OaHHbIE
KAUEHMOo8 yKa3aHH020 geb-pecypca.

[Ona panbHeMwero cKaHWpoBaHus 6Oy-
AyT BbIOpaHbl cnepytowme Tabanubl:

e admin (puc. 3)

e customers

Mo 3aBeplueHUo aHanu3a 3/10yMbll-
NEHHWK MONYYMT MepcoHanbHble [AaH-
Hble MOonb30BaTeNel M MNOAHbIA AOCTYN
K laHHOMY Beb-pecypcy Ha npaBax aj-
MWHUCTpATOpa CaiTa, TEM CaMbiM MO-
XeT BOCMOJIb30BATHCA MOSYYEHHOMN WH-
dopmaument Ha CBOE yCMOTpeHue.

BbiBoAbI M NpeanoxXeHus

[na peanusaumu 3awmtel oT HCI cno-
co6oM SQL-MHbEKUMM nNpennioXKeHbl
cnepylolme peweHus:

Bun Mouck TepmuHan Crpaeka
!

| NULL
| MULL |
| NULL
NULL
NULL
| NULL
| <blank= | <blank= |
| <blank=

phone
| usernam

| NULL |

5144196364 | NULL
NULL | hamidkhecha@gmail.com
[
| NULL
| NuLL
I
<blank> | 514-355-5777
| <blank> | Teleco

| 4505228797
| Mobilecell

1. bpanamayap Be6-npunoxenuit (WAF)
- KakK NporpaMMHbIi, Tak U Ha OC-
HOBE YCTPOWCTB - AN dunbTpa-
LMK BpEefOHOCHbIX AaHHbIX. [o-
nyfnsapHbIM NPUMEPOM SsBNSETCA
6ecnnatHbli MOAYNb C OTKPbITHIM
MCXOAHbIM KogoMm ModSecurity,
KOTOpbIA AocTyneH ans Beb-cep-
BepoB Apache, Microsoft |IIS
M nginx. ModSecurity npepo-
CTaBNfeT CAOXHbIA U MNOCTOSAHHO
pa3BuBawwWwmiica Habop npasun
AN GUNbTpauMM MNOTEHLMANbHO
onacHbix Beb6-3anpocos. Ero cpea-
cTBa 3aWwmMTbl SQL-MHbeEkuUMin MoO-
ryt oTnaeBnuMBaTtb 6GONBWMHCTBO
nonbITOK NpoHUKHOBeHUs SOL yve-
pe3 Beb-KaHanbl.

PeweHus

2.06HOBNEHME M UCnpaBneHue. Ya3-
BMMOCTW B MNPUNOXKEHUAX M Basax
[aHHbIX, KOTOPbIE 3/10YMbILWIEHHU-
KM MOTYT MCNONb30BaTb C MOMOLLbHO
SQL-MHbeKUMHK, perynspHo o6Hapy-
XMBAIOTCA, MO3TOMY KpaiHe BaXHO
NpYMeHaTb MUCnpaBfieHns u 06HOB-
JIeHUs Kak MOXHO yale. PeweHune
no ynpaB/ieHWUO UCMPABNEHUAMU MO-
XeT CTOUTb MHBECTULMIA.

3.Mcnonb3oBaHMe COOTBETCTBYOLLEN
npusunerun: wusberatb MOMbITOK
noaknyeHms K 6ase AaHHbIX, WUC-
nonb3ys y4ETHYK 3anucb C NPUBK-
JIerMsIMM YpOBHS aAMMHUCTpATOpa,
eCcnn ANS 3TOr0 HEeT BECKMX MPUUMH.
Mcnonb3oBaHue YYETHOM 3anucu
C OrpaHUYeHHbIM AOCTYNOM HAMHO-
ro 6esonacHee M MOXEeT 3HaYyuUTesb-
HO CYy3UTb BO3MOXHOCTW 3/10YMblLL-
NleHHUKa. Hanpumep, kop, CTpaHuLbl
BXO4A B CUCTEMY LO/IKEH 3anpaluu-
BaTb 6a3y faHHbIX, UCMOb3YS YYET-
HYH 3anucCb, OFPaHUYEHHYI TONbKO
COOTBETCTBYHOWEN Tabnuuen y4yét-
HblX AaHHbIX. TakMM 06pasoM, Ha-
pylleHWe Yyepe3 3TOT KaHa/l He Mo-
XeT BbITb MCMNONb30BAHO A1 B3/IOMaA
BCeit 6a3bl AaHHbIX.

4.He pasrnawatb 6onblwe MHpopma-
LMK, YEM HYXXHO: 3/10YMbIWNEHHUKN
MOryT MHOroe ysHaTb 006 apxuTek-
Type 6asbl AaHHbIX M3 COObOLEHMI
06 owunbkax, No3TOMy Heob6x0ANMO
ybeautbcs, 4To OHM oTobpaxawT
MUHUManbHyl wHbopMmauuw. Mc-
nonb3oBaHWe pexuma customeErrors
RemoteOnly (unu 3KBUBANEHTHbIN)
Ang otobpaxkeHus NoapobBHbIX CO-
oblWeHnn 06 owmnbKax Ha NoKanb-
HOM KOMMblOTEPE OAHOBPEMEHHO
rapaHTUpyeT, YTO BHELWHMWK 310Y-
MbILUNIEHHUK HE MNONYy4YUT HUYero,
Kpome TOro ¢akTa, 4To ero Agewn-
CTBMS NpuBenu K HeobpaboTaHHOM
owmnbke.

vl

.HenpepblBHbIN MOHUTOPUHI oOne-
patopoB SQL w3 npunoxenui,
NOAKMIOUEHHBIX K 6ase [aHHbIX.
3TO NOMOXET BbIIBUTb MOLIEHHU-
yeckux onepatopoB SQL u yas3-
BMMOCTU. MHCTPYMEHTbl MOHMUTO-
PUHra, UCMONb3yloWMe MawWwuHHOe
obyyeHue u/MnAn noBefeHYECKUN
aHanu3, Moryt 6biTb 0C0b6eHHO
NoNe3Hbl.

Pocmosckuli [ocyoapcmeeHHbili IkoHoMu4ecKuli
Yuusepcumem «PI3Y (PUHX)»

Kagedpa: KomnosromepHsix mexHonoauli

U uHgopmayuoHHol besonacHocmu

Asmop: [puzopbes Anekceli AHOpeesuy

email: alexey_grigoriev94@mail.ru
Ten: +7-909-416-12-01
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00I11el1 TTaMSITU

B CMMMETPUYHbBIN KaHaJl
CEeKpPEeTHOM CBSI3U
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06 oaHoM cnocobe npotu-
Bogencreng MITM — arakam

Ha OCHOBE NPOTOKO/I0B, UCMOb-
3ytolmx 0bulyto namate Otnpa-
BuTeNd 1 fonyyarend B Mogenu
CEKPETHOM (B43M'.

AHHOTaUMSA

B cTatbe npennoXxeHbl NPOTOKOJIbI CO3-
[AHUA CMMMETPUYHOrO Kaw4a M 06-
MeHa CoobWeHNIMU, YCTOWYMBBIMU
MO OTHOLIEHUI K aTtakaM MacCMBHOIO
M aKTMBHOrO NPOTUMBHMKA B MOAENU Ce-
KPETHOM CBA3M, B YAaCTHOCTU K aTakaMm
TMNa «4enoBek nocepennHe». lpen-
JIOXXEHHbIE MPOTOKOJIbl MMEKT YHMBEP-
CaNbHbIM XapakTep U MOryT 6bITb MC-
NoNb30BaHbl B MPOTOKONAX CEMENCTBA
TLS nepefiaun AaHHbIX.

BsepeHue
OfvH M3 nepBbiX ABYCTOPOHHMX MNpoO-
TOKONOB OTKpbLITOrO pacnpenene-

HMa KaYen npepnoxeH B 1976 roay
Y. Ouddu, M. Xennmavom [1]. lMpo-
TOKON OCHOBaH Ha TPYAHOCTU pelle-
HMS 3aAayuu LMCKPETHOro norapudma
B MYNbTUNAMKATUBHOWM rpynne 60bLo-
ro nopsaka c obpasytwouien .

1.A— B:a" mod p.
2.B— A:a” mod p.
3.4:k,, =(a”) mod p.
4.B:k,, =(a”) mod p.

(DH)

HecmoTps Ha TO, uTO 3ajgaya Auc-
KpeTHoro norapudma NP TpygHa, cy-
WecTBYeT BapuaHT aTakM «4enoBekK
nocepeavHe» aKTUBHOIO MNPOTUBHM-
Ka (MITM), npotue kotoporo DH-npo-
Tokon 6eccuneH, BBUAY OTCYTCTBUS
B HEM ayTeHTUubMKauMM CTOPOH.
[Ona npoBepeHuns ataku MPOTUBHUK
C He 0643aH pewaTb 33434y AMCKpeT-
HOro norapudMMpoBaHUs, OAHAKO,
MoNb3ysCb OTCYTCTBMEM ayTEHTUPUKA-
uuu B (DH), BCTaéT nocepeaunHe mex-
oy A v B, npeactasnsisace ans A abo-
HeHTOM B, ona B - coOTBETCTBEHHO
aboHeHTOM A. [lanee, He 06HapyXu-
Bas cebsa, OH ocyuwecTBngetT noame-
HY nepefaBaeMbiX 3HAYEHUI Ha CBOMU
3HaueHus, He peLias Npu 3TOM 3ajadvy
OWCKpeTHOoro norapudma M KOHTPO-
NMpys nocne 3aBeplleHns NpoToKona
06e YyacTn pa3opBaHHOro KaHasa CBS-
31 Mexay A u B.

! Pa6oTa BBITIO/IHEHA TIPH MO//iEPKKe U (hrHAHCH-
poBanuu Poccuiickoro ®onja PyHjameHTanb-
HbIx UccnenoBanui, rpanT Ne18-01-00596A.

1. A—>C:a"modp.
2. C—>B:a* modp.

W

B— C:a’mod p.

C— A:a” mod p. (MITM DH)

5 Atk,.=(a’) mod p.
6. B:ky. =(a’)" mod p.
7. C:ik,. =(a*)” mod p.
8. Ciky=(a™)” modp.

B cBa3su c BocTpebOBAHHOCTbHIO
DH-npoTokona B nNpuaoXeHUsx npwu-
BeAEHbl MHOrOYMCNEHHble BapUaHThbI
ycunenns DH B HanpaBneHuu ayTeH-
Tudukaumm ctopoH A u B ¢ oTHoCK-
TeNbHbIM COXPaHEHMEM CBOWCTB Mpo-
TOKONOB OTKPbLITOrO pacnpepeneHuns
Knwouyen. [lanee Mbl BOCNONb3yemcs
TO/IbKO OMMCAHMEM HanpaBAeHUI yCuU-
NeHuna, nonb3yacb AeTadbHbiM 00630-
poMm B kHure [2, cTp. 174-184].

MepBble yCMNEHWS OCHOBaHbl Ha MWC-
Nonb30BaHMM [0BEPEHHOrO LEHTpa
W BBEAEHWUW LOBEPEHHbIX CepTUdMKa-
TOB, CBA3bIBAIOWMX Y4aCTHUKOB MPO-
Tokona X € {A,B} co 3HaueHnamu
a”,a” v noanucblo BOBEPEHHOro
uentpa Sig,:

cert, =(X,o" mod p, Sig.(X,o" mod p),
X e{4,B}

B nepBoHayanbHOM BapuaHTe cemen-
cTBO npoTtokonos MTI [2] 6e3 yuacTua
[LOBEPEHHOrO LEeHTpa npeanonaraet-
CA Y YYacTHWMKOB MpOTOKONa cekpeT-
HbIX KJNitouyer, u dopMmynbl BbipaboTku
CEKPEeTHOro KJ4Ya MyAbTUMAMKATUB-
HO 3aBMUCAT OT MX 3Ha4yeHuin. B pe-
3ynbtaTe MITM aTaku NpoOTUMBHMUKA BCe
CTOPOHbI NPOTOKONIA MOAYyYaT pas3nuy-
Hble K/ouMu, 4yTo B6yneT o6HapyxeHo
BC/IeACTBME YTEHMS NepefaHHbIX CO-
ob6ueHuni. B nocnepyowmx ycuneHunsax
MTI nosBnsgeTcs 3aBUCMMOCTb M OT OT-
KPbITbIX K/llOYEi y4yaCTHUMKOB paboThbl
npoTokona.

OTMeTMM Tak>Xe NPOTOKON OTKPbITOro
pacnpepenennsa kntouein KEA [5], nc-
NONb3yLWMUX NakeT CemMencTBa anro-
putmMoB FORTEZZA, no cBoum uaesam
onuparwLLmica Ha nepsyto Bepcuio MTI,
a TakXe Ha npotokon MQV.

B Hawen pabote B pamkax Mopae-
nm cekpetHon cBasu K. LUeHHOHa
Mbl npepnaraeM aaAUTUBHble MNpo-
TOKOJ/Ibl MOPOXAEHUS CUMMETPUYHO-
ro knw4ya u obMeHa AAHHbIMU, MpO-
TUBOLEWCTBYIOLWMX aTake «4yenoBeK
nocepeanHe». [ng 3TOro Hamu uc-

PeweHus

noNib3yeTcs NnpeaBapuTENbHO CO34aH-
Hag Otnpasutenem A u Nonyyatenem
B u pa3HecéHHas Ha COOTBETCTBY-
lowme ycTponcTBa ob6waa namsaTb
- LeNoYMCNeHHOEe MHOXEeCTBO 3Ha-
YeHuit Dz{dl...dn}. Crporo rosops,
MCnoNb3oBaHMe 0OWEN MamMAaTU Bbl-
XOOWUT 33 PaMKKW MPOTOKONOB OTKPbI-
TOro pacnpepeneHuns Knw4vein, u ca-
MO MCMoNb3oBaHWe obweil namatu
[OCTaTOYHO CUNBHO MAEHTUDULUPY-
eT KaHan cBA3M Mexpay aboHeHTa-
Mu A un B. OgHako c y4yéToM TOrO,
4YTO 3Ha4yeHus obuier NamaTu ycnos-
HO MPOM3BOJbHbI U He SBNAOTCS A0-
NOMHUTENbHBIMU ULAEHTUDUKATOpaA-
MU, a npencTaBleHHble MPOTOKObI
He TpebyloT npuBneYeHUs TpeTbew
[LOBEPEHHON CTOpPOHbl — apbutpa,
a TaKXe CeKpeTHbIX M Ny6aAUYHbIX
KNtoyeih abOHEHTOB CEKPETHOM CBA3M,
Mbl CUMTaEM, YTO TaKOM NOAXO0A UMe-
eT MpaBO Ha CyL,eCTBOBAHME.

OnpeaeneHus
0603HaunM 3aeck 1 panee
m>1 - pasmep cUMMeTpUuHOro

KpUTTOrpaguyeckoro Kioa k,
Ji (S) - odyHKuMM cummetpuuHoro
WMdPOBaHMSA/paciuMPPOBAHMS U MYCTh

H, (S) - «nouesas xsw dyHkums,
CUNbHO COMPOTMBASIOWANACA MOUCKY
KONN3UNA.

Onpepenenue 1. HazoBéM obuwei na-
maTbto OTnpasutens (A) u MNonyuyatens
(B) - cornacosaHHoe Mexay OTnpasu-
Tenem u lNonyyatenem n pasHecéHHoe
Ha ycTponctea Otnpasutens u lony-
yaTens YNCNOBOE MHOXECTBO

D={d..d},n>l,n<m.

B kayectse 3nementos ) Mo-
ryT BbiCTynaTb danbl, pacrnofioxXeH-
Hble Ha WMH(OPMALMOHHbLIX HOCUTE-
nax Otnpasutenss A u lNonyyatens B,
M TONbKO Ha HUX. CMbICA 3HAYeHWi
D={d..d},n>l,n<m  nac
He nHTepecyerT. [Tocne pasHeceHus 06-
Wwen NamMaTM Ha YCTPOMCTBA NO/b30Ba-
Tenen MHOXeCTBO

D¥={d,..d },n>1,n<m

M €ero 3NEeMEHTbl, €cIM 3T0 Heob-
X04ouMo, CHabxaem MHOEKCOM
X e {A,B} AN TOro, Yyto6bl noayep-
KHYTb, Ha KaKOM YCTPOMCTBE Mbl pac-
CMaTpMBAEM CaMO MHOXECTBO M ero
3neMeHTbl. Hanuuune obwmnx snemMex-
ToB OTnpasutens A u lNMonyvatens B,
KOHEYHO, BbIXOAMT 3a paMKu Mofae-
nn cekpetHoin cea3u K. LUeHHOHa,
OLHAKO He MpOTUMBOPEYUT MoAenu
yrpo3 [Jlones - £o, npennoxeHHOM
B8 1981 rony [. Nonesbim u A. fo [4]
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PeweHus

LN [eTanbHOro OMNWCAHUA Ccpepbl,
B KOTOPOM npoucxoamt obmeH wud-
POBAHHbLIMKU COOOLEHUAMU MPU Ha-
NUYUU B HEM MACCUBHOTMO UM AKTUB-
Horo npoTtusHuka C.

Mpouenypa co3paHus obuwer namaTtu
M BbIpabBOTKM NEepBOro 3Ha4YeHUs CUM-
METPUYHOrO KNYa He npennonaraeT
MCMOMb30BaHUA KaHana CBA3W WU Bbl-
MOJSIHAETCS B MOMEHT CO3[aHUS MHO-
xectBa D.

Onpenenenue 2. CBAXXEM CO 3HAYEHU-
aMu obuwei namsaTM npeaBapuTenb-
HbI KNHOY

E=(e..e),e € {0,1}, E#0.()

[Onsa BbipabOTKM CUMMETPUYHOIO KO-
4a MCnonb3yeM afaUTUBHYO GopMyny:

n
_ m
ky =) ed mod2", ()
i=1
rae, HAMOMHUM, M — pa3Mep CeaHCoBO-
ro Kft4a wudposaHumsa.

YTBepxaenue 1:

Nycte D={d,..d },n<m - o6-
Wwas namsTb, CO3[4aHHAas Ha YCTPOii-
ctBax Otnpasutens w [onyyatens

A B o

(D" = D”) B Mogenu CEKpeTHoM CBa3m
K. lenHoHa, £ ={e,...e,} # 0 - npea-
BapUTENbHbIN KoY,

k= Zn: e.d, mod2".

i=1

Torpa npotuBHMk C NO 3HaYeHUIO
npeasaputensHoro kawoua E#0
HE MOXET MOCTPOUTbH CUMMETPUYHbIA
ko4 K. 3TO MOXHO BbIpasuTb B Tep-
MUHaX ycnoBHoW 3HTponuu K. LeH-
nona. H(S|S,): mepbl Heonpene-
NEHHOCTU 3HaYeHns npu ycnosum
o6naaaHus 3HaueHnem S,

H(k;|[{E,D})=0
H(k, [{E})=H(k;)-0( £1), 3)

rae O(| E|) < H(ky).

B TepmMuHax ycnoBHOW 3HTponuu
K. LleHHOHa, NOHMMaeMOM OTHOCUTESTb-
HO BEPOATHOCTHbIX pacnpeneneHun
ANS 3Havennit Kk, E, D, nepsoe pa-
BEHCTBO 03HAYaeT, YTO Heonpenenéx-
HOCTb 3HA4YeHMUs Koua kE no 3Have-
HUSAM TEHEN

E={e..e}#0,
D={d..d},n<m

MONHOCTbO CHUMaEeTCA. BTOpOE COoOoT-
HOLWEHMEe onpenendeTr Mepy Heonpe-
OEeNnéHHOCTH CMMMETPUYHOIrOo KJlio-

ya ans npotusHuka C npu nepexsate
npeABapuTENbHOrO Kl04a U Hecosep-
WWEHHOCTb CXEMbl pa3feneHns cekpeTa
cnenyert u3 pabotsl [5].

[lokasaTenbCcTBO MCMONb3yeT TEXHWUKY
(2,2) noporoBbIx CXeM pasfaeneHus ce-
Kpeta [5], Ans KOTOpbIX CeKpeTHbIM
3HaYeHWeM 9BNSeTCS KoY kE. Nons-
MW CceKpeTa SBSTCS COOTBETCTBEHHO
3HaueHus

D={d..d},n<m,
E={e..e}#0.

B cuny paszbanaHcuMpoBaHus pa3MepoB
[onei cekpeta Apyr OTHOCUTENbHO ApY-
ra, CxemMa pasfeneHus, nopoxaaemas
dopmynotit (2), aBngetcs (2,2) NOporosoi,
He wuaeanbHOM, He coBeplEHHON. Ma-
TeMaTUYeCKas KOHCTPYKLMS NOJ0BHbIX
CXeM uccnenoBaHa B pabotax Kurosawa.
B yactHocTH, U3 HempeanbHocT CPC BbI-
TekaeT nocnenHsaa dopmyna B (3).

Kpuntorpaduueckne npoTokonbl €O3-
[aHUS CUMMETPUYHOrO KJiloYa U nepe-
[.aun JaHHbIX

MycTb npotuBHMk C B KaHane CBA3M
MacCuBHbIM NepexBaTbiBaeT BeCb Tpa-
buK B KaHane cBg3u, HO He UMeeT BO3-
MOXXHOCTU MOLMEHbI.

MpuBeaEM NPOTOKON CO34aHUA CUMME-
TPUYHOrO KJjtova, 6e30nacHblit No oT-
HOLIEHMIO K MAaCCUBHOMY NMPOTUBHUKY.

14— B:E={e..e,}#0.
24:k,, :Zeidl. mod 2”. (4)
3.Bik,, = Zeidi mod 2",

B cuny yTtBepxaeHus 1 nNpoOTUBHMK
C He uMeeT BO3MOXHOCTM MOCTPOUTH
sHauerne Kk, =K ;.

Ona npoTMBOLEWCTBUS aAKTUBHOMY
NPOTMBHMKY, KOTOPbIA MOXeT nepe-
XBaTbiBaTb nepepaBaemMblin Tpaduk
M BWLOU3MEHATb €ro, BOCMO/b3yeM-
cs kntoueBoit xaw-pyrkunern M, (S)
C KJIOYOM de - nNpeablAyWMM  cre-
HEPUMPOBAHHbIM CEAHCOBLIM K/HOUYOM.
lNpuBenémM pBYCTOPOHHMIA MPOTOKON
¢opMMpOBaHMSA HOBOrO CUMMETPUYHO-
ro Knio4a, 6e30nacHbIi NO OTHOLIEHUIO
K aKTUBHOMY NMPOTUBHUKY:

1.A—>B:E={e..e,}|H] (E).

2.B:H? (E);
ecnu Hj (E)# HdAy (E) 7o cTon.

3. A:k,, =) ed mod2"; Hj (k).
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4.B:ky, =) ed,mod2"; HJ (k). (5)
5.A— B:Hj (k).

6.B: eciu HdAP (k5) =HZ (kgy)

mo d, <k, unaye cmon.
7.B—A:0k .
8.A:ecnn Ok o d, <k ;.

HeTpyaHo BMAeTb, YTO Takoe ycune-
Hue npoTokona (4) B cuny CBOWCTB
Hde(S) n yTeepxaenus 1 sdpdek-
TUBHO NPOTUBOCTOUT QaAKTUBHOMY
NPOTUBHUKY B KaHane cBa3u. B pei-
CTBUTENbHOCTHU, MPOTUBHMK Ha wWa-
re (5.1) MOXeT nerko M3MeHWUTb BeK-
TOp E, 0BHAKO He MOXeT MOCTPOUTb
dyrkumio H, (S), Tak kak He umeet
LOCTYNa K 06LWei naMsTi B MOgeNu
Oones - §lo, XOTS M1 3HAKOM C €€ onu-
caHueM. B 10 xe Bpemsa aboHeHT B,
3Hag Hd (S), nerko moxeT o6Hapy-
XUTb HaKT NoAMEHbI NpeABapuTeNb-
Horo knwua E =(e,...,e, ) Ha ware
(5.2) npotokona nepepauun. MpoTus-
HWK TakXe MOXeT COBeplUTb nepe-
XBaT U MOLMEHY Hdg (kAB) Ha ware
(5.5), paspywas npoTtokon co3pa-
HWS CUMMETPUYHOro KNt4a, 0fHaKo
Ha ware (5.6) aToT dakT Takxe 6y-
neT obHapyxeH 6e3 BbIpaboTKM 3Ha-
yeHnus OK.

Mpu obMeHe coobweHnaIMU OTNpaBU-
Tenb NocblaeT nosydaTtento coobue-
HuWe, 3awndpoBaHHOE Ha BbipaboTaH-
HOM KJto4e, NpY 3TOM COBMECTHO C HUM
oTnpaBnseT x3wW-PyHKUMIO Ha Bbipabo-
TAHHOM KJloye:

LA— B:f,(S)||H(S).

2.B: £7(S). 6
3.B:ecu H](S)=H;(S)mook

Mpn KOppeKkTHOM 3aBeplieHun pa-
60Tbl MPOTOKONA M paBEHCTBE 3Ha-
yeHun xew-pyHKUMN Ha ware (6.3)
coobuwenne S cumTaeM ycnewHo
nepepaHHbIM.

Depeso [lamrapaa - Mepkna
M KOHTPOJIb LLE/IOCTHOCTU
o6wen namaTtu

CywecTByeT npuHUMNMANbHAA BO3-
MOXHOCTb YAaNEHHOrO  KOHTPO-
N8 LenoCcTHoCTM oblwei namsaTtu
OTnpasutensa v Monyyatens, ncnonb-
3ylWwas TexHuKy aepesbeB [lamrap-
na - Mepkna. lepeso [damrapaa
- Mepkna - GWHapHoe AepeBo, Nu-
CTOBbIMWU BEpPLWMHAMMU KOTOPOrO $B-
NATCS X3W 3HAYeHUs OT 3NEeMEeH-
ToB obwer namMaTM, a BHYTpPEHHue



CIS /N2 2 (8) / 2019 / www.cismag.ru

PeweHus

Root Hash
hash(Hash, + Hash,)

Hash
0

hash(Hash, +

Hash,,)

Hash
1

hash(Hash, , + Hash, )

[o nepepaun coobuieHuns S

H B H B
d d d, d

1 k k+1 n

Hash Hash Hash C Hash
0-0 0-1 1-0 : 1-0
hash(D1) hash(D2) hash(D3) hash(D3)
A A A A
D1 D2 D3

MNMocne nepenaun coobuenms S

H B B B B
d d S d, d

1 k k+1 n-1

Puc. 1 flepeso Mepkna - fameapda
20e D1...Dn- 3nemeHmeol 06weli namamu,

Hash 0-0, 0-1 ... N-N - aucmoseie gepuiuHel depesa Mepkaa - ameapda,

Puc. 2 O6was hamsame ¢ QUHaMu4eckoli KomMnoHeHmod
20e di— 3nemeHm obwjeli namsmu,

Hash 0, 1, N - eepwuHel depesa Mepkaa - ameapada,
RootHash - kopHesoli xaw ecezo depesa Mepkaa - lamzapda - Macmep-x3au.

BEPLWMHbI — pe3ynbTaTOM MOMNApHOWA
KOHKaTEHaLMU Nap CMEXHbIX X3LWeW
Ha COCeAHEM HWUXHEM 3Taxe BuHap-
Horo aepesa (puc. 1). CtpykTypa ae-
pesbeB [lamrapna - Mepkna npeano-
XeHa B pabote «A Digital Signature
Based on a Conventional Encryption
Function» Panbdbom Mepknom.

Mpeumywectea cTpykTyp [epeBbes
- famrapaa - Mepkna cnegyoume:

1) no3BonsT obecneumBaTh LENOCT-
HOCTb M AOCTOBEPHOCTb AAHHbIX;

2) TpebytoT Hebonbworo obbéma na-
MSITU MW LUCKOBOFO NMPOCTPAHCTBA,
MOCKONIbKY UX [,0Ka3aTenbCcTBa fB-
naoTCA NorapudMmUUYEcKmUM no Bbl-
YNCIUTENBHOW CIOXHOCTH, @ MO3TO-
My NErKUM U BbICTPbIM;

3) nokazatenbcTBa Mepkna - [amrap-
na TpebyT Manoro KONMYeCTBa UH-
dopMaumu, KoTopas A0SXKHA nepe-
[laBaTbCS MO CETSAM CBA3M;

4) MOXeT ncnonb3oBaTbCa Nobas
13 [OBEPEHHbIX YHKLMIA X3LWKMpPO-
BaHM4, KOTOPas CUAbHO CONPOTUB-
NAETCS KOMTU3NSAM.

0603HaunmM pepeso [lamrapga — Mepkna
RDM*(D), X ={4,B},

NoCTpOEHHOe Hapn obuwen namaTblo
cooTBeTcTBeHHO OTnpasutens Ang
X =A v Nonyuatens ans X=B.
MpepcTaBneHHble Bbile CTapTbl NPOTO-
KOJIOB MOPOXAEHMUS KlHoUa U nepenayn
[LaHHbIX MOXHO 3aBsI3aTb Ha ycnewHoe
CpaBHeHMe MacTep-xeluen

RootHash (RDMA (D)) =
= RootHash (RDMB (D))

B NPOTMBHOM CJjlyyae MpOUrpbIBaeT-
Cs MapHbI NPOTOKON AOKa3aTenbCTBa
Mepkna, N03BONAOLLMIA BbITOBUTb pas-
nmuma B obwen namsatu OTnpasutens
u MNonyyaTens.

Mpouenypa nNOpPOXAEHUS CUMMe-
TPUYHOFO KNOYQ HA OCHOBE Mpea-
BapuUTENbHOrO — KPUTMYECKM BaX-
Ha Ana paboTbl BCEX NMPeAsOXeHHbIX
NpoTOKONOB, HecMoTps Ha eé 6es-
OMacHOCTb B CMbiCNE YTBEPXAEHUS
1. AKTUBHbIA NPOTUBHUK UMeEeT BO3-
MOXHOCTb MOCTOSHHO BMeLlWBaTb-
Cs B MPOTOKO/N Ha CTaauax nepe-
[lauyn LaHHbIX B peXuMe MoLMEeHb
coobuieHunin, paspywas paboty npo-
Tokona u obHapyxusas cebs. Cyuwe-
CTBYET KOHCTPYKLMS, Mo3BONs0LWAN
usbexaTb 4acToro NpuMMeHeHus 3To-
ro nNpoTokona Ans Co3faHug cuMMme-
TPUYHOTO K043, OCHOBAHHAs Ha Bbl-
LleNeHnun OUHaAMMYeCKoM KOMMNOHEHTDI
B obnacTtu obwei namaTu. 3ToT noa-
X0 KpaTko obcyAuM B cnepytolem
pasgene.

OuHaMuueckaa obwasn
namMaTb

Bblgenum B obwei namatM cratude-
CKYI0 M AMHaMUUecKy obnactu

D={d.d.d, .d}

{dl..dk} - CTaTM4eckas KOMMOHEeHTa
obuweit namatn u {dk+1" af — Bu-
HamMuuyeckass KOMMoOHeHTa obuwei na-
MATH, MpeAcTaBfieHHass B BUAE oue-
peau. ycTb S ypa4yHO nepepaHHoe
coobuweHue. Moa yaavyHo nepenaHHbIM
coobleHreM noapasyMeBaeTcs, 4To
npu nepepaye B npotokone (5) umeet
MeCTO PaBEHCTBO 3HAYEHWIM Ha lare
(6.3), kOppekTHO 3aBepliatolee pabo-
Ty npoTokona nepepayu. Nepemeltaem

S - nepedasaemoe coobuyeHue.

3HayeHue S B 061y NaMsATb Ha MEcTo
3HaYeHUs a'k+1 U NepeMeLLaeM Ha OAHY
NMo3uLMI0 BCE 3HaYeHUs obLel namMaTm
AnHamuueckoro cermenta {d,,..d, }.
bonee TOYHO M3MEHEHME 3HAYEHUSA 06-
e NaMaTH BbIFAANUT CNEAYHOWMM 06-
pasoMm (puc. 2):

D={d.d.d, .d}—>
—>D={d.d,.S,d,,.d,}

Takoe auMHaMumyeckoe nepecTpoeHue
obuielt namMaTM 3aBepluaeTcs aBTOMa-
TUYECKMM MNepecyETOM 3HayeHun 06-
Wwer naMaTu

D* ={d,..d },n>1,n<m,
a TaKXe 3/1IEMEHTOB AEpPeEBbLEB MepKna
RDM* (D), X ={A,B}

M COOTBETCTBYIOLWMM U3MEHEHNEM 3Ha-
YyeHusa ceaHcoBOro katuya (2) 6es nepe-
[aun no npotokonam (4-5) u nusmeHe-
HWUS NpeABapPUTENIbHOTO KkoYa.

M3 TakoW KOHCTPYKLMM NepecTpoeHus
obuielt namMaTu cnepyeT, YTO C UCMOJb-
30BaHMEM €€ OMHAMMYECKOM KOMMo-
HEHTbl MOXHO He co34aBaTb HOBbIN
CMMMETPUYHBIA KJIlOY MO NpOTOKONy
(4-5), a npocTo nepecuuTaTb 3Haue-
sk, =k, B (2) N0 M3MeHEHHBIM
3HayeHuaM oblei NnamMaTu B TOM Chy-
yae, eCc/iu 3NEeMEHTbl AMHAMUYECKOM
061aCcTM OTMeYeHbl B MNpenBapUTENb-
HOM K/toYe eAnHULEN.

06¢cyxpeHus

BbigeneHHbIi noaxond MCNONb30Ba-
HUS 06LLel NaMaTh, KOHEYHO, BbIBOAUT
332 rpaHuLbl MPOTOKOMOB OTKPbLITOrO
pacnpepeneHuns Knyen, Tak Kak 3apa-

33
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CsotictBo G/
MpoTokon
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
TLS x x x x x x x
TLS-v1.1 x x x x x x x
TLS-SPR x x x x x x x
TLS-
X X X X X X X
sharedkeys

Ta6auya 1. Ceolicmea 6e30nacHOCMU, XapaKmepu3syrowjie 0CHOBHbIE NPOMOKObI.

Hee OTnpasutens 1 lNonyyatens B Ka-
Hane CBA3M [OroBapuBatoTCcs 06 obuwen
yucnosoi 6asze. OgHakKo OTMETMM TO,
YTO 3HayeHusa obwen namMaTn He 06s-
3aHbl  CNYXWUTb uAaeHTUbMKaTopamu
nonb3oBaTeNeln WMAU UX CEKPETHbIMU
M OTKPbITBIMMU K/lO4aMU U MMekT 06-
Wit nopsaok. Kpome toro, npuBenéx-
Hble MPOTOKOJIbl HE 3aBsA3aHbl HA CTaH-
[apTax WUPpoBaHUS U XeLMPOBAHMS.
B 4acTHOCTH, C MCMNONb30BAHUEM YHMU-
KanbHocTM Xxew-dyHkuun ans OTnpa-
BuTens u MNonyyatens

H(S)=H[(S)

C HEeW3BEeCTHbIM 3HayeHueM KJua
ang npotusHuka C, CO34aHHOM Ha CTa-
Avu npoTokonoB (4-5), nerko npeobpa-
30BaTb caM npotokon Auddu - Xenn-
MaHa, cAeflaB ero ycromumebiM Kk MITM
aTake npotmBHMKa C.

1.A->B:a" modp”Hk(a"modp).
2.B—>A:aymodp”Hk(a}’ mod p).
3.4:k,; =(a”) mod p.

(DHY)
4.4A— B:|H, (k).
5.B:k,, =(a”)” mod p.

6.B:ecnu H) (k,z)=H) (k,,)
mo OK uHaye CTOIT.

Ona 3Toro k nepenaBaeMblM 3Ha-
4yeHnam B DH-I'IpOTOKOJ'Ie Ha ware

(DH*.1-2) npukpennseM 3HauyeHue
X3W-PYHKLMM OT nepepaBaeMblix
[aHHbIX, rae Xx3w-dyHKuMa no-

CTpoeHa Ha knawoue, cHOPMUPOBAH-
HOM no npotokony (5). Kpome Toro,
Ha ware (DH*.4) nepepnaétcs 3Haue-
HME X3W OT MOCTPOEHHOro KJ4a
Ha cTtopoHe A. Ha ware (DH.6) cTo-
poHa B nubo noateepxpaert cosaa-
HME HOBOro CMMMETPUYHOrO KJKYa
B C/lyyae paBEHCTBA 3HAYEHWI X3-
wen, nubo obHapyxueaeT MITM-a-
Taky npoTuBHuka C.

Mo TepMUHONOIMM LOKYMEHTOB MeX-
[yHapoaHoOW opraHmsauuun Internet
Engineering Task Force (IETF), cy-
wecTByeT COBpPeMeHHas Knaccudwu-
KauMa CBOWCTB, XapaKTepuU3yHLMX
6e30macHOCTb Kpuntorpaduyeckux
NPOTOKONOB, B KOTOPOW BblAeNeHbl
20 nyHKTOB, pasgenéHHoix no 10
rpynnam [2, cTp. 13-21].

ATtaka TMNa «4enoBek nocepeauHe» Ha-
pyLIaeT CBOMCTBA NpOTOKOM0B Hesonac-
Hoctn G1, G2, G4, G5, G7, G13. Janee
npuBefeHa Tabnuua, B KOTOpOW OTMe-
YeHo, KakKMMM CBOMCTBaMM DOe3onacHo-
CcTn obnapaeT pag Kpuntorpaduyeckmx
npoTokonoB cemeiicTea TLS (tabnuua 1).

MpoTtokon Anddu - XennmaHa BCTpO-
eH B ceMeincTBO TLS-npoTokonos, nos-
ToMy B Tabnumue 1 obpawaemM BHUMaHue
Ha TOTa/IbHYH0 YS3BMMOCTb MPOTOKO-
nos cemenctea TLS, TLS-v1.1, TLS-SRP,
TLS-sharedkeys no oTHoOLWeEHMIO K CBOW-
ctBaM G1, G2, G7, G13 B cuny ysa3BuMo-
¢t DH k aTake akTMBHOro NpOTUBHMKA
«yenoBek nocepeauHe. MpencraBnex-
Hble npoTokonbl (5), (DH*) 3akpbiBatoT
nepeyncieHHble yI3BUMOCTMH.

B 3akntoyeHne 0TMETUM, YTO MPOTOKO-
nol (4), (5), (DH*), npepnoxeHHbie B pa-
6oTe, ymoBneTBopstOT TpeboBaHMAM
6e30MmacHbIX ayTeHTUOULMPOBAHHbIX
NpOTOKONOB 06MeHa Ko4amu.

MNoHsaTMe 6e3onacHoro ayteHTUdU-
LMPOBAaHHOrO MNpoToKkona obMeHa
Knto4yamm 6bi1o BeeneHo Y. Hadodw,
M. BaH OopwoHom u M. BartHepom [7].
o onpepeneHuio, Takow ayTeHTUU-
LMPOBaHHbLIM npoTokon 6e3onaceH,
€Ccnn Npu KaXAOM €ro BbIMOJHEHUU
LBYMS Yy4YaCTHWKaMW rapaHTMpyeTcs
BbINOJIHEHWE ABYX YC/I0BUNM:

1) ecnm cTopoHa A npMHUMaeT uaeH-
TUPUKATOP CTOPOHLI B, 3anucu B co-
o6LlweHunsx, nepesaBaemMblx 06eu-
MW CTOPOHAMMU, OCYLLECTBAAIOTCA
npaBuibHO;

2) HUKTO, KpoMe CTOpOH A u B, He Mo-
XeT onpefenuTb nepenaBaeMbli
KoY.

Mpotokonsl (4), (5), (DH*), npeanoxeH-
Hble B paboTe, yAOBNEeTBOPAT 3TUM
CBOWCTBAM, @ NOCKO/bKY 06W,as namMaTb
Ans ctopoH A u B eanHa, TO B Bbiweo-
NUCcaHHbIX cBoncTBax 1-2 A n B MoxHO
NoMeHsTb MecTamMu. Mcnonb3oBaHue
obuielt naMaTK B NpOTOKONAax BCTpeya-
eTCs He BMepBble U YXXe UCMOb30BaHO
B paboTtax [8], [9].

C y4éToM ucnonb3oBaHusa obuei na-
MSTW B KaHane CEKPeTHOW CBSA3M npo-
Tokonbl (3), (4), (5), (DH*) orpaHuueHbl
B MCMOMb30BaHUU, UMEIT NapHbIN A0/-
roBpeMEeHHbIM 1 6e30nacHbI XxapakTep
CeKpeTHOM nepepaym AaHHbIX ons abo-
HeHTOB A, B N0 OTHOWEHMIO K NPOTUB-
HuKy C B KaHane CBS3M Kak MacCMBHOM,
TaK ¥ aKTUBHOM.

bnaropaps wucnonb3oBaHWIO AMHA-
MuUyeckon obwen namaTM ypaéT-
CS CHATb OAHY M3 TPaAULMOHHbLIX
npobneMm CMMMETPUYHON KPUNTO-
rpadun - npouepypy Cco3AaHus
M nepenayn CMMMETPUYHOIO KJio-
ya. C AMHaAMWUYECKMM M3MEHEHMEM
M CUHXpOHU3auuMen obwer namatu
D={d,..d },n<m, c npusneue-
HMEM KOHCTpyKUMM aepesa [amrap-
fa - Mepkna CMMMETPUUHbBIA KAtoY
kE no ¢opmyne (2) aBToMaTuyecku
M3MeHseTCs Ha ycTpoicTBax A u B.

bnaropapHocTu

ABTOpbl NpU3HaTeNbHbl pepkonne-
run xypHana CIS u nuyHo rnasHo-
My pepaktopy Cranucnasy [loHapuHy
3a NOAJLEPXKY HalWero BbICTYMAEHUS
C [OKNagoM B pamkax «[Hs Bysoe»
Ha KoHdepeHuun «Pyckpunto 2019»
M HbIHELWHIo nybaunkaumio.

Bnadumupckuii focydapcmeeHHebili yHugepcumem

Asmopei: AnekcaHopos A.B., CopokuH U.MN.
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* [[pMBpaTHMK NO3BONSET UCNONb30BATb KBANUMDULMPOBAHHbIN CEPTUDU-
KaT DU, BblAaHHbIV PU3MYECKOMY MW OPUAMYECKOMY NULY, AN1S ay-
TeHTUPUKaALUUN B UHPOPMALMOHHOM CUCTEME, TEM CaMbIM AAET BO3-
MOXXHOCTb OAHO3HAYHO YCTAHOBWUTb, KTO MMEHHO NONYYUA JOCTYM
K MHDOPMaLMOHHOMN cUcTeme.

* \cnonb3oBaHue [puBpaTHMKA NpU JOCTYMNE K MHOOPMaLMOHHOW CUCTEME
OpraH13aLMm1 No3BOJISET MEPENOXMUTD FOPUAUYECKME PUCKM B CyYae yTeuy-
KM MHGOPMaLMKU HA TO topuamdeckoe nnm pusnyeckoe nuuo, Yer KBanmupu-
LMPOBAHHbIM cepTUdUKAT OblN MCMOBb30BaH NPU ayTEHTUDUKALUM.

* [1p1 MCNONb30BaHMM JAHHOrO peleHns GakT ayTeHTudukauum B UC
CTaHOBUTCS IOPUANYECKMN 3HAYMMBIM, CNlef0BaTENbHO, BCE AENCTBUS CO-
BEPLUIEHHbIE NOC/E ayTEHTU(DMKALMM C MOMOLLbIO KBANUDULMPOBAHHOIO
cepTMduKaTa pacLeHUBaOTCA Kak COBEPLUEHHbIE SIULOM, KOTOPOMY 6bii
BblJaH Takou cepTudukar.

* [pu atTecTaummn MHOOPMALLMOHHOW CUCTEMBI, A8 PABOTbI C NEPCOHAbHbI-
MW LaHHbIMKW B cOOTBETCTBMM C D3 152, a TakXKe Npu MCMOJIb30BAHMM CEp-

TUDMUMPOBAHHOIO peLueHus MpuBpaTHUK ByaeT 9BNSTbCS NPEUMYLLECTBOM.

¢ [pMBpPaTHUK MOXET ObITb UCMONb30BAH Kak HaNOXeHHOe CPeaCcTBO ay-
TeHTUduKaumum no FOCToBbIM cepTUdMKaTaM.

e CueHapuu paboTbl:

- paboTa C KKPUTUYHBIMU» AAHHBIMU MPU JOCTYNe BHYTPU OpraH13auum
- YAANEHHbIN COTPYAHUK OpraHu3aumm, KoTopblii 06pabaTbiBaeT nepco-
HaslbHble AAHHbIE K/IMEHTOB.

* BHyTpeHHWe COTpyaHUKM — TpebyeTcs LONONHUTENIbHAS ayTEHTUDUKALMS
K KKPUTMYECKMN BAXKHbBIM» (HE TOJIbKO NMepCcoHaNbHbIM) AaHHbIM U3HYTpK UC:
- MeAULMHCKUE YUPEeXAEHUS;

- KOMMAHUU C FOC. y4YacTueM;
- FOCYAAPCTBEHHbIE CTPYKTYPBbI.

» COTpYAHMKM, NOAKNOYAOWMECS YAANEHHO — yAaNEHHbIe oduCchl,
yAaNEHHbIE TOYKM MPUCYTCTBUSA, MOBUbHbBIE COTPYAHUKM «B MONAX»:

- 6AHKOBCKMI CEKTOP;
- CTPaxoBbleé KOMMAHUMU;
- TENIEKOMMYHUKALMOHHbIE KOMMaHUMU.

* AreHTbI/KOHTpAreHTbl — ApYroe puanYeckoe nuLo, pabortato-
Lee o 4OroBOpy M noayyawouiee JOCTYN K KKPUTUHECKU BAXKHbIM»
(He TONbKO MEepPCOHaNbHbIM) AAHHBIM OpraHuU3aLLUK:

- CTpaxoBble KOMMNaHUU;
- TENEeKOMMYHUNKALUOHHbIE KOMMaHUW.

SAMLA CITRIX

u Apyrue...
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[NpmnBpaTHuK c Citrix

AyTteHTndukaums no NOCToBbIM cepTudukatam B nHdpactpykType Citrix:

Q-

—
I
NetScaler _
= AyTeHTUDUKaLmMa
StoreFront3.9 NpuBpaTHUK 16 FOCToBLIM
ceptudukatam
[lpuBpaTHMK — cxeMa paboTsl ¢ Citrix
1. IE: YcTaHoBKa RSA-SSL coepgunnenus c Citrix 4.MpuepatHuk: OtBeT HTTP, cogepxalymni
NetScaler u HTTP peaunpekT Ha lNpuBpaTHUK. SAML assertion, KOTOpPbIA peaMpeKkTUTCS Ha
2. IE: YcTtanoBka MOCT-SSL coenmHeHus ¢ NetScaler.
MpuepaTtHnkoM Ha TOCT cepTudukaTe 5.NetScaler: O6paboTka assertion u gonyck
nonb3oBatens. nosib30BaTens K Be6-CTpaHULLe C KaTaaoroMm

pabounx CTONOB M MPUNOXKEHUN.

3.MpuBpaTHuK: NpoBepka nonb3oBaTens B
Active Directory no ero FOCT ceptudukary.

Citrix NetScaler
Monb3oBaTenb
Citrix Farm

Microsoft Active
Directory

12.41pay

rOCTosblii &
ceptudukar 3 =1
Ha saumEHrom
CbEMHOM Ir.lg:;p BblAauu
OBbIX
HocuTene MpuBparhuk ceptudukaToB
(KpunTollpo YL)
TpeboBaHusa K uHPpacTpykType Citrix
e YnoctoBepsownii LlenTp, Boigatowmii FTOCTo- « Citrix Federated Authentication Service.

Bble cepTUduKaTbl. « XenApp/XenDesktop.

e [TpuBpaTHUK. o
pusp e Kpuntonposangep Ha knueHTckom MK +

e NetScaler Gateway 11.0 u Bblwe + StoreFront OTYYXXAAEMbI KNHOYEBOW HOCUTENb.
3.6 v Bblwe unum StoreFront 3.9 6e3 NetScaler.
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[lpnBpatHuk ¢ VMWare

AyTeHTudumkaums YMWare c ncnonbzosatHuem umdpobix ceptndukatoB FOCT u ceptudmumpoBaHHbix CK3M:

|
+ |
. AyTeHTndunKaums
VMWare ldentity Manager MpuspaTHUK no FOCToBbIM
ceptuduKaTam
[lpuBpaTHMK — cxeMa paboTbl ¢ VMWare
1.IE: YcTtaHoBKa RSA-SSL coepguHenus ¢ Idm, 4.TlpuBpatHuk: NpoBepka nonb3oBaTens
HTTP (S) peanpekT Ha MpuBpaTHUK. B Active Directory
2.1E: YcTtaHoBka TOCT-SSL coeanHeHus 5. Mpuepathuk: OtBeT HTTP (S), conepatumi
¢ NMpuspatHukom Ha FOCT cepTudumkaTe SAML assertion, koTopbli Bo3BpaLLaeTcs Ha ldm.
noNIb30BaATENA. 6.ldm: ObpaboTka assertion u LOMNyCcK NoJib-
3. MpuspaTHuK: NpoBepka BaNnMAHOCTH CEPTHU- 30BaTens K Beb6-CTpaHuLEe C KaTanorom
¢dukaTa nonb3osaTens. pecypcos.

% Iﬂl:i ]
(-]
. Myn pecypcos
Monb3oBatenb / VMWare Identity Manager nonb3oBatens

FOCToBbliii cepTudukar

LDAP

Ha 3alMLLEHHOM -_]1

CepTnuduumpoBaHHoe FOCToBbix

CK3HK Mpuepathuk cepTudmKaToB
(KpunTollpo YLL)

TpeboBaHuga K MHPpacTpykType VMWare

e YnoctoBepsownii LleHTp, Boinyckatowmuin FOCT  « Kpuntonposaiaep Ha kameHTckom MK +
cepTudumKaThbl. OTYYXXAaeMbI KJTKOYEBON HOCUTENb.

e [lpuBpaTHUK.

e« VmWare Identity Manager 2.8 nnu Horizon
7.02 v BblWe.

39
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NHTtepdenc NpuepaTHUkKa

Web-uHTepdeic ona HacTpoiku n paboTsl ¢ MNprBpaTHUKOM

2 Ay e

& covureren

AocrynHese aTpubyTe Guneta SAML
.TmmmanwmoSML HPMBPATH“K . CODMHTErPR
Ofaune. 0epaepa ay
OTnpaEuTL
Pocrynisie sTpubyTs Gunera SAML
E-Mail address  http:/ ws/2005/05/identity/claims/
Name ID htto:/

< -+ 0O @ m-w-:u--:r = = % Bk o

% e AT

& covunreren

2 TR el & % L@
NMPUBPATHUK & covueren
SRR

Cobiua QOCTynA No NpaToxany HTTP

CobermuR gocTyna no npoTokony HTTPS

172.16.1.11 - - [21/Asg/2017:00:27;:11 +2300] “GET /[login/ R L
172.16.1.11 - - [21/Aug/2017:01:28:10 +0308) "POST flogin-post/ HTTP/1.17 200 5359 “https://estrasts.sts.lsb/

A72,16.1.11 - - [21/Aug/201700:28:20 +02060] "GET flogin/ e 1rear
172.16.1.01 - - [21/Aug/2017:01:28:20 +0308] “GET flogin/FSANL

A72,16.1.01 - - [30/Aug/2017:91:28:20 +03008] “GET /login/ Ri Fqbbikg
172.16.1.11 - - [21 101:28:23 +B380) "GET /login/saiL 3 18

OTKa30yCTOMYMBOCTb M BaNAHCMPOBKA Harpy3Ku

[ns obecrieyeHuss 0TKa30YCTOWYMBOCTU WM GanaHCMPOBKM HArpysku npennaraetcs MCMONb30BaTh
HEeCKo/bKO MPUBPATHUKOB, 06bEAUHEHHBIX B KPOTY»:

?

MpuBpaTHMK

MNpuBpaTHUK MpuBpaTHMK MNpuBpaTHUK

} i i)

EanHas kondurypaumsa

PoTa lNMprBpaTHMKOB Ha CTpaxe AOCTyna K Bawel MHOOPMALMOHHOM CUCTEME.
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'ﬂVILI,eH3I4DOBaHVIe Mo No/b30BaTeE/I0 HE3aBUCK-
MO OT KO/IM4yecTBa CEPBEPOB B «KPOTEX.

« [IpMBpPaTHUK AOCTYNEH B ABYX KOHOUIYpaLUaX:

AnnapartHbiii MpuBpaTHUK

BupTtyanbHbliit [puBpaTHUK

COBUHTEINPA — Monopas pasBuBaloLWancs Tex-
HOMIOTMYecKasn KOMMNaHus:

e [locTaBWMK peleHni o MHPOPMaLMOHHOM
6e3onacHocTn 1 UT-peweHnii.

¢ Pa3zpaboTumnk COBCTBEHHbIX peLleHunit B 06-
NacT ayTeHTUPuUKauum u UHGOpPMaLMOHHOM
6esonacHocTw.

¢ TexHONOrMYyeckuii NapTHEpP koMnaHun Gemalto
— MMWPOBOrO NMAEpa pewweHui no ayTeHTudm-
Kauum n MHPOpMaLMOHHOM Be30nacHOCTH.

» BonbLLON ycneLUHbIM OMnbIT NPOEKTOB No MHpOpMa-
LIMOHHOM 6e30NacHOCTH B CIeAYHLWMX OTPACsX:

- HedTerasonobbiBatoLLMe KOMNAHUY;
- 6aHKu;

- TENeKOMMYHUKALMOHHbIE KOMNAHWUW;
- (hapMakonormyeckme KOMMNaHum.

UcTopusa ycnexa

* YCnewHblM NMAOTHBIN NPOEKT B OOAHOM U3 KPYMHbIX
COTOBbIX TENEKOMMYHUKALMOHHBIX KOMMAaHWA:

- YAANEHHBIN JOCTYN COTPYAHUKOB K MPUIOXKEHN-
M 1 pabounm cTonam, paseépHyTbiM Ha VMWare
¢ ayteHTUdukaumert no FOCToBbIM cepTUdUKa-
TaM, pPacrnosoXKeHHbIM Ha CMapT-KapTax.

¢ CoBMecCTHbIV BebuHap ¢ komnanuen Citrix
0 CO3JaHWUM KOMMIEKCHOrO peLleHnsa ans yaa-
NEHHOro JocTyna c ayTeHTUdGUKauuein no ro-
CToBbIM cepTUdMKaTaM.

MnaHbl passuTua
e banxariwme nnatbl:

- Peanu3auna MexaHu3Ma 4€pHbix U Benbix
CMUCKOB.
e CTpaTerus passutus:

- Peanusaums nopaepxku ctanpapta OpenlD.
- MiHTerpaums c peweHnamMm 3almuTbl CETEBbIX
KaHanos.

« ba3oBas MUEH3MA ABNSETCA CPOUHOM U BKJIIO-
yaeT B ce6s TEXHUYECKOE COMPOBOXAEHUE pe-
WEHMS U MONYYEHNE OBHOBNEHWIA.

¢ JluueH3sun npnobpeTatoTca AnanazoHamu:

- 100 nonb3oBaTenei;

- 500 nonb3oBaTenein;

-1 000 nonb3oBaTene;

- 2 500 nonb3oBartenei;

- 5000 nonb3oBaTtenen;

- 10 000 nonb3oBartenew;

- cBbiwe 10 000 nonb3oBaTene.

¢ [MopaHbl Ha cepTudukaumo so GCTIK:

- ceptudumkauma no TY;
- ceptudmkauma Ha HOB.

e Ceptudumkaumns ®CH He TpebyeTcs.

O nopax

Poman CoBanoB — reHepanbHbiii avpektop. B UT
6onee 15 net. PaboTtan B cMCTEMHbIX MHTerpaTopax,
MOAHSANCS C MHXXEHEPHBIX MO3ULMIA A0 pyKOBOAMTE-
NS NPOEKTHOro OTAenNa. 3a naevyamu onbIT paboTh B
Microsoft Consulting Services. lMpuHMMan yyactue B
pazpaboTke cucTeMbl «[11aToH». MIMeeTcs onbIT pa-
60Tbl B KpyNMHOMacLWTabHbIX NpoeKTax.

Cepreii AnMMnNueB — OMPEKTOP MO Pa3BUTUIO BU3-
Heca. B UT 6onee 20 net. PaboTtan B 3aKa3umkax u
BEHAOpPaX — 3HaeT NoTpebHOCTU M 0COBEeHHOCTU
paboTbl ¢ 06emx CTOPOH. PykoBoAMN TEXHUYECKMMU
noapasfeneHnsMm 1 BbICTpauBan npoLeccsl pabo-
Tbl UT-noapasaeneHunin B KpymnHbIX KOMMAHUSX.

Cepreit [pubkoB — TexHU4eckuin aupektop. B UT
6onee 15 net. PaboTtan M co CTOPOHbI 3aKazuu-
KOB, MHTErpaTopoB M BeHAO0pPOB, 3HaeT UT-npo-
LLeccbl OT CO34aHMs MPOAYKTA A0 ero 3Kcnaya-
Tauuu. PykoBoamn KOMaHAaMu 3KcnayaTaumu u
BHeapeHus UT-pelueHui.

Hukonait MnatoHoB — pykoBoauTeNb paspaboT-
ku. B UT 6onee 15 net. lypy paspaboTku pele-
HWI ANS MHBOpPMaLMOHHOM B6e30MacHoCTU U ay-
TeHTMdMKaumMmM B yacTHocTU. PaboTan B ogHOM
M3 nepenoBbiX MOCTABLLMKOB pPELWEHUA HA PbIH-
ke Nb B Poccuu. Mpoxoaun obyyeHne B KoMna-
Hun Gemalto.

@ CODHUHTEIPA

«COBUHTETPA» - 3awuma yeHHbIX UHOPMAYUOHHbIX
akmueos u nosHell cnekmp UT-ycaye u peweHud.

+7 (499) 136-27-31
info@sovintegra.ru « www.sovintegra.ru

PeweHus
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3anmnrTa
IIPUBUJIETUPOBAHHbIX
aKKayHTOB
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3aluTa NpUBMAErPOBAHHbIX
aKKayHTOB KPUTAYECKI BaXHA
115 0becneyeHns He30nacHoCTH
613HeC-pecypCos.

CaMble BaXXHble AaHHble KOMMaHWM
noboi oTpacnmM u ypoBHS 6Hu3Heca
3aBUCAT OT OEMUCTBUIA NONb30BaATENEN
C HauBbLICWIMMWM MpaBaMu A[OCTYMNaA,
MU, KaK Mbl MPUBbLIKIM UX HA3blBaATb,
- MPUBUNETMPOBAHHbLIX MOJib30BaTeE-
nevi. MMeTb HeorpaHuyeHHble npa-
Ba B UT-cuctemax - orpomHas or-
BeTCTBEHHOCTb. KoHTponupoBaThb
W yNpaBnaTb UMW — KPUTUYECKU BaX-
HO M TEXHUYECKM CNOXHO. MNpnbasbTe
K 3TOMY MOCTOSIHHO CyliecTByloLMe
yrpo3bl M Henpekpaulatowmnecs ata-
KM, U NOAYYUTCSH, YTO nepumeTp bHes-
OMaCHOCTM KOMMAHUU — 3TO HE TONb-
KO TEXHMYECKMe CcpeacTBa, HO U Balu
CoOTpyaHuKkK. [puHuMn «poBepsn,
HO npoBepar» B MHOOPMALUOH-
HbIX TexHonoruax u Wb, B yacTHO-
CTU, BCErAa CONPSXEH C onpefenéx-
HbIMU TPYAHOCTSMU, MO3TOMY BaXHO,
KaK MOXHO MEHblle BAUAS Ha 6u3-
Hec-npouecchbl, obecneynBaTb LOJIXK-
Hbl YPOBEHb 3aWMUTbl OT MaKCMManb-
HOr0 KONMYEeCTBa Yrpos.

Kak Mbl y>xe 3HaeM, MeTo bl B3/IOMOB
CTaHOBATCS BCE Honee M30WPEHHBI-
MM, a cnocobbl COKPbITUS MPUCYT-
CTBMS BHYTpPM CeTeBOro nepumetpa
- BCE b6onee 3pdekTUBHbIMU. Ya3-
BMMOCTM HYNEBOro AHSA, COuManb-
HYK UHXEHEPUID U «YEIOBEYECKMUi
dbakTop» TOXe Henb3sa 3abbliBaTb,
B TOM uucie U Kak GakTop Heoxwu-
[aHHOCTU. B peanusax coBpeMeHHOW
XU3HM He cylecTByeT abconoTHOM
3aWwmnTbl MHOOPMALMOHHOM Cpeasbl,
HO ecTb 3P@deKTUBHbIE UHCTPYMEH-
Tbl, MOMOrawlwme cepbE€3HO COKpa-
TUTb U3OEPXKKU U CHU3UTb BO3MOX-
HbIl ylwepb.

Bce npoueccbl B MHMOpMaLMOHHOM
cpefe Tak MM MHA4Ye MCNONHAKTCA
OT KaKMx-1Mbo aKKayHTOB. ITW ak-
KayHTbl — cepaue bu3Hec-npoueccos
M OCHOBHAs LleNb 3/10yMbILWNEHHUKOB.
lMocKonbKy Ha TakMe aKKayHTbl Haue-
NEeHO BHMMaHMWe aTaKyKLMX, 3HAUUT,
HaA0 COCPefoTOYMTLCA M Ha 3almLLa-
towmxcs. Kak apdekTMBHO BCE 3T ak-
KayHTbl 3awmwate? OTBET NpocT — Ao-
BEPUTbLCS COBPEMEHHbIM CpencTBaM,
cneunanmsnpylowmmca Ha ynpas-
NeHWV naponsMu NPUBUIErMPOBAH-
HbIX aKKayHTOB. B TecHOM uHTerpauum
CO CMeXHbiMu cpenctBamm UB KOH-
TPOMPOBATbL CETEBOM NEPUMETP U U3-
6upaTenbHO BbIAABATb NPUBMAETUU

LOCTYNOB K HMUM COTPYAHMKAM CTaHeT
ropasao npotye.

[OvpekTopa KOMMaHMW nepepawT
npasa ynpasneHus WUT-uHdpacTpyk-
TYypoil pykoBOAUTENAM OTLENOB, KO-
TOpble B CBOK OYepenb Aenerupyot
ux 6onee y3konpo@uabHbIM cneuuna-
nuctaMm. B KoMnaHuMsax ¢ HeGONbLLKMM
wTtatoM WT 3Ta 3apaya pewaeTtcs
M KOHTpOAMpYyeTCd npocTo. 3aTpya-
HEeHWs BO3HMKaAlOT, korga wtat MT
M CNMUCOK 3ajay pacwupsgeTcs Ha-
CTOMbKO, YTO 3TU 3a4ayu HayMHaT
pacnpenenaTbCs MeXAy PasiMyHbIMU
oTAaenamu, genapTaMeHTamMu U paxe
BHELWHUM noapsavyMkamMm - ayTcop-
cepamu. Kak B Takoi cMTyauuu He no-
TepsATb U YKPenuTb KOHTponb? Kak oT-
cneguTb OEeNCTBUSA CBOMX U BHELWHUX
COTPYAHMKOB, NMpepoTBpaTUTb YyTeuy-
Ky LaHHbIX M Kpaxy akkayHToB? Kak
3aTeM ObICTPO pacciiefoBaTh NpUUn-
Hbl cboeB, BOCCTaHOBUTbL paboTocno-
COOHOCTb M HAWTU OTBETCTBEHHbIX
338 MHUMOEHTbI?

MHpopmMaumoHHaa 6He30macHOCTb
- 370 npouecc. OH MeHseTcs BMe-
cTe ¢ 6u3Hec-3aflayaMu KOMMaHUMU.
CpouHblx 3amay B MHpobese, KoTO-
pble HYXHO OMnepaTUMBHO 3aKpPbiBaTb
no Mepe MX MOSIBNEHWS, OYEHb MHO-
ro. N TyT BaXXHO MOHMMATb, YTO LLEHTP
KoMneTeHuMuU B 06nactu UBb HeyknoH-
HO CMelLaeTcs B CTOPOHY MOCTaB-
WMKOB KOMMNIEKCHbIX peweHui. Beab
peweHns UHPOpMaUMOHHOW 6e3o0-
MacHOCTM HYXAATCa B NpaBuib-
HOM HACTpOMKe, a 3aTEM U B YMESIOM
MCNONb30BaHUMU.

CoBpeMeHHble peleHns WHbopMa-
LMOHHOW 6e30MacHOCTM B HacTosllee
BpeMS MNO3BONSAOT CEpbE3HO aBTO-
MaTu3MpoBaTb M 06nerunTb npouecc
ynpaBneHus MNpuUBUIETMPOBAHHbBIMU
YYETHBIMU AAHHBIMU, NPEAOCTABMIEHUS
LOCTYNOB K HWUM UM T.4., @ TaKXe pe-
ryNsSpHO MpPOBOAUTb MHBEHTapU3aUMIO
CeTU 1 0BHAPYXKMBATb HOBbIE aKKAYHTbI
Ha KOHTPO/IMPYEMbIX Y3/aX.

Pewenne One Identity Safeguard
Bundle - 3T0 KOMMNeKCHbI OTBeT
Ha COBpeMeHHble BbI30Bbl MHGbOpPMa-
LMOHHOW 6e30macHOCTM. DTO pelle-
Hue knacca PAM privileged access
management - mMpu3BaHHOE 3aliu-
WaTb, KOHTPONMPOBaTb, YNpaBAATb
M KOHTPONMPOBATb NPWUBWUIErUPOBAH-
HbIi AOCTYN K KPWUTUYECKU BaAXKHbIM
pecypcam. PelweHne cOCTOUT U3 TPEX
mMoaynem:

Moaynb Safeguard for Privileged
Passwords pewaet 3amaun obHapy-

PeweHus

XEHWUS Yy3/10B, aKKAayHTOB M TUM CU-
CTeM Ha 3Tux y3nax (basbl gaHHbIX,
OC Windows u Linux, Cisco u T.4.),
ynpaBneHus naponsiMu U npepo-
CTaBNeHUs MpaB AOCTyna noib3oBa-
Tenenm K NpUBUNErMPOBAHHLIM YYET-
HbIM OAHHbIM.

Mopynb Safeguard for Privileged
Sessions npepocTaBnseT U 3anucbiBa-
€T Kak BMAeonocTyn K y3nam 6es pac-
KpbITUS naponen, nosToMy o060MTH
NPOTOKONMPYEMBIM NyTb CTAaHOBUTCS
HEeBO3MOXHO. PaccnenoBatb UHUMAEH-
Tbl OYeHb JIerko C CMCTEMOM MHAeKCa-
LMK BCE CNOBA, KOTOPbIE MOSIBAS/IUCH
Ha 3KpaHe, MOXHO 6bICTPO HaWTH ye-
pe3 Beb-uHTepdeiic. Beoaute cnosa,
peneBaHTHbIE MHUMAEHTY, U NonyyaeTe
JINCT CKPUHLIOTOB CECCUI, FAEe OHM OTO-
6paxanucb. bbicTpbIi NpocMoTp, U BbI
yXe B Kypce, KTO, KOT4a, FAe W 4To
coenan.

Moaynb  BbIIBAEHUS  aHOMaNuUM
Safeguard for Privileged Analytics
NOCTOSAHHO HabnwpaeT 3a AeUCTBU-
MU NPUBUNETMPOBAHHBIX MOMb30-
BaTesien u cobupaeT Mo BCEN KOM-
naHuu OaHHble 06 obcToaTeNnbCTBAX
3TUX AEVWCTBUI B pexxnme peanbHOro
BpeMeHu. Ins co3paHua u obHoBne-
HUS npoduna HopManbHOro (Tuno-
BOro) MOnb30BaTeNbCKOro noBeje-
HUS, BbIIBNIEHUS aHOManui (To ecTb
NOTEHLUMANbHBIX Yrpo3 uHdopMaum-
OHHOM 6e30nacHOCTMU) MCNONb3YIOT-
€S MalWuHHOe obyyeHWe U NpoABMU-
HyTble anroputmbl. Takum obpaszom,
paHee Heu3BeCTHble Yrpo3bl M no-
TeHUMaNbHO OMacHble AenNCTBMA No-
Ny4awT npuvopuTeT U NOABEprawT-
€S U3YYEeHMUI C NMOMOLLbI rnybokoro
aHanu3a obcToATeNbCTB, BO3HUKAKD-
WMX BOKPYF 3TUX yrpos.

Bce 3t mopynu pabotatT apyr
C APYrOM Y MO3BONAOT OXBATUTb BCE
none yrpos u yrnybutbcs B udyyeHue
BCeX OeMCTBUI BalIMX COTPYAHMKOB.
PeweHnune Safeguard Bundle obecne-
yMBaeT 3KCNEpTHbIM YpOBEHb pa-
60Tbl, NPeAoCTaBNAs BO3MOXHOCTb
ynpaBfiieHUs NaponsMu npuBUIErn-
POBaHHbIX aKKAayHTOB, MONHOLEHHO-
ro MoMcka, BUAEOMOBTOPA M aHanu-
33 [LeWCTBUM MPUBMUIIETMPOBAHHbIX
nonb3oBaTenew.

IDENTITY

www.oneidentity.com
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Pa3uuiia B ETAUC
M OPYIUX CUCTEMAaX
y4deTa

ETAC moXHO cunTarb nepsoit
MOMBITKOW, C HEAABHErO Bpe-
MeHM yXe yAauHoW v Jopa-
b0TaHHOM, N0 LMdPOBU3ALMN
3KOHOMUKI. OTPOMHBIM LAroM
K KOHTPO/1t0 33 060POTOM
MPOZYKTa: OT MPON3BOANUTENS

[0 noTpebuTens. A 310 60bLON
MYTh, AaXe eCAN T Kaxercd
Ha Nepsbiil
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Mocne p[NUTENbHbIX KOPPEKTUPOBOK
EFTANC cTanu BHeppsATb MNOCTEMEHHO
B Apyrve cdepbl 3KOHOMMKM, Hanpu-
Mep TOproens apeBecuHoi. Mapannens-
HO Xe C 3TUM pa3BMBANOCb APYrOe Ha-
npaBneHWe - MapkupoBKa. HecMmoTps
Ha To, YTO 3agaum n 'y ETAUC, n y mapku-
POBKM O[IMHAKOBbI — YMEHbLUEHUE TEHE-
BOrO PbIHKA, KOHTPO/Ib KayecTBa U T.A.
- 3TO BCE e pas3Hble NpoLecchl, KOTO-
pble ceivyac BOCMPUHMMAOTCS KaK OMH.

YacTto MOXHO yCnbilwaTb BOMPOC: MO-
yeMmy HyxeH «Mepkypui» (aHanor
EFAUC), korpa ectb EpnHasa locypap-
CTBeHHas ABToMaTu3upoBaHHas WH-
dopmaumoHHas Cuctema. U BCE-Taku
OHM pasHble.

EFAUC po3Huua

EcTb HECKONBKO NO3MLMIA, KOTOpble pabo-
TatoT no ETAUC, - ankoronb v ApeBecuHa.
MoueMy BbIGpaHbl UMEHHO 3TW NO3ULMMK,
CKa3aTb OAHO3HAYHO CNOXHO. Lo He-
[aBHEro BpeMeHW ynoTpebnsnucb Tak-
xe cnoocoyeTaHns EFTAMC Mex, ETAUC
Tabak u ETAUC ®Papma. IT0 M3HaYanbHO
HeBepHble MOHATUS, TaK KaK UX He cyLle-
cTByeT. M Tabak, u dapmaueBTuka pery-
JIMPYIOTCS CUCTEMOW YeCTHbIM 3HakK, 0 KO-
TOpOM MOMAET pasroBop Huxe. YTo xe
KacaeTcs MeX0B, TO OHU NPOXOAAT MapKK-
poBky RFID meTkoK, kKOTOpas He aBnseTcs
YacTblo CUCTEMBI «MapKMpPOBKa» U pery-
nupytotcst @HC Hanpsmytlo, 6e3 npome-
XKYTOUYHbIX KOHTPAreHTOoB.

Sl OCTaHOBAKCbL HA PpacCMOTPEHUM
EFTAMC PosHuua, koTopas perynupy-
eT NMpou3BOACTBO M 0BOPOT 3TUNIOBO-
ro cnvpTa, anKoronabHOW M CNUPTOCO-
fepxalen npoaykumuun. Ha cnoeax Bcé
npocto: B ETAUC pomxHbl 6bITh 3ape-
FMCTPUPOBAHbI BCE AUTPbI 3TUAOBOrO
CNUpTa U APYron ankorosbHOM mnpo-
[yKUUK, KoTopble npou3BoaaT B Poc-
CUM UK BBO3AT B Heé. K MOMEHTY Ha-
nucaHmsa paHHoro matepuana B EFAUC
Takxe 0653aHbl ObITb 3aperncTpnpoBa-
Hbl MMBOBApPEHHbIE KOMMAHMK, a TaKxe
KOMMNaHWM, NpOM3BOASALLME CUADP U MNY-
ape. MHbIMK cnoBamu, BCE YYACTHUKM
aNIKOTONIbHOTO PbIHKA.

Mpou3BoAUTENb/MMNOPTEP pPerucTpu-
pyetcs B EFAUC, nocne yero amctpu-
6bt0TOp DUKCMpPYeT NPUXOL/yX0n Npo-
OYKUMKU B PO3HUYHbIE TOYKM, PO3HULA
OUKCMpYET KaxXAayl npoaaHHyw 6y-
TbIAKY. Y KaXAoro MarasuHa, gucTpu-
6yTopa “ npousBoauTENs/MMNOPTEpA
CYWeCTBYT TeXHUYECKMe CpeacTBa
ONg NOATBEPXAEHUS KaXAoro nmMtpa
n Kaxpon B6yTeinku. Ha npumepe pos-
HUUbBI npouecc byaeT noHATHee. UTaK,
O6yTbinka OCHalleHa 2 KoAaMu: ak-
LM3HOM MapKOW M cneumanbHbIM Ko-

[1OM, KOTOPbIM CYUTHIBAETCA CKAHEPOM
nna ETAUC Po3Huua, nonagaeT B CU-
CTEMY U NMOATBEPXKAAETCSA KBANUPULM-
pPOBAHHOM 3N1EKTPOHHOM NOAMMUCHIO Ma-
rasmHa. Y Kaxmgoro Kkaccupa ectb CBOWM
TOKEH, KOTOPbIM OH GUKCUpPYeT npo-
[aHHY0 6yTbiNKy B cucteme. Takum 06-
pa3oM Kpyr 3aMKHy/Cs, BCS MHopMa-
Mg HaxoauTca Ha KoHTpone y OC PAP.

HyxHO 3TO, B nepByw ouepenb,
LN yMEHbWeEHUs TEHEeBOro KOHTpa-
(aKTHOro pbIHKa afKoroabHOM NPoAYK-
LuK, KOTOPbIM [0 HEeJaBHEro BpeMeHu
coctaBnsan okono 30% ot o6bEMa BCe-
ro pbiHKa. 3T0 Mo 06bEMaM B AUTpax
HeMbICNIMMoe KonunyecTso. Bo-BTopbix,
3awuTa npas notpebutenen. ITo ABa
OCHOBHbIX MOMEHTA, KOTOpblE JOCTYN-
Hbl 4151 TOHMMAHUSI 3KOHOMUCTAM.

[Ons poinka IT u Ub nossneHne ETAUC
M NPOYMX CUCTEM Yy4ETa CTaNo OLHUM
U3 KJIl0YEBbIX MOMEHTOB Pa3BUTUS BHY-
TpPEHHero pbiHKa. Y Hac aKTUBHO CTa-
nn paseuBatbcs CK3W, annapatHble
online TexHonoruu (online kaccel), no-
ABNATLCA KOMNaHWM, pacTu B npodec-
CMOHANbHOM MNaHe poCCUiicKue y3-
KMe cneumanucTbl. Haw BHYTpeHHWi
PbIHOK C HalWMK pa3paboTkamu cmor
yCTOSTb U BO BpPEMs Kpu3nca U BbiTb
KOHKYPEHTOCMNOCOBHbIM.

Mapkuposka

MapkupoBKa cTana florMyeckum mnpo-
pomkeHnem npoekta EFAUC, a Takxke
YyacTbto rnobanbHoro npouecca uuppo-
BM3aumMm 3KoHOMMKM Poccuun. Cornac-
Ho QepepanbHOMy 3akoHy «O6 ocHo-
BaX rocyfapCTBEHHOrO perynupoBaHus
TOProBoi peatenbHOCTM B Poccuickon
Mepepaunn» u PacnopskeHU K He-
My oT 28 anpensa 2018 rona onpepenéx
CMWUCOK TOBApPOB, NOAMEXALMX K Map-
KMpOBKe: Tabak, AyXu, LUMHbI U MOKPbILL-
KU, NpeaMeTbl 0AeXAbl, POTOKaMepbl.

OCHOBHbIM 0OMEpaTopoM CUCTEMbI Bbl-
ctynaet LUeHTp Pazsutua MNMepcnekTtus-
HbiIX TeXHOMOrwui, rnaBHbIA 3aKa3uuK
- MUHMUCTEPCTBO NPOMbILWAEHHOCTH.

HaumoHanbHag cuctema umndposon
MapKMPOBKM «YeCTHbIA 3HaK» pas-
pabotaHa UPMNT u MacwrabuposaHa
noAa pas/uyHble KaTeropumM TOBApOB.
Y Kaxpown kateropuu ectb oduuManb-
HO 33[0KYMEHTMPOBaHHbIM Ha depe-
paNbHOM YPOBHE CPOK BHEAPEHMUS Map-
KMPOBKM, @ €CTb «TECTOBbIV» nepuoa,
KOraa KOMMaHWun no cobCTBEHHOMY Xe-
NaHUID BHEAPAOT MapKUMPOBKY, TECTU-
pYIOT CUCTEMY U AatoT 06paTHYHO CBSI3b.

MapkunpoBKa «HeCTHbIN 3HaKk» paboTaeT
B OCHOBHOM C CUCTEMOW KOAUPOBaHMS

OnbIT

DataMatrix, koTtopas sBnservcs anek-
TPOHHbIM YMMOM, MO3BOASAKOLWMM OT-
cnefuTb BECb NMYyTb MPOAYKLUMM OT NpoO-
M3BOAMTENS/MMMNOPTEPA A0 NpuUNiaBka.
Taknm 06pa3om, BUAHO, YTO LEIU U 3a-
naun ¢ EFTAUC noeHTUYHbI.

Kopa DataMatrix coctouT 13 2 YacTten: koa,
MAEHTUPMKALMM B €IMHOM KaTanore To-
BapOB M KPUNTO-KOA, KOTOPbIM 3aLLMLa-
€T nepefayy AaHHbIX U UX NOATBEPXAe-
Hue. EQuHbIN KaTanor ToBapoB — 3TO eLué
OJMH KPYMNHbIA CONYTCTBYIOLMIA NPOEKT,
HeobxoaMMbIli AN peanusaumu nNpoekTa
rno6anbHOM MapKUpOBKW, KOTOPbLIN [0N-
»KeH 6bln co34aBaThCs B COTPYAHUYECTBE
C OJHWM U3 KPYNHENLIUX POCCUMACKMUX PU-
TennepoB, 04HaKO MokKa TOYHOW MHGOp-
MaLMK1 O CTaMM €ro 3aBepLUeHUs HeT.

Ha [aHHbI MOMEHT 3anyLieHa Mapku-
pOBKa JIeKapCTBEHHbIX CPEACTB U Ta-
6aka. Mapkunposky 06yBM noka nnaHu-
pYyOT NPUOCTAHOBUTb 4NN LOPAbOTKM.

Mepkypwmii

CnepyeTt ckasaTb M NPO «NPOAYKTOBbIN»
EFTAUC - «Mepkypuii». OH He OTHOCUT-
cs Hu K ETAUC, HM k cucteme «YecT-
HbIA 3Hak». ABTOMaTM3MPOBAHHas WH-
dbopMaumoHHas cuctemMa «Mepkypuin»
Hanpas/ieHa Ha 3IEKTPOHHY0 cepTUbU-
KaLuo npoaykumu, 06s3aTenbHON K Be-
TepuHapHoMy KoHTpont. OnepatopoM
CUCTEMbI BbICTYMAET roCyAapCcTBEHHas
MHbOPMaLMOHHAsa cucTeMa B 0bnactu
BETEPUHApUM «BeTuC», 3aKa34MKOM Bbl-
cTynun PoccenbxosHaasop.

Llenu v 3apaum paboTbl cucteMbl «Mep-
Kypuii» aHanormyHbl ETAUC un «Yect-
HblA 3HAK»: OTC/IeXXMBaHWE NpPOAYK-
UMM OT nocCTaBLMKa/MpousBoauTens
[0 NpunaBka, yMeHbleHue Bymax-
HOro J0KYMEHTO060poTa, yCKOpeHue
NONYYEHUSCNPABOK WM CepTUDUKATOB,
4yTo 0Cc0BEeHHO aKTyanbHO Mpu paboTe
C NPOAYKTaMM NUTaHUS.

BmecTo BbIBOAOB

He ctout nytate ETAUC, «YecTHbin
3HaK» U «Mepkypuit». Bce cucteMsl Ha-
npaBfieHbl Ha pelleHue obLWMX 3apad,
HO YMNpaBAsIOTCA M pelarT 3agayuu
pasHbIMM WMHCTPYMeHTaMu. HeusmeH-
HbIM OCTaéTCA KpMNTO3alMTa KOAOB,
KOTOpble OXPaHAT Kak npoussoaute-
nf, TaK U MoKynaTtens ot noaaenok. Bce
3aKa34MKM AAHHbIX CMCTEM OKa3blBalOT
KONOCCanbHOE BJIMSHUE HA TeMMbl po-
CTa M pa3BUTUSA OTEYECTBEHHOIO PbIHKA
CK3W. HoBble 3apgaun TpebyroT HOBbIX
NOAXOA0B, HOBbIX TEXHONOIMI, YTO NO-
NOXWTENbHO CKA3bIBAETCS Ha OTPaC/u.

Asmop: «Hesasucumsili 3kcnepmn».
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VcKyCcCTBEHHOTO
uTennekra Tesla

pacKkpeITa!

He 7aK 1aBHO, @ e/ BbITb TOUHEE,
14 mapta 2019 roza B locAHAXe-

niece komnaxuelt Tesla bbina npea-
(TaB/IeHa HOBad MO/E/b U HOBbIiA

kpoccosep Tesla Model Y.

Yto e Ham npurotosun MnoH Mack
(Elon Musk), M 4TO M3BECTHO O HOBUHKE?

C 0oLHOM CTOPOHbLI, — 3TO MacwTab-
Hbl NpoekT Tesla, C Apyron CTOPOHbI,
- KOHCepBaTMBHOE 0OHOBNEHME WU,
kak rosopaTt, UpGrade mopmenu Tesla
Model 3, Tak kak Model Y Ha 75%
COCTOUT M3 KOoMMNoHeHTOB Model 3.
Cam MnoH Mack cumuTaeT, yto Tesla
Model Y 6yneT caMbiM [LOCTYMHbIM
u npopasaembiM B CLIA aBTOMO6M-
nem ot Tesla.

Loy npowno, npeseHTauus cocTos-
nacb, HO, MoXanym, BONpPOCOB Kak K ca-

MOM MallMHe, Tak U K ocHoBaTento Tesla
cTano ewé 6onbuie.

M nepBbIt BONPOC M3 HUX: «A 4TO, COO-
CTBEHHO, MPOTUBHUK MCKYCCTBEHHO-
ro Mutennekta MnoH Mack «Hanuxan»
(B XOopoweM cMbiC/ie 3TOro CN0Ba) B Ha-
YMHKY CBOEro HOBOrO aBTO?»

Benb vMMeHHO no 3aseneHut MnoHa
MCKyCCTBEHHbIM MHTENnNnekT - 370 QyH-
[laMeHTanbHas yrposa pAns 4enose-
4ecTBa, KOTOPYIK YXEe Cervac HYXHO
6paTb NOA KOHTPO/b.

«[Monarato, uto NckyccTBeHHbI UHTEN-
NeKT paHO UM NO3AHO NPUKOHUYUT BCEX
Hac», — 3asBun MinoH Mack.

[lo MHeHuwo Macka, ocHOBHag onac-
HOCTb KPOETCS B TOM, YTO YYEHble CO3-
LAOT  UHTENNEKTYaNbHYH TEXHUKY,
KoTOpas cnocobHa caMoCOBepLIeH-
CcTBOBaATbCs 6e3 yyacTusa uyesoBeka

N NpUHUMATb CyﬂbﬁOHOCHbIe peweHunda
3a Hero.

B pe3ynbTate, y MeHs BTOPOM M nocne-
[ytoliMe BOMPOCHI MOCbINAAUCh CaMu
coboii: «Mcnonb3yet nm Tesla Uckyc-
CTBEHHbIA MHTEnnekT B CBOMX aBTO-
Mobunax? KakoBbl ero BO3MOXHOCTU?
A oH, BoOOLLE, ecTb B MawunHax Tesla,
yunTbIBasd No3umumio MnoHa Macka?»

OTBeTbl Ha 3TM M ApyrMe BOMPOCHI
A 1 X04y AaTb B AAHHOM CTaTbe.

Ona Hayana, pasanTte pasbepémcs
C no3uumen camoro MnoHa Macka.

He Tak paBHO rnaBHbIM MCMONHU-
TeNbHbIM AupekTop KoMmnaHnuu Tesla
(CEO), a Takxe ocHoBaTenb SpaceX
n Neuralink MnoH Mack rosopun: «[o-
narat, 4to MCKycCTBeHHbIn WHTen-
NeKT paHo WAM MNO3LHO NPUKOHYUT
BCex Hacl»



«Facebook, Google, Amazon, Apple - Bce
OHM YK€ 3HAKOT O BaC o4eHb MHoroe. Uc-
KYCCTBEHHbIM WMHTEnnekT, kotopbiii Oy-
[leT CO3/aH B HeApax 3TUX KOprnopauui,
MOJTYUMT OFPOMHYIO BIACTb HaA, NOABMU.
A KOHUEHTpauus BNacTU B OJHUX py-
Kax BCerga nopoxnaeT OrpoOMHble pu-
CKu. JInwb Heckonbko yenosek B Google
KOHTPONUPYIOT co3aaHune McKyccTBeH-
Horo MHTennekta 6e3 kakoro-nMbo Hag-
30pa M3BHE, TaK He A0JIKHO BbiTb», — ro-
sopun MnoH Mack.

Kak y Hac roBopsT, He Npownio u ro-
na, B 2018 ropy ctano u3BecTHo, 4YTO
MnoH Mack paboTtaeT Hapj co3paHueMm
cBoero cobcTBeHHOro obopynoBaHus
(Al hardware), peanusylowero Mckyc-
CTBeHHbIn WHTennekt (MU). UHdop-
Mauus, Ha nepBbld B3rNaA, KaxeTcs

CTPaHHO Ha dOHe ero yTBepXAeHus:

«McKyccTBEHHBIN MHTennekT siBnseTca
dyHLaMeHTanbHOM Yyrpo30om CyLlecTBo-
BaHWs YyenoBeyecTBa.

MHTepecHbIM 0CTaéTCa U TOT BaKT, 4To
MnoH Mack sBngeTca ogHUM U3 4ne-
HOB COBETa W WMHBECTOPOB OYEHb He-
06bI4HOM MCCNenoBaTenbCKOM opra-
Husaumm OpenAl. OCHOBHOM Muccuen
3TOW opraHMsauuu senseTca paboTa
Hag npobneMaMu Co3naHMS TakK Ha-
3biBaemMoro OcHoBHoro (obuiero) Mc-
KyccTBeHHOro MHtennekta (artificial
general intelligence, AGI) nnau Beicoko
ABTOHOMHbIX CUCTEM, KOTOpble npe-
BOCXOAAT NOAEN MO CBOMM BO3MOXKHO-
CTAM, HO TEM He MeHee, npeanonara-
t0TCS 6bITb 6€30MacHbIMU U NPUHOCUTD
OLYTUMYIO MO/b3Y NOASM.

B 2019 ropgy B OpenAl paspabotanu
W 3anycTuam cBon MCKycCTBEHHbIN UH-
TennekT, KoTopblii Ha3Banu GPT2. Oco-
6EHHOCTbIO LaHHOWM CUCTEMbI SIBNSeTCA
TO, YTO OHa cnocobHa MucaTb He npo-
CTO NPeANIOKEHUS, HO U LLeIble pOMaHHl,
NnoafepXKMBaTh AUCKYCCUIO C NIOABMMU,
a TakXe NOJIHOCTbIO 3aMeHUTb Cobol

Lefible HOBOCTHbIE areHTCTBa, a TaKXe
cnocobHa popMMpoBaTb M yMNpaBasTb
obuwecTBeHHbIM MHeHMEeM. Ho Ha ce-
rogHsAWHMM neHb npoekT OpenAl GPT2
NpaKTUYECKM 3aCEKPETUN.

B pononHeHune k atomy OpenAl 3aHu-
MaeTcs pa3paboTKoK cynepkoMmmbloTe-
pOB, HOBbIX BbIYMCUTENbHBIX TEXHONO-
rMi, pOBOTOTEXHMKOM M TEXHONOTUSAMMU
MckyccTBeHHoro MHTennekTa (Artificial
Intelligence, Al), opraHuM30BaHHbIX
no TPEM OCHOBHbIM HanpaB/IeHUSIM:

1.Bo3moxHocTH. Pa3BuTHe BO3MOXKHO-
CTen u TexHonorui cuctem Uckyc-
CTBEHHOro MHTennekTa.

2.be3onacHocTb. O6ecneyeHune cooT-
BeTcTBMA cuctem Al n AGl yenoBe-
YECKMM LEHHOCTAM.

3.Monutmka. ObecneyeHne Hapne-
XKaLLEero yrnpaBieHUs cucteMamu
Al n AGI, co3paHue rnobanbHOro
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cooblecTsa, paboTatowwero Hag pe-
weHuneM rnobanbHbix 3a4ad Al
n AGI, paspaboTka cTaHLapTOB.

B3rnagbl  koMaHAbl, paboTawowen
B OpenAl, HacToNbKO LWKMPOKM, YTO CTa-
HOBUTCS OYeBMAHbIM — B Gnmkanwem
6ynyuwem noaxoabl OpenAl k opraHusa-
UMM CBOEN [LeaTeNbHOCTM BMOMHE Crho-
CO6Hbl TpaHCchOpPMUPOBaTb CEroAHSLL-
HIOK0O 3KOHOMMYECKYH peasnibHOCTb. Tak
Ha3blBaemasi «LiudbpoBasi 3KOHOMMKa»
ona OpenAl - 370 yxe He Oyaylee,
a HacTosllee, U TOMY NPUMEPOM MOXET
CnyxuTb ux nogpasgeneHune OpenAl LP,
KOTOpoe siBnseTcs rmépmMaoM KoMmepye-
CKOM M HEKOMMepYeCKOM opraHu3aumu.

M 4Tto oveHb BaxHo, OpenAl B cBo-
el paboTe cTpemMuTCs CO3paBaTb Tak
Ha3blBaeMbl€ «HOBble CUCTEMbl LEH-
HOCTeM» ANng naen, a 370 B CBOK
ouepefb BNSETCS HEOCNOPUMbIM dak-
TOM Hauyana TpaHchopmauuu Hawero
C BaMM MMpa nof BO3AENCTBMEM Tex-
HOMOrMI YeTBEPTOM NpPOMbIWIEHHON
peBonoLUMU.

WTak, nmoaBenéM nepBbii MpoOMexy-
TOYHbIA WUTOr: HECMOTPS Ha BCe UMe-
oWwmnecs NpoTUBOPeEYNS, BHYTPEHHIOIO
60pbby U cepbé3Hble onaceHus, MnoH
Mack He TOoNbKO He 0TKa3ancs oT uaeu
MW, HO U dUHaHCUpyeT opraHM3auuio
OpenAl, KoTopasi 3aHMMaeTcs paspa-
60TKOM ynpaBnseMoro u 6e3onacHo-
ro OcHoBHoro MckycctseHHoro MHTen-
nekta (artificial general intelligence,
AGl), ¢ uenbio MMHUMKU3NPOBATL Nt0ObIE
pucKku, cBsizaHHble ¢ MW ang yenoseve-
ctBa. Kpome Toro, oH caM BeA€T aKTuB-
Hyt0 paboTy Hap co3paHMeM cobCTBEH-
Horo MW, n ang sTtoro Mack nnaHupyeTt
nokuMHyTb coBeT OpenAl, HO ocTaTbcs
WMHBECTOPOM 3TOW OpraHM3auuu.

Tenepb neperpémM K MCKycCTBEHHOMY
MuTtennekty Tesla.

Ha 2018 roa 06 WckycctBeHHOM WH-
Tennekte Tesla OblN10 M3BECTHO He-
MHOr0, HO akT B TOM, 4YTO OH YXe ecTb
B aBToMoOuMnax Tesla. N 3To ouveHb
BaKHO!

Mo HekoTopbiM AaHHbIM UMW paspa-
60TaH ANg cucTeMbl aBTonuaoTa as-
ToMo6unen Tesla u paboTaeT Ha Tak
Ha3biBaeMbIX «AYMALWMUX» aNroput-
mMax («thinking» algorithms), koTo-
pble No3BoNgT aBTOMOOMNAM nepeit-
TM OT BTOPOro YpOBHS aBTOHOMHOCTM
kK natomy B 2019 ropy.

Ha ceroaHAWHWA aeHb paboTbl Haf CO3-
faHveM MckyccTBeHHOro MHTennekTa
Tesla nayT coBMecTHO C nNpou3BOAM-

Tenem obopynosanus NVIDIA u ocHo-
BaHbl HA MOAE/IN KHEODCNYXKMBAEMbIX»
WU «HEKOHTPONUPYEMBIX» aNropuT-
Max MallMHHOro obyyeHns - «oby-
yeHne 6e3 yuutens» (unsupervised
learning model), roBops NpOCTbIM A3bI-
KOM — 3TO OAMH U3 MeToLoB 06paboT-
KW, aHanu3a u npeacTaBieHns UHbop-
Mauun NckyccTBeHHbIM MIHTEenneKToMm.

MHTepeceH u TOT (akT, 4TO, OKa3bl-
BaeTcs, aBTomMobunu Tesla, Bbinycka-
emble ¢ 2014 ropa, yxe umenu BO3-
MOXHOCTb aBTOHOMHOIO BOXAEHMUS.
Tesla Ha NpoOTSAXeHUU MOCNefHUX Nsi-
1 net cobupana 6onbwue gaHHble (Big
Data) ¢ aBTOMOGMbHbLIX CUCTEM, AaT-
YMKOB, BOAMTENEN U SBASETCS Nuae-
poM B ux aHanuse. MiIMeHHo 6onblune
[aHHble (6onbluMe MacCuBbl CTPYKTY-
PUPOBAHHOM W HECTPYKTYPUPOBAH-
HOM WHbOPMaLMK) ABAKIOTCA  «MU-
wen» pna nwboro MckyccTBeHHOro
MHTennekTa.

He roBoput nu 3To 0 TOM, 4TO pa-
60Tbl Hap MWcKyccTBeHHbIM MHTen-
nektom Tesla 6blM HayaTbl 3a401r0
no 2014 roga u, BO3MOXHO, 33a40/1T0
[10 BbiNycka nepBoro aBTomobunsg Tesla
Roadster B 2006 rony?

Bcé Bo3moxHo. Ha odumumanbHom can-
Te NVIDIA rosoputcs: «Tesla Motors
u NVIDIA coTpyaHMYAOT C NepBbIX
[HelW pa3paboTKM WMHHOBALMOHHO-
ro Model S. Bce aBTOMOGMNM Tesla,
BKto4asa Model S, Model X n 6yaywui
Model 3, 6yayT ocHauweHbl 60pTOBbLIM
CynepKoMNbITEPOM, KOTOPbIN obecne-
YUT BO3MOXHOCTb MOJIHOCTbIO Gecnu-
NOTHOTO BOXAEHMUS.

OH obnapaetr B 40 pa3 6onee Bbl-
COKOM BbIYMCIUTENBHOMW MOLWHOCTbIO
MO CPaBHEHWUIO C CUMCTEMOW Npepnblay-
LWero NoKoneHus U ucnonblyeT rnybo-
KYI0 HEMPOHHYIO CeTb, pa3paboTaHHy
Ha Tesla, pna 06paboTKM AAHHbBIX, NO-
CTYNALWMX C MHOFOUYMCIIEHHbIX AaT4YM-
KOB U Kamep.

J1oT 60pTOBONM CYymepKOMMbOTEP OC-
HOBaH Ha BbIYMCAUTENbHONW nnatdop-
Me c WckyccTBeHHbIM WHTennekTom
NVIDIA DRIVE PX. 3To rotoBas BblI-
4yucAuTeNnbHas cucTema, MCNoNb3ylo-
Was MHHOBALMOHHblE MeToAbl rny6o-
KOro obyuyeHus As OLEHKM CUTyauuu
BOKPYr aBTOMOGUAS».

Ha cBoelt cTpaHuue B Facebook komna-
Hus Nvidia roBopuT 0 TOM, 4TO «B 0TNK-
yme oT 06bIYHOro NOAX0AA K IKCMyaTa-
LMK aBTOMOOUNEN C CAMOCTOSATENbHbIM
BOXAEHWEM, Mbl HE NPOrPpaMMMUPOBaAn
Kakune-nmbo siBHble KOMMOHEHTbI 06Ha-
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PY>XeHUS, KapTorpapupoBaHus, NiaHu-
pOBaHUA MYTWU MM YyNpaBiEHUA 3TUM
aBTomMobunem. BmecTto 3Toro aeTo-
MOBM/b YUYMTCA CaMOCTOATENbHO CO3-
faBaTb BCe HeobXoLMMble BHYTPEH-
HWe npenCcTaBNeHUs, HeobXoAMMble
LNS ynpaBneHus, NpocTo Habnopas
3a N0AbMU — BOAUTENAMMUY,

B 2015 roany NVIDIA aHoHcupoBana
CBOW MepBble aBTOHOMHbIE YMMbl, OC-
HOBaHHble Ha MWKpOapXUTEKType
Maxwell GPU pns cuctembor NVIDIA
DRIVE (aBTOHOMHas cucTema aBTo-
mMobunsg M NoMolM BOAUTENHD, YCU-
NeHHas MaWMWHHbIM obyyeHuem). Yxe
B 2016 rogy NVIDIA npenctaBuna cu-
ctemy Drive PX 2.

Takum 06pasom, KapTMHa C nosene-
HMeM WckyccTBeHHOro WHTennek-
Ta Tesla HauMHaeT NpPOPUCOBbLIBATb-
ca yétye. Tesla Model S nepBbIit pa3
6bl1 NpeAcTaBAEH WMUPOKOW ayauTopun
B8 2009 ropy. OuyeBnaHoO, 4TO nep.ble
naeun paspabotkn MM Tesla nossunnce
3aponro ao 2009 ropa, HO npakTuye-
cKag UX peanusaums BCE-TakM Hauva-
nace B 2015 rony c co3paHvem anna-
patHoi cuctembl NVIDIA DRIVE.

Kak ™Mbl Bugmm, Hosoctn 2018
u 2019 ropoB 0 co3gaHMM annapat-
Horo MWckycctBeHHoro WHTennekTa
oT MnoHa Macka HeMHOro 3anospga-
nn. C HeKOM ponen BEPOSTHOCTU MOX-
HO CKa3aTb, YTO Mack M ero KomMaHpgbl,
KOMMAHWM, OpraHu3auuu U NapTHEpPHI
paboTanu Hap 3TOM 3ajauvent yxe AaB-
HO, M BMOJIHE BEPOSITHO, YTO B 6u-
Kanlme rogbl HAC BCEX XAOET Cepbés-
Hbl1 MPOpbIB B aBTOMOOUIECTPOEHUM
u B 0bnactu paspaboTkn UckyccTBeH-
Horo MHTennekTa.

TYT CTOMT TakXKe OTMETUTb, 4TO NOL06-
HbIMM 33[ia4aMM HA CErOAHSALWHMIA feHb
3aHMMalOTCA COTHM KOMMaHWIA no Bce-
MYy MUPY, HO Npnbaunsntbcs K Tesla yaa-
6TCS NOKA HE MHOTUM.

Tak, Hanpumep, Kutanckmn UT-rurant
Baidu 3aHancs paspaboTkoi cneunanu-
3MpOBaHHbIX Npoueccopos ansa Mckyc-
cTBeHHoro MHTtennekta ewé 8 2011 ro-
oy v Tonbko B 2018 roay npepctaBun
MX HOBOE NMOKONEHMe LWUMPOKOK ny6au-
ke. B apceHane UM ot Baidu - pacnos-
HaBaHMe M300paxxeHun, ronoca v auu,
06paboTka ecTeCTBEHHOrO A3blKa M aB-
TOHOMHOE BOXAEHME.

B 2017 romny Baidu 3anyctuna oTkpbl-
Ty A8 COTpyAHM4YecTBa nnathopmy
nporpamMmHoro obecneyexnuns «Apollo
2.0», uTobbI YCKOPUTH pa3BuTHe Becnu-
NOTHbIX aBTOMObUNEN.
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B 2019 romy B pe3ynbrate aKTUBHOWM
paboTtbl Baidu 3anyckaeTt camoynpas-
NnfeMble TakCK Ha ynuubl ropoda YaH-
Wa, aAMUHUCTPATUBHOIO LEHTpa npo-
BMHUMM XyHaHb. [lnaHupyetcs, 4TO
YaHwa B 6ankanwme roasl npeBpaTuT-
CSl B ropoj, aBTOHOMHOTO BOXAEHUS.

YTto e Hac ¢ BaMM XAET Ha aBTOMO-
6UNbHOM pbiHKe B bHnuxaiwen nep-
CNeKTUBE pa3BUTUS TEXHONOTUK 4eT-
BEPTOM NPOMBbILLNIEHHONM peBONOLUN?

Kak MHe npepctasnsetcs, bamxanwee
6yayuiee Tesla no co3aaHuIo M pa3BUTHIO
MckycctBeHHoro MHTennekTa Ans cBomx
aBTOMObOWNE 3aK/lo4aeTcs B TOM, 4TO
BCe aBTOMObMAM KoMnaHuu ByayT obna-
[aTb CBOMM COBCTBEHHbIM aBTOHOMHbIM
McKyccTBEHHBIM UHTENNeKTOM U (yHK-
LIMOHMPOBATb B HEKOW COBCTBEHHO CeTH
M CBOEM WMHGMOPMALMOHHOM MNPOCTPaH-
cTBe. Ecnm roBopuTh TouHee, aBToMO6M-
nm Tesla 6yayT cnocobHbl paboTaTh M 06-
yyaTtbCs (pa3BmuBaTbCs) B pexume off-line
u on-line. B cnyvae, korga asToMobunm
OynyT noAaknYeHbl K ceTu WHTepHeT
nnu noboii apyrov ceTm nepenayun naH-
HbIX, OHM CTaHYT CNOCO6HbI 06MEHNBaTb-
CS ONbITOM Mexay coboi.

ABTOMOGUMAM BYAYyT B COCTOSIHUM Ca-
MOCTOATENbHO paboTaTb C pa3fiMyHbI-
MU MHOOPMALMOHHBIMU CUCTEMAMMU,
B TOM YMCNE U HaBUTALMOHHBIMK, MpoO-
Lle roBOpS, KapTaMu, HANOHAS UX UH-
dopmaumen 0 LOPOXHOW CUTyaLuu,
0 CKOpOCTM ABMXEHWUS MO Yy4acTKaM,
0 npobkax u aBapusx u T.4. [Hau-
Hble CO BCex aBTOMobGunen (Kak Mbl
u rosopunu, Big Data) bynyT cTekaTb-
cs B 06nayHoe XpaHunuuie pacnpe-
[eNnéHHoro ueHtpa 06paboTku [AaH-
HbIX KOMMaHWK, YTO JACT BO3MOXHOCTb

BceM aBToMobunam Tesla aBTomaTu-
yecku camMoobyyaTtbcs, UCMOMb3ys 3TU
naHHble. CaMoobyuyeHne aBToMobuUNew
B CBOK OYepenb MO3BOJIUT B3auMMO-
[LeiiCTBOBATb C BOAMTENEM TakuM 06-
pasoM, 4yTobbl caenatb npouecc Bo-
XAEHUS MaKCUMaNnbHO KOMMDOPTHBIM
u 6e3onacHbIM B N106OI CUTyauuu.

CnocobHocTb aBTOMOOUNEen K obme-
HY [aHHbIMKU C LEHTPOM B bnmxaiiem
6yoywem no3BoAMT UM 0b6MeHMBaTbCS
[aHHbIMX U B3aMMOJENCTBOBATb HemMo-
CpeAcTBEHHO Mexay COBOoM, TeM CaMbIM
tbopMUpyst NnokanbHble MHPOPMALMOH-
Hble CeTM M3 aBTO, HanNpuMmep B pam-
Kax paroHa uau ropopa, uam obnacrtu,
2 MOXeT, M LeNon CTpaHbl. ITO Mno-
3BOJIUT UM B HECKOJIbKO Pa3 YCKOPUTb
npouecc obyyeHus, a TakKe NPOrHo3u-
poBaTb U BO3MOXHO NPeAoTBPaTUTb He-
6naronpusTHble LOPOXHbIE CUTYaLMH,
aBapuM M nocneacTeus oT Hux. Kpo-
Me TOro, 3TO MO3BOJUT PeLnTb MHOXeE-
CTBO 33434 M NpobaeM B 3KOHOMUKE U,
B YaCTHOCTM B TPAHCMOPTHOM IOTUCTUKE
Ans 60nbWKX rpy30nepeBo34MKOB.

C pacwupeHnMeM napka aBTOHOMHbIX
aBTo Tesla v obwei ceTn obMeHa AaH-
HbIMM K 3TUM CETAM NOAKYATCA U aB-
TOMOOGUAN ApYyrux MNpoOu3BOAUTENEN.
Moxanyi, B 3TOT MOMEHT, KOraa npowm-
30MOET rnobanmsaumsa TakoM CETH, Mbl
B NOMHOW Mepe Byaem cnocobHbl oue-
HUTb BCE NPEUMYLLECTBA KOHLenuuu
pa3BuTua «MHTepHeTa Belen». Yyé-
Hble mporHosupytoT, 4yto k 2020 roay
K cetu MHTepHeT 6yoyT MOAKHOYEHbI
50 MMnAnappoB pasanyYHbIX YCTPOMCTB:
0T cMapTdHOHOB, MUKPOBOAHOBOK U XO-
NOAWNBHUKOB [0 [OMOB W TOpPOAOB.
[aBaiite pob6aBMM K 3TOM ceTu ewé
W COTHU MUIIMOHOB aBTOHOMHbIX aBTO-

mMobunei, ynpaensembix McKyccTBeH-
HoiM WHTennektom! M ™Mbl nonyunm
«MHTepHeT Bewwen 2.0».

MpencTtasbTe cebe, kakon byneT ypo-
BeHb TEXHONOrMi YeTBEPTOM Mpo-
MbILIJIEHHON pEeBOMOLMM, B TOM UMUC-
ne poboTusauun, MaWMUHOCTPOEHUS
n apyrux otpacneii k 2030 roay? lMNpo-
M3BOACTBO U  (YHKLMOHMPOBAHUE
TpaHcnopTa MAET K MNOMHOM aBTOHOM-
HOCTW ¥ ynpaBneHuio VICKyCCTBEHHbIM
MHTennekToM. byayuiee MeHaeTcs yxe
ceinyac, Ho BaXXHO MOHMMaATb, YTO PO/b
yenoseka B 3TOM 6yaylleM TOMbKO
BO3pacTaer.

Mpouecc co3paHua u passutus Uc-
KyccTBeHHOro MHtennekta 6yaet uatm
CEMMMMUIIBHBIMK LWAraMu U BO MHOIOM
3aBUCETb OT TOr0, Kak CKOpo MHdOopMa-
LMOHHbIE CeTU aBTONpou3BOAUTENEN
6yoyT UHTErpupoBaHbl B CUCTEMbI TaK
Ha3biBaeMblx «be3onacHbiXx ropoaos»,
dakTuyeckn GopMupys HOBYHO KOHLEM-
unto «Llndposoi skoHoMuku» u «fopo-
[oB bynywero».

«Bckope Mbl 6yaeM BoCMpuUHUMATL
6ecnunoTHble aBTOMOBGMIM KakK CaMo
coboii pasymetoweecs. 1 cuuTaro 3TO
YX€e MOYTU pelléHHbIM BONPOCOM. Mbl
3HaeM, 4To Jenatb, U J0BObEMCA Lenu
BCero Yyepes HeCKOJIbKO NIeT», — cKasan
MnoH Mack ewé 8 2015 roay.

AnekcaHdp Yecanos

Lupexkmop no pazsumuro 000 «[IpoepammHbie
Cucmembl AmnaHcucs,

Yner Cosema TI1T P® no passumuto
UHGPOPMAYUOHHBIX

mexHono2ull U Yugpposoli IKOHOMUKU,

0. m.H., YneH-kopp. PAEH
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Ynpaenenue
nNpUBUNErMpoBaHHbIM
AOCTYNOM

e [lpoekTbl, Kacawwuecs ynpasne-
HUS MPUBUNETMPOBAHHBIM [OCTYNOM,
OO/KHbI, NO KparHenW Mepe, noppep-
XUBaTb MHOTO(MaKTOPHY ayTeHTUDU-
kauuto (MDA) Bcex afMUHUCTPATOPOB.

-ynpaBneHme NpUBUNETMPOBAHHbIM
AOCTYNOM UMEET NeEPBOCTENEHHOE 3HA-
YeHue ana CTOpOHHMX nonb3oBaTesnien.

e ilcnonb3yinTe noAxoA, OCHOBAH-
HbIM Ha onpeaeneHunM pucka (Bbico-
KU1, CpefHUMU, HU3KUI), AN npeno-
CTaBNieHUS NPUOPUTETHOrO [0CTyna
K aKKayHTaM.

KomnpomeTtauus
KOpNopaTUBHOM
3NIeKTPOHHOM NOYTbI

e Obpatutecb K BalWeMy TeKyle-
My MOCTaBLMKY ycnyr no obecne-
yeHunio 6e30MacHOCTU 3NEKTPOHHOM
noyTbl, 4TOObI 0becneuynTb TeXHUYeE-
CKWI KOHTPOJIb, @ TaKXe UHTErpaLuio
Mexnay KoMmnpomeTauueil kopnopa-
TUBHOW 3N1EKTPOHHOM NOYTbI, 3HAHU-
eM TpeboBaHuii Mep 6e30mMacHOCTH
U APYrMMU TEXHONOTMAMMU 3aLUTHI
KOHEYHbIX TOYEK TaKUMU, KakK U30Ns-
uus Beb-6paysepa.

Cucrema obHapyxeHus
yrpos u peakuus
Ha KOHEYHbIX TOYKaX

e ObpaTuTecb K BaleMy TeKylEeMY
onepatopy nnaTdopMbl 3alMTbl KO-
HeuyHbIX Toyek (endpoint protection
platform (EPP)), utobbl ob6ecneuntb
NPUMEHEHWE BO3MOXHOCTEW 3aLMTbl
KOHEYHbIX TOYEeK OT CNOXHbIX Yrpo3
- endpoint detection and response
(EDR).

¢ Onpepenunte, Kakme UMEHHO QYHKUM-
OHasNbHble BO3MOXHOCTU MOXHO WUHTe-
rpupoBatsb ¢ SIEM n SOAR.

e Ecnv onepaTop yTBepxAaerT, uTo Bna-
[leeT cMcTeMaMm UCKYCCTBEHHOTO MH-
TeNnnekTa WA MalMHHOro obyuyeHwus,
TWATeNbHO NPOTECTUPYITE UX B Npob-
HOM BEPCUU ANS onpefeneHns cTeneHu
3G PeKTUBHOCTH.

4 PearupoBaHue
Ha uHumpeHT Ub

e I3yynte BO3MOXHOCTb MCNOAb-
30BaHMa cepsuca Incident Response
Retainer, npepoctaBneHHoro nposain-
nepom. OH obecneymBaeT rmbBKOCTb

B MCMOMb30BaHUKM OCTaBLUErocs y Bac
BpPEMEHM, HanpuMep Npu BbIMOJHEHUM
33/ia4 KakK OTBETHOro, Tak M ynpexaa-
loLLero xapakrepa.

e Ecnn y Bac ecTb moauc cTpaxo-
BaHMs Knbep-puCKOB, M3yyuTe BO3-
MOXHOCTb KOHCYNbTauuMM C BaLIUM
MOCTaBLWMKOM YCAYr CBA3U OTHOCU-
TenbHO M3MeHeHW IR-npoBaipepos
WK NpoOLLeCcCOoB.

5 O6HapyxeHue
HeobpaboTaHHbIX AAHHbIX

e O6bpaTuTe BHMMaHMe Ha NOCTaBLLM-
KOB, KOTOpble MOAAEPXKMBAKOT Xpa-
HUAUWLA [aHHbIX AN BCEX CUCTEM,
roe XpaHaTcs KOHOWAEHUMaNbHblE
LLaHHble.

e PaccmoTpuTe cnocobbl CHUXEHUS 3a-
TpaT Ha XpaHeHWE JaHHbIX TakuX, KaK
Lefynaukauus, 3alWuiéHHoe yaane-
Hue unun apyrve adPeKTUBHbIE CTpaTe-
T yNpaBaeHUs AAHHbIMMU,

6 YnpaBneHue
0671a4HbIMU CUCTEMaMU
6e3onacHoCTH

e Ecnn Bbl yXe HaxoauTecb Ha O4HOM
laaS nnatdopme, obpaTtute BHUMaHHUe
Ha cBoero Tekyuiero npoangepa laaS
nnatdopMbl.

¢ OueHute nposargepos CASB Ha co-
oTBeTcTBME Tpebosanuam CSPM, Tak
Kak nuaepsbl poiHka CASB nmetoT xopo-
WO pa3BuTble BO3MOXHocTH CSPM.

e bonee wwupokasa nnatdopma ynpas-
neHns obnakom, KOTopas yxe MoOXeT
MCNONb30BaTbCA AN UHBEHTApU3aLLMK,
BbICTaB/IEHWNS CHETOB M UCMNOJb30BaHMS
pecypcoB, cnocobHa obecneunTb A0-
CTaTOYHYH 6€30MacHOCTb.

be3sonacHOCTb XpaHunuwa
AaHHbIX

* 3anyctute nwbyto cTpaternio 6es-
ONMAaCHOCTM  XPaHUAMLWA  AaHHbIX
B npouecce pa3pabotku nyTéM cKa-
HUPOBaHWUSA M3BECTHbIX YSA3BMMOCTEW
u npobnem KoHbWrypauuu, a 3atem
pacwupbTe eé AeUCTBME HA 3aLUTY
cpefibl BbINOAHEHUS.

» bonee NMpoABUHYTbIE pELIEHWUS MO-
ryT COCTaBUTb MOAPOGHYI «Cneuu-
bUKaLMIo» AN KaX[Oro XpaHUAMLLa,
Haxoaswwerocs B pa3paboTke, U cpas-
HUTb €ro C TeM, 4YTO yXe (BaKTUYeCKu
MCNONb3yeTCs BO BPEMS BbIMOSHEHMS,
[aTb peKoMeHauuu no yaaneHuo 6u-
6/110TeK M KOLA, @ TaKXKe YMEHbWUTb

OnbIT

061acTb, B KOTOPOI MOXET BO3HUKHYTb
yrposa.

8 Bpokep 6e3onacHocTH
AocTyna K o6naky

¢ HauHuTe c noucka o6nayHbIX Npu-
noxeHun nns 060CHOBaHMSA Mpoek-
Ta, onpefenus npu 3TOM TeHeBble
UT-pecypcsl.

¢ Boibupaitte MHoropexumHbit CASB,
nogLepXuBawWmMin  Modenn nps-
Moro/obpaTHoro NpoOKCU-pexXnMa
n/mnn APl-pexuma.

» KntoueBbiMu TpeGoBaHUSIMU AN NtO-
6oro CASB poskHbl 6bITb 06Hapy-
XeHue U 3awmTa KoHOUAEHUMANbHBIX
[aHHbIX B 0b6nake.

9 Cnyx6bl OLLEeHKH
6e3onacHOCTH

¢ OueHunTe cBou TpeboBaHUS K Npea-
JIOXKEHUAM HECKOJIbKUX MOCTaBLMKOB
SRS, OUEHOYHBbIM MOAENSAM U NULEH-
3MpOBaHMUI0, YTO6bI ONpefenuTb Hau-
Nyylwee COOTBETCTBMUE.

¢ BHepgpute SRS B pamMkax KoMniekc-
HOI NporpamMMbl ynpaBieHUs pUCKaMu.

e Paboraiite BMecTe C mapTHépamu
no 3akynkaMm Aansg obecneyeHus uc-
nonb3oBaHma SRS B pamkax nmpouecca
BblbOpa KpuTEpPHUEB.

1 CARTA - KauecTBeHHOe
ynpasnieHue
YyS3BUMOCTbIO

¢ ObpaTtnTe BHMMaHME Ha TeKyliue
NpOAYKTbl M MNPOLECCbl ynpaBneHus
yrpo3amu v ya3BUMOCTAMU ANS AOCTU-
KEHUS 3TOM Lenu.

* Micnonb3yitTe Takne TEXHONOMUM, Kak
cucTeMbl 0BHapyXeHus v npepoTspa-
weHna sTopxenun (COMB) u b6paHa-
Mayapbl Beb-npunoxenui (BBM),
KOoTopble MOrM Gbl 06ecneynTs Kave-
CTBEHHYI 3alMUTy OT HEUCNpPaBiEeH-
HbIX YSI3BUMOCTEN.

Gartner

www.gartner.com
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Ntoru koudepenumm «PycKpuirro’2019»,
cocTosaBiueycs B [TogMOCKOBBE

19 mapra cTapToBana Yerbl-
péxaHesHas XXl KoHoepeHuy
«PycKpunto’2019». Xypran CIS
«CoBpemeHHble NHdocucTembl»
MPVHUMAN B Heil akTUBHO y4a-
(Tie, BbICTYNad 04HOBPEMEHHO
B PO/ NapTHEPA 1 CNOHCOpA.
KoHuenuus exxeroaHo
nNpoBOAMMOro MeponpuaTUs

BnepBble Hay4yHO-MpaKTUYeCKas KOH-
depeHumnsa «PycKpunto» coctosnach

B nekabpe 1999 ropa. Torma Ha oc-
HOBAHUM MHEHUN YYaCTHUKOB Obl-
N0 MPUHATO 3HAKOBOE pelleHne Co-
340aTb  accoumaumio  «PycKpunto»,
KoTopas OyaeT 3aHMMaTbCa BOMpoca-
MKW poccuinckon kpuntorpaduun. Mnas-
Has Lenb - rapMOHWYHAa WHTerpa-
uns P® B MHdoOpMaLMoHHOE MUpPOBOE
coobuwecTBo.

ExxerogHble KoHdepeHuuH, NpoBoAU-
Mble accoumaumei, cobupatTt 400-500
CNeunanucToB-NnpakTMKOB B cdepe
3aWuUTbl MHPOPMaLMKM M KpUNTOrpa-
Gun. IT0 npencTtaBUTENM HAYYHOrO

coobuiecTBa CTpaHbl, rocynapCTBeH-
Hble PerynaTopbl U KtoueBble 3KCnep-
Tbl OTPAC/U.

B HedopManbHOM 06CTaHOBKE yyacT-
HWKaM NpeAoCTaBASETCS BO3MOXHOCTb
obMeHMBaTbCS MHeHUsAMU, 0bCyx-
[aTb npobnemMbl U COBMECTHO HAaxo-
LMTb UX pelleHus. B ocHoBe nporpam-
Mbl — KpYrfible CTONbl U CEKLMOHHbIE
3acenaHus.

«PycKpunto’2019»
KoHdepeHuna 2019 roga oTkpbina Ho-
BOe, YXe TpeTbe, fecaTuneTve BCTpey
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COBHHTErPA

npeactaBuTenen poCCUACKOro M 3a-
pybexHoro cermMeHta kpuntorpadumu
M WHDOPMAUMOHHOM 6€e30MacHOCTMH.
B koHbepeHuun npuHano yyactme 6o-
nee 400 pesteneit Hayku u BusHeca,
NMAEepPOB MHEHUI U PErynsTopos.

[nsa npoBepeHus Meponpuatus Obin
BbIGpaH MNOAMOCKOBHbINA YETbIpEX3BE3-
nouHbi otenb «ConHeyHbin Park Hotel
& SPA», pacnonoxeHHblt B ceBe-
po-3anafiHoit 4yacTu MockoBckoin 06-
nactu. lporpamMma npepycMmaTpuBana
He TOMbKO 3acedaHus, HO U aKTMBHbIN
OTObIX.

Takxxe opraHuMzaTopbl nNpoaymanu nu-
TaHMe rocTei, NpefoCTaBUB UM BO3-
MOXHOCTb BbIOMpaTb NpesnovTUTENb-
Hble MPOAYKTbI U3 MEHIO PACLUMPEHHOTO
IIBEACKOro CTOJIa CO CMeHoM Ontopn
Ha 3aBTpakK, 06en 1 yXKH.

TemaTtuka meponpusaTus

B ocHoBy obcyxpaembix Tem 2019 ro-
[a nernu Takue 3n06o04HeBHble Uccne-
[0BaTeNbCKUE HANpaBEHHUS, KaK:

e Kpuntonorusa B 2019 ropy: Teopetu-
yeckasi M npukiagHas.

e PeBepC-MHXUHUPUHT.
e CreraHorpadwms.

* MOHUTOPWHT M aHaNU3 3aWMLEHHO-
ctn NC.

* Bonpochl 3aLWMTbl OT HECAHKLMOHU-
pOBaHHOro JOCTYyNa.

« Bonpocsl 3awmTsl MC.

e lHdopMaLMoHHbIe cpeacTBa obHa-
pYXeHWs BPeJoHOCHOro Nporpamm-
Horo obecneyeHunss U 60pbObI C HUM.

e [lpyrue sonpocbl MHOOPMALMOHHOM
6e3onacHocTK.

B hamepin g ctancms AT

YuacTtue xxypHana

CIS «CoBpeMeHHbIe
MHdocucTtembl» B paMmKax
npoekTa «PycKpunt0’2019»
[nsa xypHana CIS exeroaHo nposoau-
Mas koHdepeHuus «PycKpunto» - oa-
HO ¥3 Haubonee BaXHbIX 3HAKOBbIX
cobbiTnit B roay. Llenb yuactus cocto-
UT B TOM, YTOGbl BCTpEYa He MpocTo
3aMOMHUIACh YYaCTHWUKAM, HO U CTana
HOBbIM LIAroM, elé OAHON CTYMeHbto
B UHPOPMALIMOHHOM Pa3BUTUM POCCHIA-
ckoro obuecTsa.

B pamkax koHdepeHuun «PycKpunto»
xypHan CIS BbICTynnMA NapTHEPOM Cek-
unn «Hu BY3oB». Ponb kypaTopa cek-
LMK, NOCBAWEHHOrO TEXHUYECKOW MO-
nonaéxu, B3aN Ha ceba BbliaalowWwmics
yenoBek — KaHAMAAT HU3NKO-MaTeMa-
TUUYECKUX Hayk, AoueHT kadeapbl «MH-
dopmaLmMoHHaa 6e3onacHoCTb» MITY

B R Dy 0 S
s

aKTHBGE | DBECREUENIE FSANOIS.
ASMETRA VAT W peEe
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CIS

CHYIO NOAAEPHKY M AKTMBHOE y4acThe

uMm. baymaHa u oguH “3 ocHoBaTenewn
KoHdepeHuun «PycKpunto» - AHaTo-
i Jle6enes. COTPYAHMYECTBO C TaKOM
HEeOPAMHAPHOM NIMYHOCTbIO - ocobas
yecTb ona Hac!

«[Hn BY30B» - paneko
unayuue uenu

«PycKpunTto» yxe He nepBbli rog
BbICTYNaeT B pOJM CBA3YIOLEro 3Be-
Ha MeXAy TEOPEeTUKAMMU U NPpaKTUKa-
MW pOCCUMCKOTro MHGOPMALMOHHOIO
pbIHKa.

Mposoaumas xypHanom CIS cekuus
«[OHu BY3oB» 6blna npu3BaHa CBS-
3aTb HAaYYHbIM MUP C eLé OOHUM Bax-
HbIM 3BEHOM — PacCTYLLMM NOKOIEHUEM
YYEHbIX.

Cekuutio Benu:
¢ bapaHoB AnekcaHgp MaBnoBuy;
e benos EBrennin bopucosuy;

« JlTocb Bnagmumup Masnosuu.

MpurnawéHHbIM CTYLEHTAM M acnupaH-
TaM TexHu4yeckux ¢akynbTeToB 6bina
NpefoCTaB/ieHa BO3MOXHOCTb Npojae-
MOHCTPMPOBATb Y/JIEHAM 3KCMEepPTHOro
XIOpK CBOM paboTbl.

B pamkax «[Hs BY3oB» 6bin0 npen-
cTaBneHo 13 poknanoB, MOCBALWEH-
HbIX MHPOpPMaLMOHHOM 6Ge3onacHo-
CTW, BONPOCaM NOCTPOEHUS y4ebHoro
npouecca B cdpepe IT u coTpyaHu-
YyecTBY BbiCWKUX Yy4yebHbIX 3aBepne-
HUIM C KOMNAHWUAMU, 3aHUMAOLWUMUCS
KpunTtorpaduei. Bce poknanbl Mox-
HO YBMAETb Ha CalTe KOHdepeHuun
www.ruscrypto.ru. Yacto pabot byaoyT

HOM HaY4HO-NPaKTUY
{ «PycKpunTon

ony6nnkoBaHbl B XypHane CIS «Cospe-
MeHHble MHdocucTeMbI».

TpagMuMoHHO KoHdepeHuuns «Pyc-
KpunTto» npenoctaBnset BOSMOXHOCTb
y4yacTHMKaM noobwaTtbcs M B Hedop-
ManbHoW obcTaHoBke. OnbIT NokKasbl-
BaeT, YTO MMEHHO B HedopManbHOM
00LLEeHMM 3apOXKAAIOTCS NyYLIMe ULeM.
YYacTHUKM 3HAKOMATCS ApYr C APYrOM
W Lenatcs MHEeHUSIMU 06 YBUAEHHOM,
CNopsAT M HaxoAsT efuHble pelleHus
Ans obwmx npobnem.

OpgHUM ©3 0praHM3aTopoB KynbTyp-
HOWM nporpammsl BbicTynan xypHan CIS
«CoBpeMeHHble MHpOoCUCTEMDIN.

B HacblWeHHOM KYyNbTYpHOM nporpam-
Me Halwero >ypHana 6binn 1 npasa-
HUYHbIE YXWHbI C NOTEPEen U BUH-
HbIM Ka3WHO, MONETbl Ha BO3AYLIHOM
wape, NOAUroHanbHas QOTO30Ha, Ka-
paoke-6aTTa, MacTep-knacc no CKpy-
uMBaHuio curap, bapmen-woy. bau-
e K KOHLY MeponpusTus CNOHCOpb
U nposBuBlUME Ce6S yYacTHMKKM nony-
UMM FPaMOTbl U MOAAPKM.

WToru u 6naropapHocTu

B 2019 ropy reorpadus y4acTHUKOB
cTana ewé wupe. Bcé 6onbimnii nHte-
pec kKoHdepeHumus «PycKpunto» BbI-
3biBaeT y 3apybexHbix konner. bna-
rogaps Meponpuatuio 6bin noaBenéH
utor passutusa chepbl kpuntorpadum
M 3alMTbl MHPOPMauUMM 3a npouwea-
wuii ron. lpepctaButenn rocypap-
CTBEHHbIX CTPYKTYp CMOIMu YyBMUAETb
YpOBEHb Ppa3BUTUS POCCMICKOrO WH-
dbopMaLMOHHOrO pbiHKa. bbino AaHo
HanyTCTBME MOJOAbIM YYaCTHUKAM
KoOHpepeHuun - 6Oypyuwemy oTeve-
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Pedakyusa CIS «CospemeHHble
NHPocucmemesl» 66110 ommeyeHa
ounsaomom.

CTBEHHOM KpunTorpadpum. BaxkHbiM
MOMEHTOM $BMW/IOCb TO, 4YTO B pam-
Kax O[HOro MeponpusaTus BCTpeTU-
NUCb Pa3paboTUMKU U UX NMOTEHLUMUANb-
Hble K/IMEHTbI.

leHepanbHbii gupektop 000 «Co-
BpeMeHHble UHpocuctembr» Ceprei
HoBukoB BbIpasun 6narofapHoOCTb
opraHusaTopam KoHdepeHuMH U eé
rMaBHOMY BAOXHOBUTEN - AHaTo-
nvio Jlebepnesy. bnaropapsa nwonsm,
3aHMMaBLWIMMCA OpraHuMsauuen me-
ponpuatusa, KoHdepeHuus npowna
Ha BbICLIEM YpOBHE: BCEro 3a 4 AHsA
6bla oCuMNeHa HacbiWeHHas npo-
rpamMma BCTpey M obcyxaeHui, npo-
CNyWUBaHWUIA [OKNafoB M ob6MeHOB
MHeHuaMU. Ténnble CNoBa Mpo3ByYa-
N1 B aApec BCeX YH4AaCTHUKOB, CTPEMS-
WMXCSA K €AUHOM Lenun — caenaTb Haw
Mup nydwe u 6esonacHee.

Penakuus CIS «CoBpeMeHHble MHpoCK-
CcTeMbl» Hbl1a OTMEYEHA AMMIOMOM KakK
OTBETCTBEHHbIN M HAAEXHbIA NAPTHEP,
roTOBbI NPeanoXuTb U peannsoBaTb
MHTEpeCHble pelleHns ans oduumans-
HOM U HeodUUMANbHOM YacTel Tako-
ro KpymHOro 3HAaKOBOrO MeponpusaTus
B P®, kak «PycKpunto».

CoBpemeHHbIE
MNudopmaimoHubre
Cucrembr

CIS

CIS «CoepemeHHble UHpoCUCmeMbI» — 3YypHAN
06 UHGOpMaUUOHHbIX MexHono2usx 8 Poccuu.

info@sovinfosystems.ru
www.cismag.ru



B ranepee «3nextpomy3eit B Pocto-
KitHo» QbbeaIHeHINs «BbICTaBOUHbIE
33716l MOCKBb1» OTKbIBAETCS BbICTaB-
ka «Post 3 D».

TexHoNorMn CMMynsaLMM peanbHOCTM AaB-
HO Y€ KOHKYPUPYKT C CAMOW peanbHo-
ctoio. CneudddekTbl B KMHOMHAYCTPUM
HaCTOMbKO NPaBLOMNOAOOHbI, YTO B HUX
BepuTCs 6onblue, YeM B HATYpHblE CbEM-
ku. MMo3ToMy Ans XyooXHWKOB, paboTa-
towmx ¢ 3D-TexHonoruamu, cumMynaums
peanbHOCTU AABHO YXXe He npeacTaBns-
€T HMKaKoro uHTepeca. Mx B3rnsaabl obpa-
LeHbl B CTOPOHY CO34aHUS HEPeasibHOro,
M UCNOMb30BaHME NPOrpaMMHbIX NMaKETOB
M MHOFOYMUCNEHHbIX MNArMHOB HaLENeHo
Ha co3aaHue HOBOM NocT 3D-peanbHOCTM.
B To BpeMS kak ofHM aBTOpbLI yrnybnEHHO
BHMKaT B 3D nakeTbl M NaaruHbl C Le-
Nblo 106UTbCA HEeOoObIYHbIX 3PDEKTOB,
€034aTb GU3MYECKM U ONTUYECKM HEBO3-
MOXHble 0ObEeKTbl M MWpbI, Apyrve ae-
TOpbl MCMOMb3YKT BCH MOLLb MaKeToB
LN CO30aHUS KOHUENTYaNbHbIX CLEeH
W aHuMaumid. MNepBble, Kak NpaBuno, 06-
paLLaTCs K OMbITYy reHepaTUMBHOMO MUC-
KYyCCTBa M reoMeTpuyeckon abcTpakumu,
€034aBas HEBO3MOXHbIE B HaweM (usun-
YEeCKOM MUpe aHMMaumu U croxeTbl. BTo-
pble YacTo 06paLLAOTCa K OMbITY A3fau-
3Ma M coppeanvsMa Ans BbICTpauBaHus
CTPaHHbIX CLEH, HArpy>XeHHbIX CI0XHbl-
MU CMblcnamu. ECTb XyooXHMKM, KoHLEen-
TyaNbHO OCMbICAAOLLME CaMy NnaThopMy
3D MoaenupoBaHMS M aHUMALLMK, MHOTAA
3TO HOCWUT MPOHMYHBIX, MHOTAA — Hayuy-
HbIM XapakTep.

EcTb XymOXHWKM, KOTOpble CaMu CO3Aa-
FOT NNIArMHbI M MPOrpaMMmpyrT 3 dEKTbI,
TaKMX HEMHOI0, HO TeM LeHHee UX ONbIT.

Bbnaronaps pacnpoctpaHeHuto 6ecnnat-
HbIX MaKeToB A/ NPOM3BOACTBA U Xa-
KuHra 3D wrp BO3HUKNIO LeNoe Hanpas-
NeHWe, XYLOXKECTBEHHO OCMbICNsLEee
MHOYCTPUIO T3MMMHra. Psp aBTOpOB ak-
TUBHO UCMOMb3YeT MalMHUMY ANS CO3Aa-
HWS CBOMX BMAEO(DUIbMOB.

Bo3HMKHOBEHME M pacnpocTpaHeHue
TEXHOMOrMKN [LOMOJIHEHHOM peasibHOCTH
[lano CUAbHBIA MMNYNbC AN CO34aHUS
MOOUNbHBIX 3D MpUNOXKEHWI M AKTMB-
HOMY MX MCMOMb30BAHMIO B COLMANbHBIX
cetax. B Wucrarpam, CHanuaT nosiBu-
NUCb ipKMe 3BE3Abl, CO3AAOLIME MACKM
Lns cendu, y KOTopbiX A0 NONYMUIMOHA
MOAMMCYMKOB.

ToTtanbHoe NpoHuKHOBeHWEe 3D BO MHO-
XecTBo cdep npousBoacTBa 06pazoB
B CBOO OYepefib MHCMMPUPOBAO XYLOX-
HUKOB, paboTaloWwmMx C MaTepuanbHbl-
MU TEXHONOTUAMM U TexHonorusamu 3D
nevyaTtu.

JKcnosmums 6y,u,eT COCTOATb U3 HECKOJb-
KUX pa3nenos:

1. ABCTpakTHble 1 reHepaTuBHble 3D Bu-
[,e0 U UHCTANNALMM.

2. [MpocTpaHcTBa M 06bEKTBI KaK LUPpPOo-
Bble, TaK M MaTepuasbHble.

3. HappaTtuBHble BUAEO, Cpeam KOTOPbIX
ctoxxeTHoe 3D BMaeo 1 MallMHUMBI.

4. Teno B 3D npocTpaHcTBe, KOPOTKUE
ABTOPCKUE POJIUKM.

5. Cendu 1 3D TexHonornu B coumanb-
HbIX CETsIX.

Ha BbicTaBke 6yayT NpeAcTaBneHbl BU-
[le0, BUAEOMHCTANNALMM, XYLOXKECTBEH-
Hble 06BbEKTbI M MHCTANNALMN.

BLICTABOYHBIE

)

SNEKTPO

OBBbEOUHEHME
———

I99HO0OW 1quve

Kypamopei: Apucmapx YepHebiwes

Yaacmuuku: Anexceli Kopcu; Makcum Ceuwies;
Muxaun Maxcumos; Badum SnwimeliH; AHH PomaeHko;
Hamanus Angpymoea; Nikita Diakur; Yilmaz Sen; Ines
Marzat; Ondrej Zunka; Peder Norrbi; Oneea Mux-
®edoposa; Mapura PydeHko; [pueopuii Cenbckudi;
ledumunac Layzena; Muxaun Mamaerko aka Post
Dada Futurism; [lapess YepmowiaHckasi; EkamepuHa
[lonosuy; AHmoH baparos; Anera Jlunamosa.

Mecmo nposedeHus:

«3Inekmpomyseli 8 PocmokuHo» (PocmokuHckas
yn., 1, M. BAHX, MLIK «PocmokuHo»)

Ten: 8 (499) 187-10-45;
electromuseum@vzmoscow.ru
WWW.VZMOSCOW.ru
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KajieHmaps MepOorpusITuin

19 ntoHs

MockBa ¢« Mutan

Agile Panda Meetup

20-21 nioHs

MockBa ¢ KoHdepeHuus
BE3OIACHOCTb NMEPCOHAJIbHbIX

AHHbIX B KOMIMAHUW.
| MpakTnyeckaa KoHpepeHuus.

21-22 MoHS

MockBa * KoHdepeHuus

DevConf

21 MOHS

Zurich « KoHdepeHuus

Zurich iGaming Affiliate
Conference

22-26 NOHS

Knes ¢ TpeHuHr

KoMnneKkcHbIN TpeHUHr no busHec-
aHanusy (no BABOK 3.0)

22 MOH$
Mockga ¢ TypHup

TypHup no kaptuHry «IT Race
opscoev 2019')2 y

27 MOHS

OHnanH-TpaHcnaums « BebuHap

YnpaBneHue TanaHTaMm Ha naart-
¢opme 1C: MpepnpusatTue: oueHka
nepcoHana no KOMNETEeHUUAM,
ynpasneHue passMTMeM nepcoHana
U KaApoBblit pe3epB

29 MioHs-7 non
CaHkT-lMeTepbypr » OHNanH-TpaHcnaumsa « Kypc

Kypc IT-Recruiter

6 uond

CankT-MeTepbypr  TypHUp

TypHup no KMKeB?ll «IT»s KICKER
St. Petersburg 2019»

6 nons
MuHck » KoHdepeHums

Al MEN 2019

11-12 wiong
C.-MeTepbypr ¢ OHnanH-TpaHcnsums » KoHdepeHums

Hydra 2019

13 niong
Opecca » KoHdepeHuuns

KondepeHuus 8P

22 MHOHA-25 CeHTS0pd
CaHkT-lNeTepbypr ¢ OHNaWH-TpaHCAALMUS
* Kypc

Kypc UX & Ul Designer

24-25 MHOHS

HoBocnbupck ¢ KoHdepeHumns

Highload ++ Siberia

24-25 NioHs

4. lpnboska ¢ KoHbepeHums
PyCon Russia 2019

24 moHs-30 nong

MockBa ¢ OHnarH-TpaHcnauusa ¢ Kypc

MpaBoBble OCHOBbLI U lOpUANYECKUE
NPaKTUKK paboTbl ¢ uMGppoBbIMU
MpaBaMyu 1 aKTUBaMM, a TaKKe
6n10K4eNH-NpoeKTaMu

25-27 MoHS

MockBa ¢ BbicTaBka

CEBIT Russia 2019

26 NHOHS

MockBa ¢« Mutan

Frontend Panda Meetup

13 mong
Mocksa * TypHup

TypHup no kukepy «IT’s KICKER
opscoev 2019» Py

20 niong
CaHkT-MeTepbypr  TypHUp

I'Iaplycuaﬂ roHka «IT Sailing
St. Petersburg 2019»

24 nons

MockBa ¢ MuTan

Agile Panda Meetup

29 niong-3 asrycra

MockBa ¢ TpeHuHr
JleTHas wkona no 6uonHdpopmaTuke

7 CeHTg6pd
Mocksa ¢ TypHup

Benotypuup «IT Bike Fest Moscow
2019»

8 (eHTA6pS
Mockga ¢ TypHup

BEE_%BM actadeTa «IT Run Moscow
»
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14 ceHT96p4

nocénok OpexoBo ¢ TypHup

BenotypHup «IT Bike Fest St.
Petersburg 2019»

19 okTa6p9

Mockga ¢ TypHup

MHTennekryanbHbii TYPHU
«IT Brain Battle Moscow 2019»

19 centa6ps

Mockga ¢ KoHdpepeHums

Mobile Forensics Day 2019

22 CeHTs6ps

nocénok OpexoBo ¢ TypHup

beroBas actagera «IT Run
St. Petersburg 2019»

22-25 oKT96p4

Mockga ¢ KoHdpepeHums

25-9 KoHdepeHuHns nonb3oBaTenei
Esri B Poccuu n ctpaHax CHI

23-24 ceHTs6ps

C.-MeTepbypr  OHNanH-TpaHcAsLuMs » KoHdepeHums
Saint TeamLead Conf

23-24 oKT96p4

MockBa  KoHbepeHuus

Il UHHOBaUMOHHO-TEXHUYECKUIA HOpYM
«SAY FUTURE: MOSCOW-2019»

23 ceHTg6p4-21 fiexkabps

Mockga ¢ Kypc

Digital Branding: Best Cases
Learning. MonHbii kKypc digital
MapKeTUHra oT IMAEPOB PbIHKA

1 Hof6ps
CankT-MeTepbypr » KoHbepeHuus

PiterPy 2019

14-16 Hos6pA

CankT-lNeTepbypr ¢ KoHdpepeHuus

15-a Ha)éql-lo-npaKTuquKaﬂ KOH(e-
peHuusa SECR / Paspa6oTka N0 2019

30 ceHg6p4-1 0kT96ps

Mockga ¢ OHnanH-TpaHcnauns « KoHdbepeHums

DevOpsConf

14 Hos6ps

Mockga ¢ OHnanH-TpaHcnauns « KoHdepeHums

INTERCOM»19

1-2 ok146p4

KazaHb * KoHdepeHuus

BcemupHbiit Lludposoit Cammut 06 mH-
TepHeTe Belei N UCKYCCTBEHHOM MH-
tennekte loT & Al World Summit Russia

3-4 okT96p4

MockBa ¢ OHnaiiH-TpaHcnauusa « KoHdbepeHumus
FrontendConf

16 HOA6DSA

Mockga ¢ TypHup

TypHup no MmuHu-pyToéony «IT Goal
opscoev 2019» by y

17 Hos6ps

Mockga ¢ TypHup

TypHup no Bonenbony «IT Match
Ball Moscow 2019»

4-5 okTs6ps 21-22 Hog6p
CankT-lMeTepbypr ¢ KoHdbepeHuus MuHCK ¢ KoHbepeHuns
Linux Piter 2019 DevGAMM Minsk 2019
7 0KT6ps 23 Hosibps

Mockga ¢ OHnanH-TpaHcnauns « KoHdbepeHums

GolangConf 2019

9 oKT46p4

MockBa ¢ OHnarnH-TpaHcaaumsa « KoHbepeHuus

MIXAR Conf++

10-13 okTs6ps

Taranpor » KoHdepeHuua

8-aa Bcepoccuitckas MonoaéxHas
LUKONa-CeMUHaPp no npobaeMam

uHdOpMaUUOHHOM 6e30nacHoCTH
«MEPCNEKTUBA - 2019»

CaHkT-lMeTepbypr « TypHUp

TypHup no MuHu-dyToéon
«FIPGoFa’l St. Petergi)‘{lrg 2019»

7 Liexkabps
MockBa ¢ TypHup

TypHup no 6oynunry «IT Strike
opscoev 2019}! Y

14 pexabps

CaHkT-MeTepbypr  TypHUup
TypHup no 6oynunry «IT
Sl‘.’r'i) e gt. Pete¥sburg 2019»

‘

Kanenpgapb




Popym
Poccna 2019

PK

XVII mexxayHapoaHaa KoHdepeHuus no npobaemaruke
UMH(PACTPYKTYPbl OTKPbITbIX K/IHOYEN U INEKTPOHHOM NOANUCH

r. CaHkT-lNeTepbypr
17-19 centabpsa 2019 ropa

www.pKki-forum.ru

BCTpeqaemcn
B [lutepe!



